
ELECTRONIC EVIDENCE: 

NEW HORIZONS, COLLECTION, PRESERVATION & APPRECIATION

- DR. HAROLD D'COSTA

President - Cyber Security Corporation

Advisor - Law Enforcement Agencies

International Trainer - Judges & Public Prosecutors

TRAINING PROGRAMME 

FOR

BANGLADESH JUDGES AND JUDICIAL OFFICERS

AT NATIONAL JUDICIAL ACADEMY, BHOPAL ON 8TH FEBRUARY 2023



WHO OWNS 

THE 

INTERNET?

No one actually owns the Internet,

and no single person or

organization controls the Internet

in its entirety.



ELECTRONIC EVIDENCE

The term ‘Electronic Evidence’ signifies a piece of evidence

generated by some mechanical or electronic processes which

is often relevant in proving or disproving a fact or fact at

issue, the information that constitutes evidence before the

court. Electronic Evidence is commonly known as Digital

evidence.



IT ACT 2000 – CHAPTER III
ELECTRONIC GOVERNANCE

4. Legal Recognition of Electronic Records.—Where any law provides that

information or any other matter shall be in writing or in the typewritten or

printed form, then, notwithstanding anything contained in such law, such

requirement shall be deemed to have been satisfied if such information or

matter is–

(a) rendered or made available in an electronic form; and

(b) accessible so as to be usable for a subsequent reference



SECTION 61
THE INDIAN EVIDENCE ACT, 1872

61. Proof of Contents of Documents

The contents of documents may be proved either by

primary or by secondary evidence.

MAN CAN LIE BUT DOCUMENT CANNOT



SECTION 293
THE CODE OF CRIMINAL PROCEDURE, 1973

293. Reports of Certain Government Scientific Experts.

(1) Any document purporting to be a report under the hand of a Government

scientific expert to whom this section applies, upon any matter or thing duly

submitted to him for examination or analysis and report in the course of any

proceeding under this Code, may be used as evidence in any inquiry, trial or other

proceeding under this Code.

(2) The Court may, if it thinks fit, summon and examine any such expert as to the

subject- matter of his report.

CONTINUED…



(3) Where any such expert is summoned by a Court and he is unable to attend

personally, he may, unless the Court has expressly directed him to appear

personally, depute any responsible officer working with him to attend the Court, if

such officer is conversant with the facts of the case and can satisfactorily depose in

Court on his behalf.

(4) This section applies to the following Government scientific experts, namely:-

(a) any Chemical Examiner or Assistant Chemical Examiner to Government;

(b) the Chief Inspector of- Explosives;

(c) the Director of the Finger Print Bureau;

(d) the Director, Haffkeine Institute, Bombay;

(e) the [Director, Deputy Director or Assistant Director] of a Central Forensic Science

Laboratory or a State Forensic Science Laboratory;

(f) the Serologist to the Government.



SECTION 45
THE INDIAN EVIDENCE ACT, 1872

45. Opinions of Experts.—When the Court has to form an opinion upon a

point of foreign law or of science or art, or as to identity of handwriting [or

finger impressions], the opinions upon that point of persons specially

skilled in such foreign law, science or art, [or in questions as to identity of

handwriting] [or finger impressions] are relevant facts. Such persons are

called experts.



SECTION 45A
THE INDIAN EVIDENCE ACT, 1872

45A. Opinion of Examiner of Electronic Evidence. — When in a proceeding,

the court has to form an opinion on any matter relating to any information

transmitted or stored in any computer resource or any other electronic or

digital form, the opinion of the Examiner of Electronic Evidence referred to

in section 79A of the Information Technology Act, 2000 (21 of 2000) is a

relevant fact.



IT ACT 2000 – CHAPTER XII-A 
EXAMINER OF ELECTRONIC EVIDENCE

79A. Central Government to notify Examiner of Electronic Evidence – The

Central Government may, for the purposes of providing expert opinion on

electronic form evidence before any court or other authority specify, by

notification in the Official Gazette, any Department, body or agency of the

Central Government or a State Government as an Examiner of Electronic

Evidence.



WHATSAPP 

CHAT 

MODIFICATION

Even with end-to-end encryption WhatsApp 
messages can be modified



CHECK IF WHATSAPP IS MODIFIED



ROOTED MOBILE DEVICE



SMS

SPOOFING



CALLER ID

SPOOFING



CALL & SMS AUTHENTICATION



EMAIL SPOOFING



EMAIL AUTHENTICITY



EMAIL AUTHENTICITY



WHATSAPP 

MESSAGE

SPOOFING



WHATSAPP MESSAGE AUTHENTICITY

ANDROIDiOS



GOOGLE – MY ACTIVITY 



Can Location Coordinates 
be modified?

Yes!



EDITED LOCATION

Once you have added all locations, Select appropriate mode of transport.



COLOR REPRESENTATIONS
Dark Blue Sea Green Light Blue Red

Driving Cycling Walking Running

In a taxi or Rideshare Horse Riding By Wheelchair Catching Pokémon

Motorcycling Kayaking Moving Hiking

On a bus Kite Surfing Nordic Walking

On the Subway Paragliding Rowing

On a train Sailing Snowshoeing

On a tram Skateboarding Swimming

Flying Skating

Boating Skiing

In a Cable Car Sledding

In a Gandola Lift Snowboarding

On a ferry Surfing

On a funicular

Snowmobiling



TIMELINE MODIFICATION DATE WILL BE DISPLAYED



PRE-INVESTIGATION 

ASSESSMENT

I. Collection of all necessary information

like:

i) profiles of the suspect,
ii) location,

iii) circumstances,

iv) computer system

II. Collection should be done by In-

charge/cyber cell (Investigating Officer)

III. Analyzing scope of the offence and its

possible outcomes.



EVALUATION OF THE SCENE OF CRIME

─ Crime scene should be evaluated
properly before collection of evidences.

─ Digital evidences are very volatile in
nature and could be available in number
of devices, locations and formats.

─ Evidences like number of computer
system, type of connection (Wi-Fi,
Ethernet), personal appliances and
computer peripherals should be noted
and photographed.

Categories of Crime Scene:

I. House of an individual having one
or more computer network.

II. Office or coffee shop of an
individual or company.

III. Public place



COLLECTION 

OF PHYSICAL 

EVIDENCES

─ Identification and collection of potential
evidences from crime scene.

─ Evidences include- receipts of cyber
appliances, left behind diaries,
notes/password on slip, e-mail IDs, contact
numbers or bank account number.

─ Noting and sketching position of various
equipment's at crime scene. For e.g. a mouse
at left hand side of keyboard may indicate the
user being dexterous.



PRECAUTION TO BE TAKEN WHILE 

COLLECTING DIGITAL EVIDENCES

● Minor mishandling may corrupt or vanish
the evidence.

● Without proper documentation evidence
may not be admissible in court of law.

● Special skills are required for leveling and
preserving of digital evidence.

● Chain of custody should be prepared to
identify who handled the evidence.

● A proper documentation like the Digital
evidence form should be done separately
for every device.

● Serial number of devices should be
properly documented.



ADMISSIBILITY 

OF 

DIGITAL EVIDENCE



CONDITIONS FOR ADMISSIBILITY OF ELECTRONIC EVIDENCE 

(a) The computer output containing the information was produced by the computer during the period over which

the computer was used regularly to store or process information for the purposes of any activities regularly

carried over that period by person having lawful control over the use of the computer;

(b) During the said period, information of the kind contained in the electronic record or of the kind from which

the information so contained is derived was regularly fed into the computer in ordinary course of the said

activities;

(c) Throughout the material part of the said period the computer was operating properly, or if not, then in

respect of any period, in which it was not operating properly or was out of operation during that part of time,

was not such as to affect the electronic record or the accuracy of its contents; and

(d) The information contained in the electronic record reproduces or is derived from such information fed into the

computer in ordinary course of the said activities.



APPRECIATION 

OF 

DIGITAL EVIDENCE



SECTION 65(B)(4)

Under the section 65(B)(4) the certificate which
identifies the electronic record containing the
statement and describes the manner in which it
was produced giving the particulars of the
device involved in the production of that
records and deals with the conditions
mentioned in Section 65(B)(2) and is signed by a
person occupying a responsible official position
in relation to the operation of the relevant
device shall be evidence of any matter stated in
the certificate.



CONTENTS OF THE CERTIFICATE 

─ Following points are the necessary to be covered in the certificate to prove
the authenticity of the evidence.

─ That the information contained in the hard disks of the mentioned electronic
device was regularly recorded into them in the ordinary course of activity.

─ That during the period in question the mentioned device were operating
properly at all times and there have been no such operational problems so as
to affect the accuracy of electronic record.

─ That the computer hardware and software used in the computer system have
built in security systems.



WHEN IS IT APPLICABLE?

─ When signed by a person occupying a responsible official position in relation to
operation of relevant device.

─ Source, authenticity which are the two hallmarks pertaining to electronic record
sought to be used as evidence.

─ Only if the electronic record is duly produced in the terms of the Section 65-B of
Indian Evidence Act, the question would arise as to the genuineness thereof and
in that situation, resort cannot be made to Section 45A - opinion of examiner of
electronic evidence.



TEMPLATE OF 

THE 

CERTIFICATE



TIME OF 65-B(4) CERTIFICATE



PERSON COMPETENT TO 

PRODUCE THE CERTIFICATE



ELECTRONIC EVIDENCE AS PRIMARY 

EVIDENCE (NO CERTIFICATE REQUIRED)



MOBILE PHONE FALLS UNDER THE 

DEFINITION OF COMPUTER




