NATIONAL SEMINAR ON CYBER CRIME & ELECTRONIC EVIDENCE [P-1299]

Participants: District Judiciary
2021 August 2022
At National Judicial Academy (NJA), Bhopal

Tentative Programme Schedule

TIMING SESSION(S)
Saturday Day-1: 20.08.2022
SESSION 1

09:30AM -11:00AM

Cyber Crime — Emerging Trends, Modus, Motivations, Intentions, Threats

Proposed scope of discussion:

e Transnational reach of the cybercrime cases
e  Cyber technology: Cloud computing, hash values and the dark web
e Liability of intermediaries

11:00AM - 11:30AM

Tea Break

11:30AM - 01:00PM

SESSION 2
Jurisdictional Issues in Adjudication of Cyber Crime

Proposed scope of discussion:

e  Statutory Framework

e  Cyber Jurisdiction- National, Transnational or International
e  Tests to determine jurisdiction

e Extradition — Mechanisms for international co-operation

01:00PM - 02:00PM Lunch
SESSION 3
Safeguarding Judicial Institutions from Cyber-Attacks: Cyber Security and Data
02:00PM - 03:30PM Protection

(Tea Break at

Proposed scope of discussion:

03:30PM)
e  Cybersecurity in courts
e  Strategies to prevent & respond to cyber-attacks
e Addressing challenging issues arising in cybercrime
Sunday Day-2: 21.08.2022

09:30AM -11:00AM

SESSION 4
Admissibility and Appreciation of Electronic Evidence

Propose scope of discussion:

e Relevancy, authenticity and admissibility of electronic records
e Digital Forensics vis-a-vis acquisition, authentication, analysis and documentation of data

e Contours of Section 65-B in light of Arjun Panditrao Khotkar vs Kailash Kushanrao
Gorantyal

e Challenges relating to extraterritorial evidence




11:00AM - 11:30AM

Tea Break

11:30AM - 01:00PM

SESSION 5
Scientific Evidence and Expert Testimony

Proposed scope of discussion:

e  Expert witnesses: Nature & Scope
e  Admissibility of Expert Testimony
e Scientific vs. Nonscientific Expert Testimony

01:00PM - 01:15PM

Audit of the Course by Participant Judges

01:15PM

Lunch & Departure

Academic Coordinators: Mr. Yogesh Pratap Singh (7024647378) & Mr. Prasidh Raj Singh (9425601206), Faculty, NJA
E-mail: yogesh.nja@gmail.com & prasidh.singh@nja.gov.in

Administrative Assistance

Sr.No Name & Designation Phone Email id
Number
1. Mr. Chetan Nehete (Event manager) 9425601233 | nchetan[at]nja[dot]gov[dot]in
. Mr. Salman Khan (Protocol Officer) 9425601212 | liaisonoffice[at]nja[dot]gov[dot]in
3. Mr. Ranjan Verma (Manager (Hospitality)) 9425648964 | ranjan.verma[at]nja[dot]gov[dot]in
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