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WHO OWNS 

THE 

INTERNET?

No one actually owns the Internet,

and no single person or

organization controls the Internet

in its entirety.



ELECTRONIC EVIDENCE

The term ‘Electronic Evidence’ signifies a piece of evidence

generated by some mechanical or electronic processes which

is often relevant in proving or disproving a fact or fact at

issue, the information that constitutes evidence before the

court. Electronic Evidence is commonly known as Digital

evidence.



SECTION 61
THE INDIAN EVIDENCE ACT, 1872

61. Proof of Contents of Documents

The contents of documents may be proved either by

primary or by secondary evidence.

MAN CAN LIE BUT DOCUMENT CANNOT



IT ACT 2000 – CHAPTER XII-A 
EXAMINER OF ELECTRONIC EVIDENCE

79A. Central Government to notify Examiner of Electronic Evidence – The

Central Government may, for the purposes of providing expert opinion on

electronic form evidence before any court or other authority specify, by

notification in the Official Gazette, any Department, body or agency of the

Central Government or a State Government as an Examiner of Electronic

Evidence.



WHATSAPP 

CHAT 

MODIFICATION

Even with end-to-end encryption WhatsApp 
messages can be modified



CHECK IF WHATSAPP IS MODIFIED



ROOTED MOBILE DEVICE



SMS

SPOOFING



CALLER ID

SPOOFING



CALL & SMS AUTHENTICATION



EMAIL SPOOFING



EMAIL AUTHENTICITY



EMAIL AUTHENTICITY



WHATSAPP 

MESSAGE

SPOOFING



WHATSAPP MESSAGE AUTHENTICITY

ANDROIDiOS



CAN LOCATION 
COORDINATES BE 

MODIFIED?

Yes!



EDITED LOCATION

Once you have added all locations, Select appropriate mode of transport.



COLOR REPRESENTATIONS
Dark Blue Sea Green Light Blue Red

Driving Cycling Walking Running

In a taxi or Rideshare Horse Riding By Wheelchair Catching Pokémon

Motorcycling Kayaking Moving Hiking

On a bus Kite Surfing Nordic Walking

On the Subway Paragliding Rowing

On a train Sailing Snowshoeing

On a tram Skateboarding Swimming

Flying Skating

Boating Skiing

In a Cable Car Sledding

In a Gandola Lift Snowboarding

On a ferry Surfing

On a funicular

Snowmobiling



TIMELINE MODIFICATION DATE WILL BE DISPLAYED



REMOTELY 
INSTALL APPS 
ON ANDROID 
FROM A PC

o Application would be

automatically installed remotely

on your android device without

having to interact with any

prompt

o The application can only be

installed, it can not be operated

or opened remotely.



VIEW WI-FI PASSWORD
(IOS)

TAP ON THE PASSWORD TO VIEW IT IN

PLAIN TEXT (AUTHENTICATION REQUIRED)



VIEW WI-FI PASSWORD 
[ANDROID]

You cannot view Wi-fi password

directly on an android device

instead you can generate a QR

code for sharing it .



ADMISSIBILITY 

OF 

DIGITAL EVIDENCE



CONDITIONS FOR ADMISSIBILITY OF ELECTRONIC EVIDENCE 

(a) The computer output containing the information was produced by the computer during the period over which

the computer was used regularly to store or process information for the purposes of any activities regularly

carried over that period by person having lawful control over the use of the computer;

(b) During the said period, information of the kind contained in the electronic record or of the kind from which

the information so contained is derived was regularly fed into the computer in ordinary course of the said

activities;

(c) Throughout the material part of the said period the computer was operating properly, or if not, then in

respect of any period, in which it was not operating properly or was out of operation during that part of time,

was not such as to affect the electronic record or the accuracy of its contents; and

(d) The information contained in the electronic record reproduces or is derived from such information fed into the

computer in ordinary course of the said activities.



APPRECIATION 

OF 

DIGITAL EVIDENCE



SECTION 65(B)(4)

Under the section 65(B)(4) the certificate which
identifies the electronic record containing the
statement and describes the manner in which it
was produced giving the particulars of the
device involved in the production of that
records and deals with the conditions
mentioned in Section 65(B)(2) and is signed by a
person occupying a responsible official position
in relation to the operation of the relevant
device shall be evidence of any matter stated in
the certificate.



CONTENTS OF THE CERTIFICATE 

─ Following points are the necessary to be covered in the certificate to prove
the authenticity of the evidence.

─ That the information contained in the hard disks of the mentioned electronic
device was regularly recorded into them in the ordinary course of activity.

─ That during the period in question the mentioned device were operating
properly at all times and there have been no such operational problems so as
to affect the accuracy of electronic record.

─ That the computer hardware and software used in the computer system have
built in security systems.



WHEN IS IT APPLICABLE?

─ When signed by a person occupying a responsible official position in relation to
operation of relevant device.

─ Source, authenticity which are the two hallmarks pertaining to electronic record
sought to be used as evidence.

─ Only if the electronic record is duly produced in the terms of the Section 65-B of
Indian Evidence Act, the question would arise as to the genuineness thereof and
in that situation, resort cannot be made to Section 45A - opinion of examiner of
electronic evidence.



TEMPLATE OF 

THE 

CERTIFICATE




