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No one actually owns the Internet,

and no single person or

WH 0 OW N S ;r?;neiii’itir(;?yf:ontrols the Internet
THE
INTERNET?




ELECTRONIC EVIDENCE

The term ‘Electronic Evidence’ signifies a piece of evidence
generated by some mechanical or electronic processes which
is often relevant in proving or disproving a fact or fact at
iIssue, the information that constitutes evidence before the
court. Electronic Evidence is commonly known as Digital

evidence.




THE INDIAN EVIDENCE ACT, 1872

61. Proof of Contents of Documents

The contents of documents may be proved either by

primary or by secondary evidence.

MAN CAN LIE BUT DOCUMENT CANNOT



IT ACT 2000 - CHAPTER XII-A
EXAMINER OF ELECTRONIC EVIDENCE

79A. Central Government to notify Examiner of Electronic Evidence — The

Central Government may, for the purposes of providing expert opinion on
electronic form evidence before any court or other authority specify, by
notification in the Official Gazette, any Department, body or agency of the
Central Government or a State Government as an Examiner of Electronic

Evidence.



Even with end-to-end encryption WhatsApp
messages can be modified

DT o 48 1172am

<« ‘ Original Chat : & . Modified Chat -

online online

WHATSAPP
‘ H A l Hello | Hello |
When you are going to return When you are going to return

my money? my money?

MODI FI' A I ION iwill return itin 2 days o0 i will return it in 2 days
If you dont return my money |

If you dont return my money i
will file case against you. will kill you.




CHECK IF WHATSAPP IS MODIFIED

' Google Play Games Apps Movies & TV Books Chilldre Q 0 o

Root Checker




ROOTED MOBILE DEVICE

4:53 PM £ 2@ = ED

Root Checker UPGRADE

ROOT INFO DEVICE INFO BUILD INFO BATTER

ROOT ACCESS Device is Rooted
SUPER USER Su found

/sbin/su
BUSY BOX Busy Box not installed
Busy Box Version  N/A

PATH

ystem/sbin, /system/
)in, /odm/bin, /

/vendor/xbin]

DONATE



11:29 AM 3204 FT D

& +8801819561646
Bangladesh

Dear Dr D'Costa,

This is Mir Ruhul Amin.

Kindly meet me on 8th February
2023 at 8:30PM. Need to discuss
something important with you.

11 AM
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CALL & SMS AUTHENTICATION

Type of
Called (B) Party Call Call Type connection
Calling (A) Party Telephone Call |Duration (in First Cell ID |Last Cell ID| (INJOUT/ISMS (Pre-paid/ SMS Centre
Telephone Number Number Call Date | Time seconds) | of Party A | of Party A In/SMS OUT) IME! of A IMS| of A Post-paid) Number
9519194961 TA-czomeo  01-08-2012 09.30:48 29371 SMS-INCOMING  351532043881030 404212110033190  PostPauid 919246255009
5819194961 09592898647  01-08-2012 09.40:58 64 29371 0 OUTGOING  351532043881030 404212110033190  PostPaid
9819194961 09892898647  01-08-2012 09.43:34 395 20371 0 OUTGOING  351532043881030 404212110033190  PostPaid
9810194961 7738146065  01.08.2012 10:08:50 2 20371 0 INCOMING ~ 351532043881030 404212110033190  PostPaid
9819194961 7738146065  01-08-2012 10:09:55 11 20371 0 INCOMING ~ 351532043881030 404212110033190  PostPaid
9519194961 7738146965  01-08-2012 10:10:21 29 29371 0 INCOMING  351532043881030 404212110033190  PostPaid
5819194961 919820212219  01-08-2012 10.46:50 26871 SMS-INCOMING  351532043881030 404212110033190  PostPaid 919250255008
9819194961 09870317249  01-08-2012 111224 103 23103 0 OUTGOING  351532043881030 404212110033190  PostPaid
9819194961 09870317249  01.08.2012 11-16:10 15 23103 0 INCOMING  351532043881030 404212110033190  PostPaid
9819194961 012355680967  01-08-2012 11-18:02 128 23103 0 OUTGOING  351532043881030 404212110033190  PostPaid
9519194961 09870317249  01-08-2012 11-30:21 10 23103 0 OUTGOING  351532043881030 404212110033190  PostPaid
5819194961 9820826627  01-08-2012 113347 19 23103 0 INCOMING  351532043881030 404212110033190  PostPaid
9819194961 9820826627  01-08-2012 11:34:25 41 23103 0 OUTGOING  351532043881030 404212110033190  PostPaid
9810194961 9820126182  01.08-2012 11:36:10 13 23103 0 OUTGOING  351532043881030 404212110033190  DPostPaid
9819194961 9820826627  01-08-2012 11:36:48 15 23103 0 OUTGOING  351532043881030 404212110033190  PostPaid
9519194961 09773214433 01-08-2012 11:48:39 2 29131 1361 OUTGOING  351532043881030 404212110033190  PostPaid
9519194961 09930727389  01-08-2012 120038 145 31621 0 OUTGOING ___ 351532043881030 404212110033190  PostPaid
9819194961 TA-RNAICOR  01-08-2012 12:37:24 32803 [(SMS.INCOMING ] 351532043881030 404212110033190  PostPaid 919246255009
9810194961 9820826627  01.08.2012 12:61:19 2 25431 0 OUTGOING  351532043881030 404212110033190  DostPaid
9819194961 9820826627  01-08-2012 12:52:47 29 25431 0 INCOMING ~ 351532043881030 404212110033190  PostPaid
9519194961 9820826627  01-08-2012 12:53:27 2 25431 0 OUTGOING  351532043881030 404212110033190  PostPaid
9819194961 09594340252 01-08-2012 13-15.15 15 13082 0 INCOMING ~ 351532043881030 404212110033190  PostPaid
9819194961 09594340252  01-08-2012 13-17:25 9 20371 0 OUTGOING  351532043881030 404212110033190  PostPaid
9819194961 010821671564  01.08-2012 13:56:52 32342 SMS.INCOMING  351532043881030 404212110033190  DPostPaid 919821000008
9819194961 LM-MANTRA  01-08-2012 15:47:18 20371 SMS-INCOMING  351532043881030 404212110033190  PostPaid 919821000008
9519194961 TD4DrBatr  01-08-2012 17-08:58 29371 SMS-INCOMING  351532043881030 404212110033190  PostPaid 919250255008
5519194961 LM55666 01-08-2012 17.21.03 29371 SMS-INCOMING  351532043881030 404212110033190  PostPaid 919521200005
9819194961 09504340252  01-08-2012 18:20:47 23 20371 0 OUTGOING  351532043881030 404212110033190  PostPaid



EMAIL SPOOFING

|« ¥ o' o ma:lgooglc— com/mail/\WwW O/ tab=rmaloghiFi :-.'«.l'.l',.r;,'l 1 CXWrmCKrr ",""’4"‘ '1?-,'.71,'-.' ZiXw @

M Gmail Q  search in mail = ®atver (D &

€ B 0O ®© B 0 & B D i
Z Compose
File Extermnal @ Inbox
& Inbox 1
B Sent Farzana Khan <farzanajudoe@gmal.com 11:42 AM (1 hour ago
[} Drafts ; WM
® Spam Dear Dr D'Costa
Trash
The file has been sent to you yesierday as per instructions glven
v  More
Kindly do the needful at the earliest.
Labels + Warm Regards
@ Bansal (Delhi) Ms. Farzana Khan
® Citadel Additional District Judge
+



EMAIL AUTHENTICITY

€ Reply
~» Forward
Filter messages like this
Print
D Delete this message
Farzana Khan <farzanajudge@gmail.com> 11:42AM (2hoursago) Yy €
ey Block "Farzana Khan"
Report spam
Report phishing
Translate message
Download message

Mark as unread



EMAIL AUTHENTICITY

ARC-Authentication-Results: i=1; mx.google.com;
spt=softfail (google.com: domain of transitioning farzanajudge@gmail.com does not designate 89.187.129.22 as permitted sender)
smtp.mailfrom=Ffarzanajudge@gmail.com;
dmarc=fail (p=NONE sp=QUARANTINE dis=NONE) header.from=gmail.com
Return-Path: <farzanajudgefigmail.com>
Received: from emkei.cz (emkei.cz. [89.187.129.22])
by mx.google.com with ESMTPS id f6-2002035d50c6000000b002bfbb48222ds5115543000wrt.755.2023.02,07.22.12.37
for <support@cybersolution.in>
(version=TLS1_3 cipher=TLS_AES_256_GCM _SHA384 bits=256/256);
Iue 87 Feb 2823 22.12:37 9200 [PST)

Received-SPF: softfail (gocgle.com: domain of transitioning farzanajudge@gmail.com does not designate 89.187.129.22 as permitted
sender) client-ip=89.187.129.22;
Authentication-Results: mx.google.com;

spf=softfail (google.com: domain of transitioning farzanajudge@gmail.com does not desipgnate 89.187.129.22 as permitted sender)

smtp.mailfrom=farzanajudge@gmail.com;
dmarc=fail (p=NONE sp=QUARANTINE dis=NONE) header.from=gmail.com
Received: by emkei.cz (Postfix, from userid 33) id 179E25510FC; Wed,
8 Feb 2023 ©7:12:37 40100 (CET)
To: supportficybersolution.in
Subject: File
From: Farzana Khan <farzanajudge@gmail.com>
X-Priority: 3 (Normal)
Importance: Normal
Errors-To: farzanajudge@gmail.com
Reply-To: farzanajudge@gmail.com
Content-Type: text/plain; charset=utf-8
Message-1d: <20230208061237.179E25510FC@emkei. c2>
Date: Wed,
8 Feb 2023 ©7:12:37 40100 (CET)




11:25 AM

(_. +8801819561646 =

online

FEBRUARY 06, 2023

8 Messages to this chat and calls are now

E— secured with end-to-end encryption. Tap for more

info.

WHATSAPP oo rocos

This is Mir Ruhul Amin,
Kindly meet me on 8th February 2023
M E S S AG E at 8:30PM. Need to discuss something
important with you. :
SPOOFING %
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CAN LOCATION
COORDINATES BE
MODIFIED?

Yes!




EDITED LOCATION

Once you have added all locations, Select appropriate mode of transport.
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COLOR REPRESENTATIONS

Dark Blue Sea Green Light Blue Red
Driving Cycling Walking Running
In a taxi or Rideshare Horse Riding By Wheelchair Catching Pokémon
Motorcycling Kayaking Moving Hiking
On a bus Kite Surfing Nordic Walking
On the Subway Paragliding Rowing
On a train Sailing Snowshoeing
On a tram Skateboarding Swimming
Flying Skating
Boating Skiing
In a Cable Car Sledding

In a Gandola Lift

Snowboarding

On a ferry

Surfing

On a funicular

Snowmobiling




TIMELINE MODIFICATION DATE WILL BE DISPLAYED

Q@ Maps

Viewed your Timeline

Viewed 03-Mar-2020
Updated location for 03-Mar-2020
Viewed 02-Mar-2020
Viewed 01-Mar-2020
Viewed 06-Mar-2020
Viewed 07-Mar-2020
Viewed 08-Mar-2020

9:45 PM - Details




REMOTELY
INSTALL APPS
ON ANDROID
FROM A PC

o Application would be
; automatically installed remotely
on your android device without
having to interact with any
prompt

o The application can only be
Q Remote Desktop installed, it can not be operated

or opened remotely.




VIEW WI-FI PASSWORD
(I0S)

TAP ON THE PASSWORD TO VIEW IT IN
PLAIN TEXT (AUTHENTICATION REQUIRED)




VIEW WI-FI PASSWORD
[ANDROID]

You cannot view Wi-fi password
directly on an android device

instead you can generate a QR
code for sharing it .




ADMISSIBILITY
OF
DIGITAL EVIDENCE



CONDITIONS FOR ADMISSIBILITY OF ELECTRONIC EVIDENCE

The computer output containing the information was produced by the computer during the period over which
the computer was used regularly to store or process information for the purposes of any activities regularly
carried over that period by person having lawful control over the use of the computer;

During the said period, information of the kind contained in the electronic record or of the kind from which
the information so contained is derived was regularly fed into the computer in ordinary course of the said
activities;

Throughout the material part of the said period the computer was operating properly, or if not, then in
respect of any period, in which it was not operating properly or was out of operation during that part of time,
was not such as to affect the electronic record or the accuracy of its contents; and

The information contained in the electronic record reproduces or is derived from such information fed into the

computer in ordinary course of the said activities.



APPRECIATION
OF
DIGITAL EVIDENCE



SECTION 65(B)(4)

Under the section 65(B)(4) the certificate which
identifies the electronic record containing the
statement and describes the manner in which it
was produced giving the particulars of the
device involved in the production of that
records and deals with the conditions
mentioned in Section 65(B)(2) and is signed by a
person occupying a responsible official position
in relation to the operation of the relevant
device shall be evidence of any matter stated in
the certificate.




CONTENTS OF THE CERTIFICATE

— Following points are the necessary to be covered in the certificate to prove
the authenticity of the evidence.

— That the information contained in the hard disks of the mentioned electronic
device was regularly recorded into them in the ordinary course of activity.

— That during the period in question the mentioned device were operating
properly at all times and there have been no such operational problems so as
to affect the accuracy of electronic record.

— That the computer hardware and software used in the computer system have
built in security systems.



WHEN IS IT APPLICABLE?

When signed by a person occupying a responsible official position in relation to
operation of relevant device.

Source, authenticity which are the two hallmarks pertaining to electronic record
sought to be used as evidence.

Only if the electronic record is duly produced in the terms of the Section 65-B of
Indian Evidence Act, the question would arise as to the genuineness thereof and
in that situation, resort cannot be made to Section 45A - opinion of examiner of
electronic evidence.



Certificate u/s 65B of the
Indian Evidence Act, 187=.

This is to certify that |, , residing at , state to the best of my
knowledge and belief that | have extracted the images from a mobile device having following

details:

(%]

DEVICE DETAILS
MODEL NUMBER |
_DEVICE NAME

IMEI NUMBER

| state that the device used for extracting the photos was functioning normally at all times.

| further state that the device utilized by me was used to store and process data and were
operating properly and there is no distortion in the accuracy of the contents of the copies of

the images.

The above is stated to the best of my knowledge and belief.
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