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Session 1

Dr. Geeta Very Good Morning to all of you and happlew Year So we meet in this new

year for the first time, of course we have meet in other new year. | think first of all we will

have introduction. | know all of you are shaking hands but | thought lets formigky

introduce. So simnaybewe camebegin from rightside so that we all know each othiert a6 s

small group and surely at the end of this programme you will good friends, you will have your

own network.

Participant

: Good Morning to this augusiudience. | anBiswanath Somadder of Calcutta

High Court.

Participant:

Participant

Participant

Participant

Participant

| am

: l amPankaj Nagvi from Allahabad High Court

: lamV.M. Velumani from Chennai High Court.

: Raghvendra Singh ChauhaggarnatakaHigh Court

: I amDinesh Kumar, Karnataka High Court

Participant: | amP D. Rajan, Kerala High Court

Participant

: l amPrashant Kumar Mishra, fro@hhattisgariHigh Court.

Participant: | am Sanjeev Sachdeva from Delhi High Court.

Participant

Participant

: l amRamalingeswar Rao from Andhra High Court.

: l amPraveen Kumar from Andhra Pradesh High Court

Dr. Geeta So Nappinai you would like to introduce yourself.

Nappinai: Good Morning, | am advocate from Mumbai, buginally from Chennai.

Mr. Deepak: good Mornng Sir, | am Deepak, | work at Semantic, we are cydmmurity

Companyand | am also the chair of BSA Policy, thaftwarealliance. Thank you.



Participant: BSA stands for?
Mr. Deepak: BSA isbasicallya software company.
Participant: What is the full fom of BSA?

Mr. Deepak: It used to be business software alliance, but now it is just called the software

alliance.

Participant: Is it a private company?

Mr. Deepak: Yes it is private company.

Ms. Nappinai: It is the equivalent of Nasscom.

Dr. Geeta | wasjust thinking | will give a background of this programme. It was demanded

in the annual calendar meeting by all the Chief Justice and Judge In Charge of Judicial
Education, reason being, all of you are aware | don't have to speak, like that, our world has
drastically changed from communication to all our work now, we have shifted to another space
all together and since we haveurselvestranscended to anothespace, the crime has also
grown to that another platform, and this seminar is actually abolarstanding, the kinds of

crime and the new technologies that are developed, by industrial leaders, executives and
government agencies, to curb that crime, to detect that crime, to investigate that crime and the
difficulties that they face in producing eences before courts, so that is why it is actually
aboutcybercrimesnow with this we straightaway go to our technical session first which would

be taken jointly by Ms. Nappinai amdr. Deepak Maheshwari, what | will suggest the format

of programme thaboth of you can take?5 minutes to each and then we have abou130
minutes to question answers, so that we get an idea as to what they actually want to convey to

us and then we ask clarifications on what they are presenting.

Ms. Nappinai: Only one modication, since it was supposed to be two separate sessions for
Deepak and me, the waye had structured it is | would make the presentations and during the
presentations, we would do it kind of jugalbandi, so we will take totally 15 minutes, we will

stick to your structure and the balance we will jeep for Q&A, in fact one other suggestions we
put forth is, provided we do not put too much time in one topic, is that even while, we are

discussing, we could makeaih interactive session, so if you have qasror if you would like



to share some of your experiences, we have a very rich table full of experience here, so if we

could share.

Dr. Geeta No but judges, excuse me, one second, no judges have complained to me that, then
they do not get idea becauseavigou are trying to convey, because many high court judges
have said that if it goes too many question and answers, in the end of ttheegdalp not know

what is going on.

Nappinai: perfect, then we can have it.

Dr. Geeta Later we can have tea ovenite can have full interactive session during tea break

also.

Nappinai: Ok, done, then we will stick with that. Excellefhank you Geeta. Can you all hear

me, is this working? Yes good morning everybaodolike | mentioned earlier | am originally

from the Chennai baasind nowwith the Bombay bar in about 25 years and started off with the
criminal law. So | am hoping to try and bring my inputs from criminal law perspective from
hard core criminal law practise as supposecytercrimeangle. | want to puthis picture up

to begin with itselfbecause as you will all see the way law has been developing is at a nice,
low meandering pace, however, technology does not have time for us, it is going at a superfast
pace, so we are like square wheel, in the mifisgtilahose round wheels, and we need to
reinvent ourselves as to see how quickly we can become the round wheel at the earliest possible
time. So going forward, | always like to be very beginning as the song goes, we are talking
about cybercrime today, hatrying to give introduction of where it has all started over and
where we are today but we should not forget the first principles that we have grown ups with
While We're dealing with just a new field of law which has been dictated more by the medium
rather than the development of law, astandard alonprocess. As first principles go | would

say that we have to keep in mind what the criminal justice system is therefore and what is the
focus. We're here to ensure that the system delivers justice amdanreer which is fair and
nonarbitrary. How do we do that given the fact that today we started, rather | would say,
lets step back about 105 years to 20 years where did we start, sterted with general laws

being applied to a new domain .We startéfdvath applying IPC provisions to new age
technologies. We have come to stage where 66A was struck down, the court has to decide on
whether it was a domain driven modification, or it was simpliciter by draftsman ship which led

to the arbitrariness of tharovisions. Given this background where do we stand today, today
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and again let me just move a few years forward to 2000, when the IT Act was enacted it did
not come into place to deal with cybercrime. Today the focus is all about cybercrime, in the
paper ook that has been given to you it mentions how large this menace has become in India
where you know the number of zeros have to be counted for you to know how many lakhs or
crores it is likely to be. However, when in their wisdom thegislatures werefocusing
primarily on ECommerce ,it was clearly anoemmerce driven enactment so much so that
the problems whichthe world had already faced where several million dollars had been lost
because of certain kinds Glybercrimesvere not even covered as aime, it was left to the
adjudicating officer to decide what is the damages to be paid on and those were officers like
hacking , virus attacks, deniaf-service, which sound very normal buwill show you some

of the cases that have come up in denfideovice attacks which have brought whole Nation
States to a standstill and this is how serious these offences were but they were all put under
the provisions of section 43 which only listed them as civil penalties to be decided by the
adjudicating offier. Those situations went through a little bit of change with the 2008
amendments which came into effect only on October 27 2009, two dates | wanted to bring
before you all, one is this datthe amendments came into effect nearly a later, the second
aspetis there were certain compliances which were brought in by the 2008 amendments, whle
some of the rules were brought into effect in 2009 which was by the delay of one year when it
becameaffective, several other like under section 69, 69A and B brougbteffect only in

2011, so the sequence becomes very important particular when you look at it from the
perspective of criminal law because the effective date dictate when it becomes an
offence, unfortunately if you see from December 2008 itself we hawvene across several
instances cases registered and taken up. Sections are included though the sections had not
come into effect as on that dat€herefore some of théasics | wanted to start with, what is
cybercrime, what is it, why is it so differat from crime as we perceived ifs it just the
domain, is it the reach of the domain, is it the borderless nature of the ddrasically 1 most

Nation haveshiedaway from defining the ternaybercrime. They have resorted to keep it open
ended and kve it to either the provisions to dictate whether it is a crime or cybercrime or for
enforcement authorities to decide where it would lie. The reason why | am mentioning this and
| would like to touch upon this inthe enforcement of session tomorrowthat most of the

states have set up cybercrime cellstlsere is always a disconnect in terms of where should it
go. So when we look at cybercrime from the India perspective we start off with the first step
of presumption thatve do not have a definiticior cybercrime. The second step is then how

do we deal with this concept of cybercrime because it's an undefined terms, we have to look
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beyond the IT Act. One Today IT act provides substamptiaVisions to deal with crimes which

are broadly classifiedsacybercrime but you also have other provisions under IPC itself and
these provisions did not come into effect in 2008 they have been there from 2000, and even
without those amendments, given the definition of document, it would have been even
otherwise. Bcause forgery for instance was modified to include forgery of an electronic
record. Forgery definition took into account making of a document with dishonest or fraudulent
intention and the definition of document has not been changed even after thehdsAcme

into effect. The reason being that it was so dynamic and so-besadl that it could encompass

any medium. Expression in any medium and therefore it included electronic medium
automatically. Nevertheless they introduced these amendments #7468 include the
electronic records as part of it. So viriave to look beyond IT Actwe have to look beyond
borders, we have to look most importantly beyondttiaelitional concepts of crime, theasic
differences or théasic intent or purpose beklisrime which used to be need has now become
want . Because cybercriminal is an evolved character, he has moved from a person who would
commit a crime because one he did not know that it was the crime or he did not have a choice
to someone who consciousipes something. Some of the cases that | come up with will tell
you that they are so desperate for recognition, so it is such a dangerous field out there because
you have a very young profile of offenders and the age level is going down day by day and
secadly they do not understand the seriousness of their actions and third they are actually
looking out for recognition in a field which otherwise is, can cause such Havoc and damage.
So what do we do, t how do we deal with this situatwat is the list thiawe started off with.

This is a very basic list of offences which we would have to deal with and which
havecomingup on everyday basic. One of the instances, cyber stalking for instance, cyber
bullying Cyber Bully apart from general offensive messagdsiwivere broadly classified a

cyber defamatiorwere all dealt under 66Athe difficulty that has happened with 66A's abuse

is only the abuse was taken into account and it has been struck down but there were
innumerable cases of Cyber Bully and you'lldoeprised to see the sonud the names there,

it includes this CNIBN anchor, not Bharkha Dutta, other lady of equal stdtreyunning out

name, Sagarika Ghose, thank you,Sagarika Ghose is a persistent victmat just a ondime

victim of cyberbullying she says that every time she covers a controversgals article ,

people ask to add themselvesTasitter followers or LinkedIn and Faceboa@nd all, as media
people they don't have a choice they have to keep increase followers on socialAftedia

they add themselves they started using her so that the abuse will be spread around her network
also. So she hasentioned at least 3 instances, she filled a case under 66A, which has now
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died, one of the other very well known cases of the singatl Chinmay from Chennabut

now she's been very famous on Bwlywood scene also. She was a victim of Cyber stalking
and cyberbully. Her case has also died a death with 66A. What do we face today, now have a
new provision under IPC for stalking whiaicludes cyber stalking, that is effective of only
from 2013 the criminal law amendment act 2013. But that is not going to protect offences
committed prior to that but at least we now have a provision for it. Most of the jurisdictions
and in US it is sta&t, and state legislation, they have multiple legislations &ate in United

States for cyber bullying and most places have recognised to be a very serious @ftedoe,

not have a provision today for cyber bullying, so these aretadcks and bahces we should
quickly have a look atwhich | am sure you will beeovering at length also in the netkte last
session on cybercrime scheduled for today .Now just a little bit more on the generality before
we move forward,1 issue that concerns menmnsely is that when we apply existing laws to
new Age crime the onémportant role that law plays as deterrent is |asi,we do not,the

person, | would say Kartar Singh is the best example or best quote in terms of, | am just going
to go forward a hiand then come back to thi¢f you look at the ratio laid down in Kartar
Singh, it is amazing, the way, the simplicity of it, is it just tell you that a person has to know
before he commits a crime that what is doing is an offend®e Bannot knowif a reasonable

man cannot know that what he's doing is wrong then why are we penalizing them, so when we
are interpreting laws to apply to crimes, you know, harmonious or purposive interpretation
maybe absolutely suitable orshould | say should be adogtdor civil proceeding or
tortious liabilities but cannot be extended for criminal liability, have not already done this
multiple times and are we not doinggbing forward, it's not an alien concept for us, if | give
very off the cuff example, price ith and money circulation schemes was extended to-multi
level marketing. So we have done it but there is a direct connect over there, where is here we
apply it through interpretation, this is one issue which | feels we really have address. So | am
just going to go back to this now what is it that we have in terms of cybercrime, is it that we do
not have definition of cybercrime at allwould say that the simplest definition that has been
given is a Kerala government circular to ghalice which very secinctly captures what a
cybercrime is, it just says that it is a crime committed against computer, where the computer is
the victim or by using a computer where the computer is the weapon, I think that literally cover
the length and breadth of what cyb@re could be. If you look at this definition, South Africa’s

one of the rare and Saudi Arabia is planning to come out with definition also a but this is already
in place, it is almost similar to what Kerala Government has put out in very simple terms,

involve use of electronic communications and information systems including any device on the
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Internet or any one or more of them. So this is a little complicated that's why | thought | will
refer to the Kerala government one first because when cybercriregdiasd, effectively this

is the definition which we have appliedpmputer as a victim, or computerasoffender, so

if you look at the broad classificationsig the same as with IPC. So if you look at the structure

of the IT Act it is very similar to IPC where you have substantially offences against the nation,
in fact under the 2000 Act, theweere ony 10 provisions which were criminal in nature, and

out of those 1(rovisions onlytwo pertainedo individuals everything else affected only the
government, now with those sub clauses aadditions, you have broadly about 20, lot of it

now has moved tthe individual domain and the economic offences. So | have tried to do a
small segregation, so that iitjdtsgivekindicadivebst , but
of where the section would fall under. There are 2 or 3 provisions whiabuldhike to really

focus on and rest of it | would like to approach it with Case Study kind of approackhé&®@

| am going to skip but | just thought it would be very easy if | could classify them and tell you
what the new professions are. Just bef@ee move to the section wise or offence wise
discussions, one order background information that | want to share was on Section 66. Now
we had an old section 66 also which was a recipe for disaster that was the profession which
should have come to the linnglt to begin with the before 66A took to the lime light. 66 read

like anything anybody who delete destroys alters any data residing in a comrteyuter
resources or computer network diminishes its value or its utility, commits hacking and it
waspunishable with 3 years or 2 years imprisonment to begin with. Now this 66 was deleted
the reason why | am mentioning this is this 66 was not deleted completely from the books ,
what they did waghey took the essence of this which is deleting destrayiiradtering value

or utility, moved it to section 43, two new sub clauses were added in 43, iand j . | was old 66,

J is a convoluted addition of old 65, which still continues on the books, the idea. And they then
made any act done under 43, with fraledt or dishonest intention, because this infeanrt
wasmissing in the old 66, so they added flaatd saidhat anything done with fraudulent or
dishonest intenis an offence and anything done under 43 with dishondsawdulent intent

is anoffence,so this is how they brought back 66, into the new Act, so it is not completely
gone. Some of the others provisions which are relevant, these are all the offences which we
will be going through, this in case we are unable to cover, we will cover in theelssion
tomorrowwhich is primarily the extra territorial jurisdiction aspect and the inconsistency or
the harmonious interpretation required between section 75 IT Act which deals with
extraterritorial jurisdiction and section 179 and I8®cand how bst they can be balanced

out. Thatwould be one very important aspect and we will aisguss thelectronic evidence
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aspect . Intermediary liability was also before the Supreme Court, it has also been dealt with
under the Shreya Singhal case but what Stwpreme Court did was after very lengthy
discussion 0®6A, 69ann 79 have beeperemptorily disposedf. 79 however has been read
down with most people seem to miss out because even today if you look at some of the cases
that are being registered, itheing registered as if the victim has a right to ask for registration.

So major difference Shreya Singhal brought about what it said that the intermediary would
have to follow a notice, a takedown notice, only if it is an order of court or an order pgssed

the competent authority. Competent Authorstyaperson whas appointedinder the rule, IT

rules which were formulated in 2011 and they said that as long as that's done then you will
have to comply with it. The reason that this reading down was segesas that beforthis

evenif | am if | have a problem with what has been put up about me, if somebody says Nappinai
is bad advocate or something and | don't like write to the website which is hostirigis
informationand say take it down andttieydo nottake it down it was considered a violation.

The last few sections which | have put on encryption, strangely the person who is encrypting
or not encrypting is not the offender. It is the intermediary whaniseffender under those
provisions, ifthey do not comply and therefore they said that this was restriction on free speech
and should be removed. So Il etdés move on to
in terms of how we are going to interpret the IT Act which in Maneka Gandtlaswas
followedin Shreya Singhal, in terntg whatis the procedure, how do you say a law is a good
law, the triple test which is that it must prescribe a procedure, so this is the triple test which the
Supreme Court applied for holding 69A and 79. tSaust have the procedure and procedure
must withstand the test of fundamental right and equality Article 14. Very quickly the
constitutional mandate we are looking at 14, 15 and 19, in terms of where we draw the line.
The reason | put privacy in brackstiecause of judgement what we are still awaiting, we have

to keep our fingers crossed and hope that our right as a fundamental right is upheld and you
will know why when we look at some of the cases pertaining to violation of privacy today. So
now we will quickly move on to the cases, now 66, very quickly deals with multiple offences,
when you look at 66, 43 read with 66 is what | mean, it does not deal with one broad
classification of offences. So no case can really be registered with section 43 re@@, with

has to go as, 43A or b or ¢, because each sub clause deals with different offence. hacking as we
know it, is purely unauthorised access, without the conseotvrer oradministrator, thais

the first one which ighere in 43, the second oisadata theft, and third is virus attack and the
fourth is denial of service attack. So these are the four primary offences, which are covered
under 43 read with 66. And this | has already pointed out, how does it work. So these are the
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segregations whichhave put over there, now let's go to some of the case studies, this is actually
one of the most evocative images | have ever come across, thisvislightly older case of

early 2015, 1 would still like to rely on it because this is how serious hackmge. This case

was where Sony's entire database was hadke@s not just there proprietary content which

was stolen, like the movies and television shows and whatnot music and all that. It was also
the financials of all the employees of Sony, it wast pbout every possible information that

they had .Why was the hack done because they were going to release this movie called the
interview and that, the North Korea felt , it felt little discouraging of its premier and therefore
they conducted the hacRo what Sony did was they released the movie in social media on you
tube and all that, they said we are not going to be stopped and the threat was that if you do this,
next we will be releasinghis next we will be releasing your financial and all thatf they

refused to buckle down to thatacking can be one of the most serious offendeish will

impact us very largely, some of the cases which | have put out.3¢piembe014 | have

put this Hillary Clinton thing, the reason | have put up this illlmention the other case

right away, in 2011, 12000 email id of government officials, who were dealing with DRTO,
the reason for hack, china was suspectextausethe emails that weraccessedising
thathack,pertained to IndoTibetan Armydeploymemof troops, we still don't know whether

it was China or somebody else. Bhts is what is suspected. They had early warning but
nobody paid attention to that. Sbis is how serious it can be, and as oppose to government
hack we had Hillary Clinton'story out there because she used private server and the reports
says despitegepeated attacks they have been able to thwart it. You will see some of these cases
are of very serious nature where, look at the, | have given some of the examples of government
and economic offenceSo if you look at the RPG group haak, of this Global crime in which

is the Middle Eastern Bank look at the timelines, now India and USA where the data was
compromised.India was compromise in December. The data from USA saymilsee2012,

USA data was compromised in March 2012, March 2013, so for 3 month do nothing and then
the zero day attack happens in May from 27 countries. What is zero then why 1 days attack
after 6 month is because the way a hacking ring functions, fingtthlecollect every bodies

credit and debit card's information, create fake cards and on one day, befor@izankp to

it and stops all these, they have already taken and run away, so prepare your keys first and enter
the doors at theametime, thatis the zero day attack. And this is how effective they were
because, for 3 months plus nothing was done about it, they could have easily found which was
the data compromised, replaced those cards, but not done. Norton, Deepak's congjetitors,

your companyou have acquired now, always yours, that is his company. If you want any
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information about all theybercrimeattackand what is the status of each of them, the best
source is go to thBymanteavebsite, their reports will give you almost alyearlybass what

are the cybercrime attacks acrdlss globe. So they have talked about this but this is also of
2012 | was not able to find the 2015 report details, | am sure Deepak will be able to share that
with us. Deepak would you like to give some information that.l wanted to give example

of some of the cases that have happened in India of hacking, because, of its convoluted
definition earlier, some of it is in the old 66, where a person A hires, for you to use a website
this is how a process functionsst you have to get yourself a domain name, for instance | get
myself nappinai.com. Then after that | have to host this on a web hosting server, so that web
hosting server could be located anywhere in the world, thereafter | can have my own webpage
and what not, | can host emails on nappinai.com, without having to rely on a webpage also.
For instance google permits you to hesternal domain name also in itEverything is
therefore structured or layered, now what happens is A engages B for hostingosiie,we
hosting agreement is entered into, for 6 months money is not paid, what doeddbtimcks

the website. he issues notice for payment, not answieeeblocked the website, case is filed
against him saying you have deleted, destroyed, alteredodatay computer resource or
diminished its value. Now this is one aspect which | am going to focus on because you all are
going to be at that stage where you are at level of interpreting the law, rather than at the first
level of trying the case. The usagfeor continues even today, if you look at 43 i, you will see,

it still reads as deletes, destroys or alters any data in the computer, computer resource or
computer network or diminishes its value. So the mens rea has been brought in because of the
dishoneat or fraudulent intent, but the actus reus being necessary as part of diminishing value
has not been brought in. so what effectively happens when you read 43 and 66 together is , it
says, if you dishonestly draudulentlydiminish the value of data also, you are liabl®w do

you do diminish value not mentioned, so thisiisuge a loophole still in the law which remains

to be clarified and my interpretation ¢tat is here we would necessarily have to applydhe

equals and rule and say that it has to be amusplus the consequence to be read together,
and that part despite the modification and it waswiaht of inputs from lawyers and industry

when 66 was there originally , it already said that you have tdic@nthe two because you

have so many cases filed saying that | lost money because we used a b ¢ d not because he
deleted destroyed altered nmtcause thegommitted data theft nothing,just that | lost

money, so it is avery dangerousterpretation.The Other provisions which really has to be
relookedis Sectior66f. | am going to come to that after | completis. | have just given some

of the kindsof hacking that could take place, no these are all hackiagomputerresources.
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Socomputeresaurce can be hacked either through a direct atddowiadayshacking happens

by first sendinga Trojan into youcomputerAll of you must have got these messages I'm sure
from the Income Tax Department. Have any of your got from the Income Tax Department,
could I have a quick show of hands on thisase. No? Sayinfat so ando amounhas been
deducted from your account because you have fallen shortTNeffwhat are the othéinds

of mailsthat you would get. No | am not talking about the lottendkit would be these very
misleading mail saying. | have got mails saying affidaiteichedl have got mail sayingVhat

are the other kind you can come up with Deepak on ti#? of the other things I've been
gettingare thisapple maillD where it wil tell you that someone else's access yoail. We

havea signing,the AppleStore andPlay Store and athat. Soit will send you a mail saying

that someonelse's access from some other computer please click on the link to confirm your
Id andusage. ieminute you click on the link you have already downloaded a Trojan into your
computer. What is the Trojan doR is like spy which has comato yourcomputer which is

going to keep collecting all this information that you are putting in there inclwdiag are

called as keystroke. So if you are accessing your bank account, if yoet Banking If you

look at the first page of youret bankingpage,it will give you the option of entering the
password by using the virtulasbyboard.The reason why thego that is because if you have a
Trojanin your computer, the moment when you enter those keystrokes it can capture it and
send it back to the person who has hadk&mlyouraccount. So these are jtise basidhings

they can do. They can take contrélyour computer, therddave been instances of privacy
violations where it is called RAT thing that is remote access, Trojan. So the RAT comes and
take control of your computer camera and then uses it. There has been instances where most
kids keep their coputers in the bedroom so what happens is this Trojan activates the camera
randomly, captures all this private detail and they are uploaded for no reason except that they
can do it. There was this very interesting case of denial of service hack by this\whossays

| am slink, but instead of i he uses the work 1, sl1nk. Which when you look at visually it will
look as slink. What he do, he starts, with smaller denial of service attacks on first the Oxford
website. He tells them that | am going to do itiagand | am going to do it on Cambridge also,

so when ever, a denial of service attack is where you have lost control of your system. How do
you lose control of your system, it is the best way to explain it is when someone say, you have
s hop, a very smaltorner shop which can accommodéat@eople at a time, suddenly 100
people come in, there may be 2 people there to buy things, rest of them are there to block others
from entering, so there are another 4iting outside, so effectively for the whole dggu

cannot do business because it has been blocked. So thdeisial of service, it is like a spam
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where you are flooded with mails , all of us kndvandwidth, all of us have only that much
band width, so a pers@pamyou so that the real users cahaocess you. There are two ways

they do this. One is by just doing this attaclsphmmingyou so that your server gets blocked

out. There is other way thattlsere is reverse DOS which is happening now, which is on google
ads, we have come across cashere you have to pay for each click, when you host a google
ad. So you would have deposited like 5 lakhs, someone just decidedtiiergand keep
clicking, they have no interest your business they jusknow that you have paid and want

you to lose mpoey they just do it so thathe real customer will noget to the add and they
would have spammed you out. So this is a reverse that happens. So this person first does the
universities so a denial of service will be done by using remote URL, oncegakitbht URL

your system will revive again. Sohat they will do is they keep skipping URLS and usame

other ones and he doesn't just skip to again attack The Oxford, he says haven't you learn your
lesson, don't you know | own you. Why are you evesting your time you're making me
angry?This was the attitude | was mentioning to you about earlier. He doesn't stop with this,
he finishes his threat against Cambridge andaatl, heis not satisfied because he has not got
recognition. So then he attack&ent police website and then he is upset because nobody
knows that he is attracted because they don't release theNtdrgdy wants to announce that

the police website is hacked. 8e thencalls up the news room of the local nhewspaper and
says | havelone this, go there, and then | will do this attack while you are there. So this is the
desperation which the hackers has to prove and it is more like a challenge for them. So you
have things called as white hackarsl blackhackers, now the white hacketall themselves
ethical hackers. Today it is one of the most profitable businesses around. Onéidé the

knew become a CEO of his own company by the age of 25 and by the age of 30 he says I'm
ready to retirel made enough money and you know | bared.What do they do, thegre

invited to hack your system and find the loopholetlsat canbe plucked. The blackackers

arethe one who are like slink. This is one foridackingis where they make an entry intg it
mostlyvirus attacks and hackingould gohand inhand andvirus is the bestthereasons it is

called Trojan is like th&rojanthey come into your computera, we also started a bit late but
Geeta said we would be having tea here and | can continue. So | am hoping we will be able to
dothat without biting too much into Deepak's time, so if | may just take 1 minute to show you
all, how serious hacking can be. Because what we were talking about is all this while was
hacking into a computer, your data besgtglen,your privacy being los&and probablynoney

being stolen from your account. | can give one example of this person who took it upon himself
to hack into just about any and every other person who made him &egpt caught because
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he ordered pizza for $13 from one of the haatekit card information. If he hadn't done that,

he would have never been caught. He hacks into a person who makes him angry, it could be a
professor, a neighbour et&¢he Neighbour get this mail saying your account has been hacked,
all of your informationrhas been uploaded on so and so website, you may go there and have a
look on it but | took pity on you so | changed your bank net banking password and | did not
put the top of the website this is your new password. So this person does not believe this, he
thought this must be one of those faking email. So he goes tehlzanking account and tries

old password, heannot enter, so he trighe new password hacker has given to him and then

he is able to access thes account. Then he go to the websitsee every single detail there
including all his email id and password for ¥ou know your life nowadays is online anything

and everything to do about his life was there and he had to take the next 2 months to sort
everything out, to change. He wasmall business man who made this hacker angry, according

to the hacker. So this is where we stand. We are talking about hacking of computer resources,
this is next level, we cannot run away from software, every device in our life from cars to your
washirg machine is driven by software, that is how you are able ta dandom access. Ok

fine this is happening but this is the next level. Today we cannot run away from software every
aspect every device in our life from Camsyourwashing machiné drivenby software that

is how you are able to do a random access to say when you see those aadyd gaun switch

on my AC from my office, if | forgot to switch on the washing machine when | have loaded
the clothes in | can do it from my office or the mark&» how are you able to do that, because
everything is driven by software, | am not going to take too longa..I will show this when

we are stopping for tea. So | will move on. So but this is what it is about. So i9n May 2015, 2
hackers show a jonalist how they can hack into his car while he is in it and Wiele video

will show how he loses control of the steering wheel and fhsitake control of the car, and

this is a car which has a driver in it. Today we have moved to the world ohatido, where

we are, the Japanese premier sat in a driver less car when it was tested, in 2013 we are way
behind all this. In 2013 they test drove this dhdre is a very interesting line he come up with,

he says , will the car géor a drivinglicencetest, Curiously enough, it does get a licence.
Session 2

Nappinai: | am quickly jumping into it, so that | do not take too much time in this. Since the
first topic wasl am just quickly jumping into that | don't know the first topic was primarily to
identify what are the challenges that judges are likelgde indealing with cybercrime. | way
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| have structured it was to show what are the offences and how it wouldlbevile. What

are the issues and challenges that would agmehiledealing withcybercrimeSo one of the
primary issue that comes up with hacking which is what we were talking about, is jurisdictional
issues, because every incident may happen fromngghbour or from any part of the world.

The recent trends have mostly been from Ukraine. Just to gipgclt recap on what hacking

is , it is by using a software, software is developed, | am not a technology person , so | may
also, be given it in a Japerson's term so Deepak pardon me for that or would you prefer to
give the exact thing.

Deepak Maheshwari One way in which hacking could occur apart from software is physical
access. If someone's computer is open right now, unauthorized access nieppéso As
she is saying, it often happens with remote tools, without knowledge of the person who is facing

these challenge.
Participant: Someone sitting in Singapore, how can he access my computer in Bangalore?

Deepak Maheshwari The way it happens isbause of nature of internet, on internet, every
computer is connected to other computer just like on your phone network, for example sitting
here you can dial any phone number of Singapore, ok, if you have that in your subscription
plan, same way every oputer also haan address called the IP address, internet protocol
address, now if you know that, or for that matter it is equivalent to domain name, like in our
phone directory, for example like writing Nappinai adidlling her number, | don't have

to remembeher number | just look alNappinai and dial that number, actually in my phane
takesNappinaias the name which takes matching number which is there in the phone number
and dial that numbers. Same way somebody sitting in Singapdd&rainian or India can

accesghesecomputerdrom anywhere.

Nappinai: So putting it in lay man's term, the way they do it is, they get access to your
computer from a long distance through th internet, when both computers are matching
connected to net at the samadi they can from there from the IP address get your computer.
Now they need that door to be opened from where they can come in. That door | was
mentioning as the Trojan software, every single action that happens, where you call it virus or
hackingetc.everything is done through a software programme, it is a code wiattereakin.

for instance here all of us are connected to &WMiknow that youlVi-Fi, because the minute

| open my WiFi link it shows there are 5 options available, | do not knowtwghgour pass

15



word, so there is a website, which will tell you how to get that password, there is a website
which will tell you how to create fake sms, there is a website which tells you how to create
anything and everything. Therearalso an alternatgark side, you have what is called as dark
net. In fact those are all things that I liked to cover, but | am sorry | was too slow.

Participant: We would like to know about dark net.

Nappinai: absolutely, what I will do it that in my next session | wijl to combine little bit of

those and then try to move forward. If | may just take the liberty of moving quickigaause

| am sure these are all things which will be coveneslibsequerdessions. So this was what |

had put in terms of denial of servietacks but let me quickly move to dark net part. You
haveoptionswhere anything and everything is available online. Inenthusiasn kepton

adding more and more slides instead of reducing them, | am so sorry. So this is the dark net.
You know this isall about, because this is where it is resid&lg.of you know this at the rate
symbol, is what you put for yowtomainname and all, so where is the dark net. Dark net is
just hiding there, it is just anotharternet connectivity only. It is also angilar to your http,

but the dark net relies on what is called TOR, the onion router, so to answer your question
also.Everyconnectivity idinked, through routers, so what we tltedenial of service attacks,

it also refers to as DDos because the D safat distributed denial of service attack. What is

the distribution, | will decide, | have 15 computers here which are all probably connected to
the sameWi-Fi as mine, so i have now the identity of the computers. It is like knowing
10 people'sname, tleir addresses amehich bank account they have, then all | have to find out

is what the bank account password is. Once | fimat | have entered into their bank
accountsSimilarly | want to enteinto your computers and then take over yiifer So what

| will do is, each computer also has an ID, | have your computer ids, | just have tomenter
your computers, | will send out this mail or send out an attachwigoh will open the code.

When you opeiit, it will contain some document or it will showrse error but in the process

it will have downloaded that software into your computer. That software is what would have
given me access to your computer. From where ever | am , all | need to get that access is that
you be on thénternet, it does not medhat if you are all thénternet you are safe. What will
happen is software is also written sometime to garner all the information, store it and the minute

you connect to internet, it will be sent to me, so net is the real link between two points.
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Justiceyatindra Singh: Working on standalone system is good. That is also advisable to your
judiciary that you only work oa standalone system and don't work on a computer connected

to internet, then probably some body will not be ablgainaccess.

Deepak Maheshwari: | will just add one caveat even there, even when you are using a
standalone computer but suppose you put a pen drive there. Even that pen drive may have some
document that may bmalicious and may infect that stand alone computer. Despite thapair

this type of thing can happen. And one real example of that is strips net which happened in
Iran's nuclear. So there is a particular refinery unit which was to be targeted through that

software and the way it happened was not through the interregppiéhed through a pen drive.

Nappinai: And what did it do, it affected the centrifuges of a nuclear power plant and reduced
its life. There is a very interesting add on to the strips net story. Israel and US are supposed
to have created that virus, now 2015 when US was in talks with Iran, Israel used the same
software, improved on it, hacked into every communication system uses for the talk so that
they could listen in the talks because they wanted to know what is it that they are all talking
about andchow is going to affect m8o these are somef the images which | am able to pull

out in terms of dark net , so the dark net is equivalent dark sidbitef met. So if you have a
Wikipediag you have a dark Wikipedia which will tell you how to buy whatever you want. Now

the dark net is used 80 percent for pornography. | wanted to complete the other part also. |
wanted to complete on Zombie computers. You can connect to the dark net from your
computers sitting here but the way it is done and how it functions. That is why | wanted to first
explain the Zombie computers and then the TOR. Zombie computer is, as just | was
mentioning, 10 of you are there | decide to take control of all 10 of yonpuaters. When you

leave from here, let me put it on the table | am not doing any of this, | am only saying this. So

| decide whether | will take control of all your computer. | will not disclose that i have done it.

| have better uses for it. So you gakahinking that your computers are safe but | am already

in there. That s called Zombie computer, cort
and can be put to use any time. Now the distributed denial of service attack what happens was
this. Everytling is just binary code for internet or cyber domain, we cannot remember in O and

1, we cannot remember our IP address. What the computer does it that it converts these object
code into source code where or the reverse. There it shows you a human rfeackatieou

go to NappinaiCom it will show you nappinai.com but it is not really, it is a string which

connects to numerals, it is all numerals. It is just to make easy for the human beings to
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remember, to see and to identify, word equivalence have gieen. Now the way the dark
networks, it is called the onion router. Why because, like the onion it has many layers, if | want
to access your computer | won't access from here to here. | will access it through his and 20
other countries and come there,ywhecause he is sitting over there trying to find out why |

am accessing the net to do this. | don't want him to find out that this was the gun | used to kill
him, so what | would do id,would use this, it is called bouncing of multiple routers, so that
tracking it backwards becomes difficult. At some point of time you will lose that tree. So | use
these multiple routers. Everything has to do with the net and then reach the site and then buy
that gun. | can also do this. So this is how extensive therddris, anything and everything

you want under the sun you get it there. What is the reason for using the dark net, it is shocking
that 90 percentage of supporters of dark net are free speech exponents. Not those who want to
support criminal activities. d*nography also they justify under free expression, saying | am
entitled to, but what really goes there is not general pornography but child pornography,
unfortunately. Globally child pornography is one thing where retaining it, as well as
disseminating isin offence, as we have in India also. So | will now, so these are just two
instances that | wanted to mention. The first dark net is supposed to have already been
registered in Lahore in 2016 for social media extortion market. Earlier cases are, when dark
net came to focus was after the Paris attacks, what happened was, there is an organization called
anonymous which hacked into 5550 twitter accounts and that was just the beginning, it went
on to become 20,000. Why did they attack twitter account bechasevas how ISIS was
recruiting. Just to close off in terms of what is the real challenge between, inform of
enforcement authorities and the judiciary today, ISIS recruits through social media which is
common knowledge. ISIS has now moved on to your gampiatjorm. So everything and
anything using software is susceptible for intrusion. Suppose a person is playing a game and
you have two kinds of game, one is standalone games or you are playing for somebody across
the world. Same way you play with peoplerfr across the world and they get back to your
computers. SO you are playing with someone across the world, you have your game chat
rooms, so this person is playing a game and in the middle of it he gets a pop up message saying
Do you want to ISIS and heperts it to the authorities. That is when they found thatt play

stations is also being used for ISIS recruitment, social media which was being used and that is
why anonymous cut out that trail of recruitment bipsing down the twitter accounts which

were associated with ISIS. What did ISIS do, they went to dark net, so now they are more

difficult to find than they were before. SO this is where technology is going. Any change that
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has been brought about by technology is called destrudtfmantithesis of destruction is

sustenancd. wi | | not bite more into Deepakods ti me

Deepak Maheshwari Thank you Nappinai, for laying down the background. | will just go
through few slides and | just thought together we'll have somstigneanswers and other

than. So one | would say that there is changing landscape of cybercrime and I call it four S.
One is speed, the speed is enormous, some of the things are happening extremely fast in terms
of perpetration, so between somebody stdwschain and by the time it starts hitting, there

may be multiple hoops but they can be crossed very fast. One of the reasons for that, as we
discussed in the previous session was because of the ubiquitous and continuous connectivity.
20 years ago in Ind when we started internet access, it used to be mostly on dialup. So you
would dial up and you would have the connection for certain amount of time and you would
pay accordingly. Increasingly even at home we have BSNL connections, or cable connections
ard many of us who have smart phone, we are always connected. So that wayheveyou

are not actively trying to do something the fact is your phone is always connected to the
internet, for exampleyou have got weather updates, stock updatgsu got rews update, or
nothing but a push update. The moment email comes to your email account, email comes to
your phone so this is possible because these things are connected. Second thing is scale, so
originally started in an academic exercise in US, betweemiféversities, that is how, internet
started, but today we have got more than billion nodes, already in the world. In the coming
days it is going to be much more than the population of the world. It has already happened. The
reason is about 5 years battkal number of connections on the internet has crossed the human
population. Not only computers, not just phones, but increasingly things are also getting
connected on the internet. So for example, you have a thermostat connected to a geyser, which
may beconnected to internet. Today you could have engine of aircraft or railway engine or car
connected to internet, even this mice or watch or many other things could be connected to
internet. So lot of things are getting connected to the internet, if jevsedlery which is called

smart jewellery or fithess bands or many other things. Skills for cybercrimes is becoming
readily available, not only on the dark net, even on the open net these things are available for
hire so for example if you want to hackmsething, you don't know hacking. You don't have

that expertise, but there are people who are offering their expertise by the hour, by the number
of machines, by the type of attacks they can perpetrate. So there are on lineptaadfet

these kind of tings. They are widely available and accessible. Spread is also there. There are
globally organized chains so it is not just the stand alone script. Some of the young persons
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who actually know how to hack computers, some of them have actually becomeaivéon

now. Some of the people who hack just for the fun, but today it has led to organized chains and
networks on cybercrimes. What is the basic challenge in this whole thing is this. That internet
technology and networks are global in jurisdictions bumes are global and that is something
which is creating problems for law enforcement "and the judiciary. This is one example | just
wanted to give in terms of data points, this is basedima theras something which is called
phishing campaign. phishintampaign means that if you are getting particular mail that we
discusses earlier, where it says plegs¢o ICICI bank or SBI bank and can re verify these
things where actually these are not SBI websites. There have been real cases where instead of
pay ml. Com some body has registered a domain name paypal. Instead on small | it was
numeral 1, but on screen it would be look alike, so people would land up there on the website
similar. Today banks are one of the example but there are many other orgasittettdrave

fake websites. Now what is happening is in 2014, this data is up to 2014, 2015 report will be
out in April. One interesting thing here is there is a sharper focus. Phishing is when you do
these types of things, where you send 100 or 1000 d¢$.nsphere Phishing is where you are
selecting your targets much more carefully, that is called sphere phishing. So there is a sharper
focus. They also nowadays use what is called spray and paint technique. You put all the bait
widely then keep on prayintpat at some point of time somebody will come and bite it, and
the reason thathey have such patience is that they are very well resourced in terms of people
who are hiring them are paying them so much. In 2011 if we see, email per sphere phishing
campagn was 78, it wenup to122 and it kept on going up. Sorry, it came down to 25, the
email per campaign, so it was much lower. Now receipts per campaign also went down, the
other thing was duration per campaign. Instead on 4 days 3 days, it becamelshgjetl. But

the number of campaigns over all kept growing on. So this is something that shows, lot of
people are using nowadays something sphere phishing, which is much more targeted but of

course it requires much more sophistication also in doing tiype of things.

Nappinai: One case | can just mention. just to give one example of what is gftieheng

one person in Bombay went and brought a BMW, within two weeks he got a sms saying
congratulations you were the 100th customer buying BMW so wgiarg you one BMW

free, so buy one get one free for a BMW also. In this case what was shockinglheidwew

he bought a BMW and his mobile number, phishing attack did not come through email it came
as sms, so it felt lot more real. Thankfully thiggms was carefully, heaidthis sounds too

good to be trueand sohe went to check because he parted with details. Then the case was
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registered, so sphere phishinglike this where an individual and singleategory of people

are targeted as opposexthe wide net which you just throw out saying any fish that comes in.
Absolutely it can happen through data leaks, and data leaks are not from one place they are
from everywhere. Banks are the bigger data leaks in fact.

Deepak Maheshwari Banks and Teleeo companies and they are also the biggest repositories
but increasingly if you see lot of government agencies are also having lot of data.

Nappinai: In one of the instances, a government agencies put out all the data they have

collected in the name of traparency.

Deepak Maheshwari For example in Chennai there was this voter list which was publicly

accessible.

Participant: Adhar Cards is given to private agencies, it contains data of citizens of our

country.

Deepak Maheshwari: If we look at some broad numbers in terms of information and
communication system, in 70s India has few computers, most of them were with railways,
some were with other government agencies, |ITs and Indian Institute of Science they had some.
Today if we se the number of installed PC base, it is not actually not moving very much in
the country for past, that is also the case worldwide, the PC or fixed computers more are being
sold every year but lot of them gegtired every year so that number is apprillion. The

current installed capacity of fixed lines is actually 50 millpuas butthe number of lines we

are losing every single day. Every single working day we are losing number of fixed lines
connections in this country. Current number as per TRA&s of 30th November is 25.72
Million. And every month it is coming down. The mobile subscription, | am deliberately using
the word subscription and not subscribers, because there is difference there. The subscriber is,
for example, if | have got twoifferent phones, | am still one subscriber but these are two
different subscriptions. SO the number of mobile subscriptions is approximately 1 Elion.

the number of unique users is approximately 700 million. This is based on visitor location
registermaintained by telecom companies and other reports by telecom companies on number
of people having multiple Sims or connections. Number of internet subscriptions, again | am
using the term subscriptions, is 135 Million, as per TRAI. And about 120 millitmeof are

using through mobile devices. The number of internet users, this is number of Indian users,
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now thisis the number based on different surveys because there is no unique way of finding
out. It is app 350 Million, some call it 300 Million, and sow®l it 400 Million. Depending

on what is the criteria fahat?If | have ever used internet it could be 400 million perhaps. If |

use in past 1 month it could be much less. If | have used in past one week one day one hour,
all these things may vary theesiumber. Other thing about India is about 70 percentage of
people are using internet only through mobile devices. People like us we are using internet
through mobile devices, but also through desktops and laptops but lot of people are using it
only throudh their mobile devices and that number is increasing every month. And number of
smart phones which are being sold in the country is about 200 million. But this number will
also change. That is why it is very important, a mobile is being used for inteoessaand

that becomes additional challenge when there is a fixed computer, for example there is a
computer at my home and if that is being attacked or is being used for an attack, it is much easy
to identify the location of that computer, whereas withbii@oit is much more difficult. This

is some other statistics, one is India is among the leading source as well as destinations of
cyberattacks in the world. However, in most cases the perpetrator are not based in India and
that is what Nappinai has memtied sometime back in terms of Trojans, that in lot of
caseswhat is happening is in India we have computers which are , not secured well for different
reasons, one could be thhhm using lot of pirated software. Also if | am using genuine and
licensedsoftware, that does not by itself make my computer secure. They could be other
practices that | may not be doing properly, in terms of behaviour and that may give access to
other people to get into my computer and once they get here, they may instalintadis
softwarethat can be remotely activated. And then this computer can be used, so this has already
become a victim in first place. Beyond this it has also now become a means of perpetrating
attacks on other computers within and outside India. thengas critical infrastructure sectors

are seeing increasing attacks, now this is something that has not come out in open because of
two different reasons, because in India we have a provision right from 2000 October, when the
Act came into force from 17t®ctober, that section 70 which says, appropriate Government
can notify any computer or computer system as a protected system and if there is hack into a
protected system thgenal provisionare much stronger, that is the concept. Broadly these
protectedsystems, these infrastructure could be power energy systems, transport, railways,
aviation, telecom, banking and financial services, critical manufacturing, in US even water base
and dams are critical infrastructure. So any critical sector of economy lm®wlohsidered as
critical infrastructure but how many systems have actually being notified as protected system
in this country so far. So far just one system has been notified so far as protected system and
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that was a tetra communication system suppbeBélhi police in 2010 by Motorola. That is

the only system that has been notified by Union Government so far. so that méaiisaan

data base, | am not talking of oAdhardoing something, the whokdhardata base or income

tax data base or voter idtdabase or for that matter critical legislation of defence, or space
agencies, all of these, but more than outsourcing, the fact that none of these systems have
actually been notified as protected systems. Although there are guidelines for their protection
but which systems are protected systems have yet not been notified. On the other extreme we
have example from one particular state government where they said each and every computer
system belonging to the state government is critical infrastructurexaonple every single
computer of that state including computer in school is a critical infrastructure, which | think is

also not a proper thing. So this is one thing which we still need to evolve and develop.

Justice Yatindra Singh Critical Infrastructures defined in the Act, if it falls in the parameter

yes, if it doesn't it cannot be.

Deepak Maheshwari But Sir, it has been notified under, but the other thing is the Act also
says that the appropriate government shall also notify, and notificatioasbayet happen.

In US for lot of breaches, there is liability protection against notifications, so you can notify
those breaches to specific authorities and you can enjoy certain protection from liability on that
front. In Europe it is different way, is much more liability but there is less mandate on the
breach notifications. We don't have either of these things right now. More than piracy rate on
computers and desktops | would say something else, what is happening is on mobile phones,
whether it is a android phones, whether it awindows phones, Blackberry or Mozilla
anything, the fact is there is no piracy as such, because the OS is already original. But the
challenge is something else. They are not protected by any other means, secondly, a mobile
phone is much more susceptible to physical loss and also thirdly, a mobile phone is something
which people are using more and more in public places, so there is something called visual
privacy. That igf | am doing something on my computer and it islmeihg displayed here, it

would be difficult for someone to find out what | am doing on that computer unless there are
some cameras here. Whereas in a mobile phone if | am in a crowded place and doing something
there could be four other people who coulguse seeing oveshoulder, that is called shoulder
surfing and that is why lot of people they have got screen guards on the computers so that no
one nearby can actually see. So this is one challenge for our country, on one hand yes we are
using mobile phoes which is difficult to track in terms of locations aather things but also
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most of these devices remain un patched. Un patched in the scene that initially people get a
software that is installed in that port but after that as in when new updatesang, many

of them arenot installed by people for two different reasoose islack of awareness and
secondgvery time you do that there is data consumption that you will end up paying.

Nappinai: Only one point which | would like to add , the reasdrywe is emphasising on not
notifying it as a protected system because once it is a protected system, the same offence of

hacking or virus contaminaticgtc.carries a higher punishment.

Deepak Maheshwari:Also it can go all the way up to life term becaifsé is construed as

cyber terrorism under section 66F it can go all the way up to life term. SO in this whole data
deluge, you have got five Vs, there is lot of Volume, it is like searching in a haystack, also
variety, so the haystack is also not of ar@our, needle is also not of one colour, there could

be similar colour, size shape and may be material. Velocity, there is huge amount of data which
keeps coming and which keeps getting accumulated. We need to have systems to channelize
and make scend i, otherwise if you have too much of data, it is also a problem. But we also
have to bother about two other Vs, one is about veracity, so which is about authenticity of the
data itself. The other is about Vapour, the term vapour | am using here isardtapcloud
computing. So cloud computing basically means | am using some body's else computer for my
work,solhave got computer, | have got mobil e pho
my own organization and | am using that, for that mdttould be using services of third

party, which could be in India or abroad, it could be a government organization, and it could
be a private organization. For example digital locker is nothing but a cloud service, actually it

is defined this way, a privatspace for citizens in a public cloud. The moment it comes to cloud
computing there is lot of issues regarding cross border jurisdiction which was mentioned earlier
also. Now MLATS have been around for long Lot of cybercrimes do have international trails,
so you could have |l etds say | P address, used
It need not be that way. For example some of the government website, it could be that many of
them were actually hosted abroad, all they did have .in donane. but you could still host
abroad or you could have a .com domain name, still host it in India, so all those things are
technically possible, unlike telephone systems, if we have +91, it can be assigned only by a
telecom licensee under section 4 oflien Telegraph Act 1885. Whereas dd8dress can be
assigned not only by an ISP licensee under section 4 of Indian Telegraph Act, but also by many
other entitles within India or outside India. So could carry your IP address from one place to
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other place athyou can use it. So effectively it is like using 19 century tool for 21st century,
too slow and bureaucratic. By the way, the problem is not just in India, similar frustration is
there on MLAT across the world, including some of the other countries vitmvwve have

lot of interaction on these. So if you talk to officials of FBI or others, they also have challenges,
they also say Indian process is too slow, we say their process is too slow and this is common
frustration across worldwide. So one of the wagople are trying to solve is through
international cooperation. One example is council of Europe convention on cybercrime, also
known as Budapest Convention, it came in 2@0 itwas finalized. Now council of Europe

is different from European Community European Union EU as it is now known. EU has got

28 members now, Council of Europe has 50 members, and it is much older organization. This
is the first or only global treaty having focus on cybercrithdarmonizes laws, enhances
investigation and enforcement efficiency. Effectively it gives us glossary of what are different
time of cybercrimes. The penal provisions may differ in different countries. What will
constitute as cybercrime in one countryl wiso have some equivalence in other country. They
will have some standard ways of investigation and enforcement. It has been ratified by 47 states
and others have signed but they are yet to ratify-Bamopean parties includes, there are about

8 countres which are nofuropean that does not mean all European countries have ratified.
So Australia, Canada, Us, Mauritians, Sri Lanka these are some of the countries which are non
European which have signed, India has not signed, though post 2008 amenadwisiaingrof

IT act have been aligneavith this convention and not fully aligned. One of the criticism of
Budapest Convention in India and many other countries is there. One of the reasons is India
was not involved probably because one we are not membeun€il of Europe and we won't

be in which is fine. But many of these countries were also not involved in framing of this
convention and obviously like any other convention, this can also undergo modification and
changes. They have added additional pmtsabsequently. For example Child Pornography
protocol was added subsequently. But the fact is this is the only convention at this point of time
in the world. We may or may not like it that is our prerogative as sovereign country. Currently
government haslecided not to sign it because India would likes see certain more
commitments which is more binding in terms of because we are mostly seeking information
from other country that is current state of affairs in our country in terms of law enforcement.
Under this treaty you do have this harmonization and other things, it still does not have a
binding impact on other countries to respond to each and every query which our law
enforcement says. One way of doing it is, we join it and then we refine it amch iefout that

is the choice that government has to take. So what is India latest statement on this whole affair,
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this was said aboutsweeks back by Mr. J.S Deepak, Secretary of Department of Information

and Technology UN General Assembly had a higkllsubmit, on WISIS+10, WISIS stands

for Worl ddos Submit on I nformation Society wt
was after 10 years of that 2005, that when UN did review. Participant: It appears from the last

line of the statement that thec®etary is not aware of the information.

Deepak Maheshwari No Sir, he is very much aware of it, he says European Convention was
something where not every country has a role to have control over its contours and structure,
whereas what he is proposing fréndlia is evolve a global convention, where all the member
states, probably under the UN should be the part and parcel of that discussion. The best of the
estimates according to people who are involved in this type of discussion is that we will take
at least five year to frame this type of convention. That is an estimate which people have. But

| think two things are necessary here. One is we are faced with difficulty regarding cyber
security many of these are not well addressed and the second thing Wiagstisat in the
context of security and alike public policy concerns, the government which bear ultimate
responsible for essential services have a key role taapldype central to regarding security of

the internet, so this is something which is tilljstwas just a proposal from India, other
countries have also made different statements there. Some of the things we can do at this point
of time is one is more effective international cooperation is needed , so cybercrime convention
can be refined furthiebut it needs participation. So there are different angles to it. Second this
is government cannot address this challenge alone. Increasingly not only the private sector is
the prime developer and deployed of technology but also in terms of criticatinbtare
protection sector itself. Increasingly it is being run under the private sectors. Within India if
you see, apart from Registrars and other things that you mentioned sir, look at the telecom
services, the public sector has very limited proporébthis point of time. Look at energy,
increasingly it is with the private sector, banking increasingly with the private sector, look at
aviation. Many sector of economy it is the private sector that is playing a significant role and
that is why governmestcannot do it all alone. Capacity Building will be quiet effective, so
enhancing the user awareness, liability protection for bona fide breach notifications. So if there
is reasonable security practices and still something has happened, for examples ithé@n

should be some way for them, some sort of safe guard for them, if they share those type of
details with the victims or with the Reserve bank Of India or other such agencies. We also need
legislative remedies for data protection and privacy. JisBhah Committee has made
recommendations in 2012, with 9 principles for privacy. There are two other things which |
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would just like to bring to your notice. Onelise begis with synchronizing system, this is,

and there was a real case. There was apensBangalore, who was arrested on a particular
suspicion because service provider gave details to the law enforcement that for this particular
IP address, this particular person was using at that point of time. Subsequently it was discovered
that that prson was not and some other person was using. So how did it happens, let us
understand this. What happens is in internet we have got multiple systems, so different
telecoms companies have got their own systems and they got their own date and time stamps.
They have got logs that they maintain. In most case what is happening is, a particular IP
address, which is being assigned to let us say to Nappinai, if she dials intor&iNhow,

she might get that IBddress. She disconnect it, after some time lidial may get the same

IP address now if something is happening at that point of time, 11am 6 minutes 22 seconds if
there is a mall gap of synchronizes between these two systems, between my computer and
telecom service provider or person who is runnivag tvebsite. Even if there is a once second
difference, it can give in constituent or unmatchable result and that is something which the
defence will take advantage of. This is one issue, although it has been known for more than a
decade in the country,litas been flagged. | remember in 2003 or 2004 | had flagged it for the
first time, there is no such mandate even today in the country about every service provider
within the country having to synchronize their clock with the national clock that is ore issu

It is a technical issue, but it is important that some where the regulators need to come. As per
the earlier version IP version 4, number of IP address were extremely limited, it meant to the
power 32, which number comes to 4 billion. Now this 4 bilimmber was a total number of

IP address worldwide which could be uniquely assigned. That was the historical reason, in US
certain universities had more number of IP addresses than the whole of India, one university
had more IP address than the whole diidrand that is why when more and more people has

to use internet what started happening was that new technology was developing which was
called network address translation, which is nothing but equivalence of EPABXave say

3 telephone line coming twur office but we have got 20 people sitting in the office, each of
them have got an extension in sense as if they hawned & | have DID facility, it is actually
equivalent to that. Only condition is that only 3 people could talk simultaneously. Now
because of the internet technology not only 20 people, all those 20 people can talk
simultaneously, all have got an internal IP address which has been assigned but externally it is
one address. That is something which is causing the problem, so therepsotecol called
internet protocol version 6 where number of IP addresses is theoretically enough to assign to
each and every atom on this earhique IP address. However the assignment of that is still
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not keeping pace because teehnical infrastructre, the physical infrastructure has improved

a lot, physical infrastructure | mean that telecom infrastructure anctbithgs thats therouter

etc. Most of thenare V6compliant nowadays but mosttbke websitesmost of the applications

they are noyet V6ready in the country. That is where we still have this challenge. The second
thing | want to come to is regulatory consistency within country, so let me ask a question,
suppose you are driving on a road a@ngu see two different signene saysah't drive faster

than 40 Km/Hr and the other say nddive less thanl30 Km/Hr, how do you comply with

it. Can you comply with it? The fact is you can comply with it, don't drive. But even that choice
is taken away. Let me come to that. So on 7th Au@99, Department of Telecommunication
issued an amendment tmternet, issued directions under the internet licence whigre

earlier issued on 6th November 1998, saying that users or organizations should not use
encryption more than 40 bit, howevethey want to do it, there were two conditions, they had

to seek permission from the government and they disal to deposit key pair with the
government, now this is something like this, if | want to use very strong 9 lever lock at my
home, and the g@rnmen has decided that you shouldtruse more than 9 lever lock. If | use

a 10 or 12 lever, | need to deposit a key pair with the local police station, it is almost like that
and also seek their permission that whether | can do it and if they pelméat to deposit

there. What is the current situation, the government is yet to notify where to seek the permission
from, in what form you need to deposit the key pair, not yet notified. That is one thing. Let us
come to year 2000. SEBI permitted onlinading in 2000. They said you will use minimum

64 Or 128 bit encryption. Around same time RBI also permitted net banking. They said
minimum 128 bit encryption. Now if | am doing an online trading stiock, what will happen

is | am using internet so telem regulation does apply, so | should not use more than 40 bits.

If 1 am using online stock trading, SEBI says don't use less than 64 or 128 bit. Now if | am
making or receiving online payment, RBI says not less than 128 bit, so this is a major case of
regulatory inconsistency. | am not talking about global harmonization, | am talking about
domestic harmonization. So effectively, anybody who is using it is violating the law and
probably biggest violator is the government of India itseifself is rolling out lot of program,

me like direct benefit transfetc.where all these things are happening by default. This is one
area where we need to consider in terms of what and how we should look at domestic
regulations itself. Now under section @9, we alrady have rules for interception, monitoring

and decryption. So those rules are already there. Under Section 84 A, there is a provision that
the Union Government may notify rules for encryption. So rules for decryption are already
there which effectively 3& the person who has the decryption key shall have to aissikiw
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enforcement in terms of decryption, of course the earlier section, in 69 prior to amendment was
that only control of certifying authority had power to issue those decryption ordensJut

that is much widely available. So on the encryption didejey ye to pata hai ki chabhi kaise
khulwani hai but tala aap kaisa laga sakte hawhat type of lock you can use, under what
circumstances that is still in the grey zone. So on 18th September, 2015 the GOI did come out
with a draft encryption policy, it was due for comments a few weeks later but on 22nd
September, so on Friday it carmet, on Tuesday the minister came on press conference and
said that we are going to withdraw it and in the evening, they were withdrawn. So currently
that is the situation that we have as far as encryption norms are concerned. Whatever encryption
norms wehave,they are not only outdated but also inconsistent with one another and we also
have uvles on decryption however. 3loe rules on decryption is like thifl am making a
combination lock, if | make a number lock of 4 digits, usme bus 0 to 9 nhiitheauld be also

0-9 and may be A B CD, may be aa, ee, or anything like that, so you can actually make it very
complex. The way it is happening right now is, law enforcement when they come with these
types of challengeghey are saying, Ok, they are goibgck to the OEM. Jis admi ne tala
banaya hai, we are unable to open the lock, can you please help. Now the fact is even that
person does not have the key. The combination is known by the person who has actually applied
it. Thatis a big issue of challendeere, in terms of encryption. So this is all | wanted to cover

right now. If there are any questions to me as well as Nappinai.

Participants: So far you have been talking about gaps that is there in law and in the previous
session we were talking aboutiverabilities that is there. My question is hone carprotect

his computer.

Deepak Maheshwari:l would say that just like we look at health care, as an example. In health
care what do we do, there are whole lot of viruses, bacteria and medicine unee.ti$®

what does WHO or ministry of family welfare prescribe. It says some basic level of inoculation.
That is one thing, they also talk of some basic hygiene factor for example washing your hands
and things like that and also about some basic levaltotion. It does not mean th&twe do

all of this we will be 100 percent protected, but what will happehas if we take some basic
things properly, in most cases, we can either mitigate or recover from the particular situation
much faster, now tane come to cyber equivalent of these. So online trust alliance, last year in
January only they published a report that 9 out otyeerattackscould be mitigated by some

basic steps. One is using strong password. | would add one more thing, buesimpbave
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a very strong password but if you are using the same password with every other service also.
One strong password is good but if you are using the same everywhere else that is a weakness.
Second thing is there are multi factor authenticationekample | may have a password, to
access my password, but there is something else. For Example, we call it multi factor
authentication, authentication is often done on three things, who you are, what you know, and
what you have. A cartoon in USagazineshowed around 20 years back, they showed a dog
saying that nobody on the internet shows that you are dog so same way who knows who | am

on the internet.
Participant: Can biometrics also be used?

Deepak Maheshwari yes it can absolutely hesed,and that igshe wholepremise for that
matterusing biometric. Now one of the thing that happen is, for example | have a password but
| also have this software which is on my phone, it is also available with lot of people. This
number which you see, it ivkeep on changing every 30 seconds, on its own. Even if | am not
connected to mobile, there is no mobile signal, no internet, there is a software which is running
here which has been once synchronised with our office system. So everything | need to login
in my system, in the office, even from here, | hew@utmy password and also this six digit.

See this number has changed here. It will keep on changing. So this is combination of what |
know, my password and also whdtave.Or for that matter it codl be biometric which you

are sayingir. With biometrics, two issues are coming up in India. One is that in lot of cases,
quality of biometric captured has not been very good because of the mutilation or deterioration
of figure of many people because of mal labour and other thing. The second thing that has
happeneds biometricto be transmitted and online checked, you need much more bandwidth
and much more computing power at the back end to do a match between the biometric which
you are supplying. If &m saying | anbeepak this is myAdharcard, they will pull up the file
pertaining to myAdharnumber. They are using different algorithms which | am not very sure
but there are standards under the Bureau of Indian Standards that has been notified but the
has been some people waie sayinghat these standards are not good enough in population

like ours. So that is one big challenge.

Nappinai: And today youhave,larger challenges also if you are relying on biometrics, 3d
printersfor instance 3d priners have grown to a stage where they can capture a 2d image and
convert it in a 3d image, so they do not even need a 3d to 3d to be read on. Augmented reality

is how forinstance.
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DeepakMaheshwari: | just wanted to go back to one thing sir, today in caepiechnology,

and terminology, we talk a lot about things like firewall and haaersbut who wa\libaba,

he was a hacker, he stole somebody's passwordJ&lsuh sim.What was lakshmandRha,

it was nothing buga firewall, all that it did was it offered parametricprotection, to Sit&i
bharase koi andar a&hi aa sakega. But they moment she stepped out, she lost that protection.
What was shikhandi, these were cases of impersondtianis whatkeephappening even in

today's world.

Participant: If anybodycan hack into computer of an organizattben howdoes the High
court, which contains lot of informatiand howl as gjudge protect the judgement thdtave
dictated because it is contained in a computer. Is teeagpossibility of somebody changing

the contents ofmy judgement before it is pronounced, because there might be a time lag

between dictation and pronouncement of judgement in a court.

Deepak Maheshwari possibility yesProtectioralso yes. For examplé you are using digital
signature under the same IT Act, then it can ensure certain things in temorsrepudiation

integrity of message, confidentialitgnhd authenticity

Nappinai: But the only problem is the digital signature are not affixedbyudgesilt is being

used by theecretary

Deepak Maheshwari In companies also it is sansase. lItis the Board of Director and the

Company Secretary.

Nappinai: So if | could givea directresponse to your question. There is a case already of this
IELTS exam, exam being conducted by the British commission, so what they did was, this
person who had taken the exdmad,and payedf somebody who was in the back end of
computer process to chanthe marking. So that was found out. | would put it this way, when
we talk about electronic evidendeall it the bread crumb trail, it is always theA@yonewho

thinks that electronic evidence is so ephemeral, so it is not there is mistakerstithajwe

have to find out, how to find it. The trail can get complicated but the trail is always there. All

that we need is to be able to find it.

Participant: It can be traced that why hackersa rgeét taught?
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Deepak Maheshwari:SO one is that the laenforcement is not very well equipped. Bath
termsof technology and knowledge. Number two, lot of these hackers are operating from safe

heavens. So from countries where theyeameyingprotection.

Nappinai: | can give one example, that Estonia attatkch | had mentioned. 2008, what
happens is one set of hackers decide to takEstonia the reason is because they removed
oneRussiansoldiersstatute and they refused to recognize people who had settestonia

from Russia. So what they do fgst they stop all the government web sites, ttlenmedia
because they do not want the world to know that this is under attack, and then banks. It took
three months for Estonia to come back. They initiallgpected Russi¢ghen they traced to a
Russiangovernment officials email but he syasmine was also a zombie computer which was
used, finally it is tracked to a personarplacecalled Transnistra, | could not even pronounce

it first. It is a secessionisbuntry fromMoldova Look at the irony thatdw itself creates, the
situation itself was that you have traced the criminal, it was difficult to implement the law why,
because nobody was recognizing Transniasraountry If you do not recognize the country
itself then the extraditiotreaties oMLATs are not going to work.

Participant: larger problem is even the statelessness

DeepakMaheshwari: Also there is blurring between the state actors anddhestateactors.
For example, in some of the countries, the state actors ambtkstateactors, yu do not

exactly know.

Nappinai: So in this case they could not take action, though they found out who the person
was.Becauséehere was, one the nation itself was not recognized, two there was no international
treaty binding them and | can giea more xample of two big names also. Early days, | had
mentioned that, even before 200, they were such huge instances of virus attacks, yet our laws
did not recognize it as criminal offence at that time. One of the largestatiackwas in the

US, if | am notmistaken it wasl, love You Virus, where, messages were sent like thigtad
messag@eople openethe virus was downloaded. Billions was lot. It was 2 instances of virus
attack.Onewas traced téhilippinesto a school boy and other was traced to Russia and that
case is a reported caseleén of, that was the name of tlaecusedThe difficulties in both
instances was that Philippines did not make virus attack and of@mskayrly Russia also did

not havea law which says that virus attack was an offence, so they refused to extradite the

person,. IrPhilippinesthe boy got away probably because he was a young boy, but with lvonof
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what happens was, after some time he gets an invite to come Keltffughtok, | have got

this invitation to talk about technology in this paradise on earth, and aciteptsinute he

lands on US soiland heis arrested. He pleaded guilty andsgiven a very nominadentence.
Nothing in comparison to what he costs. Some liodl a leaf of the lvonof case in India also,

they were this oneand Irushed through that slide. A doctor was duped in a scam in Kerala,
what the Kerala court did was, in Nigerian scam where got this mail 8trdingely enough |

came across two lawyergho went all the way from Bombayp Delhi, because they were
informed that they were going to get this huge bonsai. They have already paid of 80,000 rupees,
this person asks for another sum. This lohtloney bait will always start with small amounts
andthen increaseYou won't believe what lawyers have fallen for, this person says | will not,

he thinks he is being very smart, he says | will not pay the mamigy get the cheque of that

X million pounds in my hands. So that person decided ok nowd tatake you for a ride
because, you are not goitggpay meanymore So he says you come to Delhi, because | do not
want to cross the border, | will hand over the cheque from across the immigration and you can
hand over 80,000 to me. They actuaiéne 8 the way to Delhi for itn this case two Nigerian

had done it and they could not extradite them, it is a long pro&essgvhat they did is he did

the reverse in this case and told that you come here and | will pay you this amount, the minute
they landd in Kerala they were arrested and the case is already over where they have been
convicted also. So we have all this. In fact in picture | had put up it was an AK 47 to start with.
So itis.

Justice Yatindra Singh Email was circulated to everybody, almoset@ryoneall judge that

JusticeKatju his money has been pickpocketed and he required some money.

Nappinai: So it is a dark world out there as far @gercrimeis concernedut it is not
impossible. If | cargive a closer to home example. It isRifishing attackone aspect is that
they get your informatioetc, but at the end of the day, every crih@s aVonettrail also.In
thelsiis case now whahe USgovernment is doing is they are targeting the myaraal thatis
alsoonline.BIT coins,cryptocurrencies are the next generation of payment. Nemwcoming

to a very simple case ghishing If | have told.L e ttakesthe Justice Katju case itself, now,
he is asked for money but money has to be pagetewhereglf you look at where the loophole
reallyis, it is in the KYC norms. No banks follow, KYC norms, so what happemgisn KYC
norms is not followed properly, your money trail has been opened ouévespphishing
attack could have been avoidedespite compromise of data, if the mongwil had been
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stopped. But that even today after so many cases has not been done. IPC 417, 418 is also there
but there they have just modified, the sectiolitésally the same here the only variation is by
using a computer resource. We could use forgery section and 418 even earlier, before the

amendment came on.

Justice Yatindra Singh: One instance, where a very important person. His email was hacked,
an email was sent that he required money, 64 lakhs was deposited in this account and within
seconds 64 ldis was taken awayheperson said did not do it. The matter was investigated,

avery important person.

Nappinai: Like what | was discussing about the routers, the same way bank accounts also
function, it is allmulti-layered it is nevertransferredrom point A to point Balone andnce

it becomes, fundable cash, then you haveitost

DeepakMaheshwari: KYC weakness is something that is creating probifleraughoutthe
system, for example, you mentioned in terms biometrics, it is the KYC norms that is weak for
the telecom companies for example, if | am using the same id proof tcadpemk account
under thePradharmantraJandhan yojna, the same thing goes there, | can use the same ID
proof for getting an Adhar number and then all of this get linked.

Nappinai: In fact if | may suggest very pleasant way of learning abglércrimesyoumust
watchthis movie called the net. i anold movie, Syndra Bullocks, and very scary. In that
they will show you how thd&rojan gets installed in youcomputers.Shelosesher entire
identity, she goes on a holiday and comes back and she identity. She is somebody else,

it is all about how she recovers her identity.

Participant: Can you explain more on BIT coin

Nappinai: Bit coin is nothing but a string online. It is been created by unknown originator.
They initially thought it was Japanegerson, now I think they have traced it to an Australian

person but it is very grey.

Deepak Maheshwari:lt is an encrypted currency, it is virtual currency, it is like online wallet
or something like that but which has been encrypted under multiple chains
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Nappinai: If | can put it in simpler terms, | am just going to explain it like a lay person. So the
currency which we have the Indian rupee, will be printed by our miastiracedhroughthose
numberswvhich are there in the currency which is a unique number. So in a similar fashion Bit
coin is traced ta ledgemhich says this is the, now if the ledger has issued 10 bit coins, it will
have a code, same as the code which is in our rupees, and gue eoide which is only for

one bit coin. It will then trace, ledger will record every transfer that it goes through. So it is

actually virtual encrypted string.

Participant: What are the requirements of person to use bit coins.

Nappinai: yes there are twequirements of it, a very important question which you raised. |
am writing about it also now. Every currency which you have in the world draws its legitimacy
from a sovereign entity, whereas a bit coin is a privately issued curesmygdate contractal

rights are what are dictating the legality of it. | give an example. Bit coin is something that has

come into the picture today. Crypto currency is not new to us.

Nappinai: Nobodyknows who has generated it, it is being valued, on the basis of thegtradi

that is taking place. The sovereign nature of currency has not been addresses with respect to
crypto currency. Today iis merelybeing regulated through contractual responsibility or
liability. Now theother aspect of it is the opaqueness of crypteeaay or BIT coins, now that
opacity is being used for the benefit of criminals. | had mentioned how you can get control
over any body's computer, so you will get a message saying, | have encrypted all the files on
your computer the key will last only f&days,and withinthose 5 days | want you to pay me

8 bit coins. Now those babinson the market it carries a lot more value than 8. It is like shares

of an undisclosed company, with an undisclosed owner. As long as, and these shares can be
transferredwith just one form byentry into that ledger, that is how it actually works. That
transfer will get recorded into that ledger which is being maintaasestommon ledgefThis

is how bit coins actually works and that is why since it is not traceable, and it is easy to move
andit doesnot owe any allegiance to any sovereign, therefore it is international. Instead of
contesting the legality of it what sovereign nations are damdjtwo nations have already

come out with this proposal that US and China that they want to come out with an official
virtual currency. SO US want to call it fed coin and last week china wants to come out with its
own crypto currency which will replacetlzoin, so instead of combating it they want yo join

the race. It is actually an online hawala.
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Deepak Maheshwari Actually there are two things about it. One mostheftimewe do not
realize the cosit causes to our economy. It costs banks on an gee3@ rupees to process
local cheque, now thé&ct isin India we do not charge either the payer or payee for the
processing of thatt cost a bank about 1%0 rupees for an ATM transaction but munbre

for a branch transaction but we do not impose angumt. So what we have done is we have
anincentive sove are imposingnore cosif somebodys going more often to an ATM, there

is aan additional cost but if | gevery dayto abankbranch anduse awithdrawal slip or
cheque, it cost the bank more Il bank cannot impose any cost on Becond thing is it
costs quiet a lot to the RBI itself, to print distribute and recollect and destroy the cufieegy.
have gothimneysand other things where thedgstroythe soiled currency notesid oldcoins,
sothere is a lot of cost to that. So over all if you see the cost of amount of currency in circulation
in the country, it is approximately 12 percentage of our GDP. Tlaatislly currencyvhich

is outsidethe banking system in podseand in wallets anth homeof people which is
significantly high proportion, compared to many other countries where it is just afdout 3
percentage, so there is huge cost and ifsyeue  RrBidalreport, they are actually recording
amount of money they spend on printangd distribution and these things on the currency. So
the virtual currency on one hand gives them a waynanagehat cost much better. Second
thing is related to anonymity in tloaline spacgetoday for example you can go to a maked
buythings mosty anonymously certaitinings, withoutany body even the shop keeper to know
who youare.So you go to a shop you buy a particular medicine, you go there, you pay for it
and walk out, assuming that itn®n-prescriptionmedicine you can just do that. There could
be other thingsalsq buying milk, shopkeeper does not need to know who you are. It is
becoming increasingly difficult today to do anonymous shopp@iypto currencies are one

of the ways by which in some placpeople aresing thafor anonymous purchases because

of apprehensionn surveillancend breach of privacy etc.

Participant: Will that not impact the GDP.

DeepakMaheshwari: It can affect. Even with the physical currency.

Nappinai: Earlier virtual curracy has to be purchased using real coin. Bit coins changed that
para dime by saying you don't need to buy it with real currency and how they did that was they

started giving free bit coins every dayatway it was brought out in circulations.

DeepakMaheshwari: Currently bit coins are traded in dollars.
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Participation: In Calcutta | remember when there was shortage of coins, token could be used.
Deepak Maheshwari:It was like an IOU note

Participant: In fact every currency issued by RBI is an IOU note.

Nappinai: It is IOU that is why signed by the Governor of RBI.

Participant: US currency does not say | promise to pay the bearer, it does not say that.
Nappinai: Thank you

Session 3

Mr. Murli : Good MorningEverybody my name is Murli. | lead the cyber forensic practice

for PwC in India and forensic practice for normal investigations for southern part of the country
and many other things | do for living. But my passion always, for past 25 years has been
technology invarious forms and means and | am still hands on. | have never addressed such a
gathering before, so If | do not use proper etiquettes, your lordships pleasenaireely

seek apology. My objectivpist being knowledge transfdrdon't really have to how the
behavioural part in the courts. | have a team of people here, they will be here with you getting
deep into the technology parts, actually showing you hard disk, mother board, showing the real
things. We actually Pragya has planned hands on sessioastually get you feel doing
something on the computer. We do it in a virtual network without getting connected to the
network, we keep it inside the premises so that your packet does not go into the wild internet.
Instead of giving you by power poihtvould like this session to be driven by you while after

| finish some basics of Internet. | would have loved this session being first actually so the other
two sessions would be more productive but still | think we are not so far in the day. So we will
start on a lighter note, how storage has evolved. All the media are not looking at the cloud and
everything is going to cloud as Deepak was saying, it is getting vaporised into therdauds
thatis where the state of affairs is. Internet definitiondigrmeans to connect to another device

and all of them connective together, irrespective of the boundaries, is internet. This is very
plain definition. Word protocol will come latetn the start of the day we talked about internet
protocol, it exactly mess what it means for you in a court of law, you have to follow protocol

to file your grievances, in the same way if you want to talknternet youhave to follow a
protocol, how do yosend thedata across the next guy in line, that is protocol. If yak lat
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the evolution of Internet, it is just a research project, it started in 1968 and cold war or wars
can have good side effects. Without Russia being on the other side we would never have
internet. It started as research project so that communicatah still work in time of nuclear

war. That was the root cause of this development otherwise it might not have had happened.
We have discussed domain name server, little bit in details and detailed protocols were
published sdhat, it is called TCIP. We discuss that as we go forward. What those protocols
do. First commercial internet and the world wide navigate, hyper link etc. First initially it was
text based on Linux machines, there was no window machBresvser was all texSo there

was no graphics at all. This is very old video, it still survived | am surprised when | was looking

to take this session. Very easy to understand.

Participant: Hopesomeonéias not hacked your system.

Mr. Patil : Sir, these are encrypted computéreere are two ways of doing it. One is the
encrypted hard drives that is one and second is access privileges so in order to hack into
computer system one need administrative privilege. In android phonpeapte are doing

well breaking because they neadministrative privileges to install a virus. Installing an

external virus is difficult, | won't say impossible.

Mr. Murli : Come to next part we will play the video later. Sometime you may wonder sitting
here and accessiagnazon. Comor something elséow does this data goes all the way across

the way, this is the network.

(Showed the following Slide)
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This is the network. Submarines cabl@sie optic networksgverycountry, India is actually
very gulf connected, there are multiple networks landing point near the ports. If | remember

right Cochin has a landing point. Chennai, Vizag, Mumdilap Rameshwaran
Participant: One in eastern India also. Tripura also.

Deep& Maheshwari: In addition of the cables which he is showing there is also satellite
connectivity. But that is small capacity in comparison to that of submarine caidefor
example if you see Nepal. They are significantly dependent on satellite bduayiseet land
locked countries

Justice yatindra Singh What about these cables, they areChlines@

Deepak Maheshwari:Actually let me tell you something about the cables. Most of these are
owned actually by Indian Companies. So Bharati owns one ofghest capacity cables which
is between Chennand Singapore it isaworldwide cable. Tata companies owns some of the

cables.

Mr. Murli: Satellite connectivity is not worth usage foternetbecause the lag is too much.

The round trip time for packet go all the way to satellite and coraack istoo much so fibre

39



will beat any dayn termsof bandwidth. Do this is how the data travels around the world and
each cable has multi terroid capacity to host a countty,ahbwbtise large the pipese.This

is how the cross country traffic typically flows abd internet is a network of network so bsnl,
has a networKTatahas anetwork but all the traffic has to cross each other at some place. That
is called internet exchange. So the same way you have lot of roads in a city where you want to
go to different parts of a city you have to come at cross road. Exact same way aldss roa
where the internet exchange happens. They have back to back files so that they do not take
longer routs, so the junction is so big that they can easily cross over from one side of the road
to other sides, those are called internet exchahlgsv we ge into jargon busters, before we

get into thatinythingabout technology, related or unrelated to internet which you want to ask,

| am confident | can explain to you. Anything which is going on in your mind feel free to ask.
Ok Motherboard is a large cieeboards where you put smaller circle boards and smaliee

boards, as | consider, RAM is also circle board which has chips which store data but when to
plug is off the data is gone. RAM looks like this, smaller or bigger in shape but looks like this

(Showed the following slide)

SJargonbustrs

Jargon Busters

BIOS (basic input/output system) manages data
flow between the computer's operating system and

attached devices
A Motherboard is the main printed circuit board

(PCB) in computer, It holds together many of the

crucial components of a computer, including the
B I O S s central processing unit (CPU), memory and

connectors for input and output devices.

Random-access memory (RAM ) is a form of MO the rboard

computer data storage. RAM is normally
associated with volatile types of memory

RAM

National Judscial Academy Strctly pervate and confidentssl 30 Jarvsary 2018
PwC Draft 15

Participant: where are the RAM slots?
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Mr. Murli : You see all the slots here, this is where the RAM gggisally. Depending on
number of slots and capacity you can increase the RAM. Now these are expansion slots, various
names are there of the expansion slots based on capacity and speed. PCI, exgnesse so

forth. But when you boot a computer BIOS takes care of the initial boot sequence on what
exactly should happen once | get power. The initial sequences are allledrtixoBIOS before

it hands it over to operating system, that is what BIOS does, before the computer comes alive
somebody else actually contrdisat is BIOS. So we are touching upon TCP and IP. These are
protocols on which internet is built. If you dotranform to either one of them, you cannot

talk. Like if you do not have a proper filling format, you cannot coming in a court to file, exact
same waylt is defined, in those days it was opened by department of defence, IDEF is the
standard body which aws runs standards which have to be on internet. Internet is a task force
and they publish task force, there is a proselssrebyit goes for comments. Anybody can
participate, whereby it publishes all kinds of standards including encryption, transcription,
what not you name iEverythingis published by them. There is a little difference between
TCP anlP. IPtakes care of how a packet goes from one place to other place, it is the bottom
most level. TCP tells you what the packets should have, and if thketpgets dropped in
between what is the number that should make in to receive it back. So there is a separate
function of IP and TCP.

Participant: Please explain, what is a packet?

Mr. Sachin: | was about to tell you that. So packet is a combinationfofnmation, like in
digital world you have information going in 0 and 1, so if you have a message to send. So if
you have to send packet that will get encapsulated in a packet and it wil baueceaddress

and destination address.

Participant: What is gpacket?

Mr. Sachin: Packet imsnencapsulatiof information.

Mr. Deepak: Packet is in one way, suppose you want to send a novel from one place to another
thing, so one way you send the whole novel in one packet and send it across. The other way
could bethat you take the novel take one page or one paragraph each, take it on a small post
card andsend ithrough different postcards, those postcards will go through different ways and

will finally reach at one place and then each of them will get assenmbted same sequence
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as they were at thaestination. So this is called packet data. Divining them into fragments,

sending them and reassembling them at the other end.

Mr. Murli : Sir the usual example we use in internet wasldf you want atrain to smal
destination, it is not possible, eventually you have to brealawditbreakinto small carts,
bicycles. If there is a large piece of video you want to send, you cannot send it because the pipe
is so small so you have to break it into bite size piecesy@ally electronic packets means

it has aheader, IP header as you call it, IP header tell you where it lgasaiodthen inside it

there will be another layer, which tells what are these packets about and how do we make sure
this packet has a numbey that it can relate to another packet which is coming behind it or
went ahead of it, how to join it with it. Inside it 10101@hatis the information. It isirtually

a postcard where you have all the details. Inghme waypost man and post office lps a

post go from one plade their place. The same analogy applies here. All the three layers are

there.

(Video Playing)

Mr. Murli : | will get into DNS first because that is very fundamental for understanding of
internet. We have lot of weird numbersndaog up 192.10Bla. It is unique identification
system of everything which has to communicate on internet. Without it you cannot
communicate, because two people, cannot exist with same IP address on ititisrtnateable

from which computer inside &t firewall that packet has come. Otherwise they will not get a
web page. There are various kinds of IP addresses then there is some reserves which cannot be
sent on internet. If | remember right 192.168 ,170.Q0..these are addresses, these people
cannotexist on internet. Nobody with these IP will be allowed on internet. This is hard coded.
Your packet will not go anywhere. This address everybody has. If you have any device, open
up go to command prompt. You say ping 127.0.0.1 that means ping youtsslim&ans
yourself, it is like writing a post card to yourself, so this address is revéosexierybody to

test themselves that their network is working or not. | think these three are called RFC 1987 i
think.

Participants: Who assigns these numbefsy are not assigned by us?

Mr. Murli : It was earlier done by US, it has only got democratised now, ICAN.
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Participant: ICAN came later, first it was a defence thing.

Mr. Murli : Letds go to LAN, typically on the out
address. In internet world it is Internet routable IP address. We can take 108.10.0.8. If you are
not a large company and you have not applied for addresses you are at the mercy of your
telecom provider, they may give you a C class IP address. So ifay@izhpeople or 100
people behind your firewall but you have just one address to go out to the world.

This firewall builds a chat, justice 1 is goingwovw.ibm.comand his session numberxgz

and | send him at this tim&he web page you have asked it goes throughamdyiP address,

when the packet comes back here, it says justice 1 has asked this packet and | see the sequence
number matching and | throw it back to the person. So timg fk called network address
translation. Officially you have only one IP address but behind you have multiple IP, but inside
your network, this part is called LAN, this computer should still have unique addresses, behind
the firewall, if there is no unige address they cannot talk. There will be bhaddresses. If

there is no unigue addres&ytcannot talk, there will be Bddress conflict no communication

can happen. .

Participant: | have one thing to ask you, something of conflicting IP addressstbhage
which is a double storage house, and we have two broad band routers, now bh-Raye
both have their now password, now when both are on they have a common password. Sometime

it shows a yellow mark IP address in conflict.

Mr. Sachin: The scenao you are mentionings staticlP address. We have one IP address
assigned to one computer. There is a scenario where we have dynamic IP address where DPCP,
dynamic post control protocol. So what it does if keeps allocating on a daily basis, when a
computer boots on. IP addressiotstatic or not permanent, it keeps changimagry day

Mr. Murli: Let us not make it more complext is the IP pool owned by one tife telecom

companies

Participant: bsnl.lets us bshexample, so that will havwe ipetwork that gets connected to
the wifi, so that wifi will be extending to 4 laptops here. that becomes an intekhabnd in
thateach computer has 198l that computers have, it could be any series only the last number

will vary. It is 192 generally. Supposing you have 4 laptops, ostydigit will change.
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Mr. Murli: It also has expiry time. That is protocol. It gives away IP address to you will expiry
date and time. It could be one hour, it could be 365 diagsuld be configured. That is how it
is. The WIFI routers which is givingou IP address, it is using protocols called DNCP, it along

with that it also gives xy day to the IP address.
Participants: What happens when once you reach the expiry date?

Mr. Murli:  If that number is already assigned to somebody else, because you are not online.
Your computer will senda request hey | need an IP address, it is part of protocol
communication. If the old IP address still exists, it gives otherwise it goes to thengext o
available. There is a range defined in the router from which number you have to start and which

number you have to end.
Participant: Soall this is being done automatically without our interference?

Mr. Murli : Absolutely, we have nothing to db.e tgd t® the RAM definition. You know
what LAN is, your home is home is youAN, Local Area Network, a small reach, small
number of computers, it is a LAN. WAN is outside your perimeter, outside your perimeter it
could be as large as this campus or multiglenguses, and so on so forth. Multiple LANs

together connected, is an internet that is how the term works.

Mr. Sachin: There is one more term called MAN, which is metropolitan area network, which

connect two cities, it is called MAN.

Mr. Murli : These wordshey have gone in the books now, LAN MAN internet is good enough
for you. There is a CAN Also, car area network. End of the day it is the network of the electronic

device we are talking about.

Participant: | have a mobile, | can use internet on that. Whase my computer why do |
need anodemWVhile travelling my mobile works but my computer does not. Why.

Mr. Murli : Because the computer does not any GSM, put in. Now the computers have slots,
my computer has. There are laptops and computer availablsimitiard slots. From the phone

you can use hotspots. Most of the phones are so good that, take a 4g pack, switch on hotspot,
all the android and smart phones havé ih a all §os1 need to do. If your phone has internet,

| assume itakes Iminute for mdo put you on internet with your laptop also. Either blue tooth
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or serial port, which ever it is. Let us talk about fire viaila moment because it is the most
abused term. Lot dhdian customerthink, mere pass firewall hai mere ko kua@hirho sakta.
Almost like Amitabh Bacchan dialogue, mere pass ma hai kind. Firewall is a big locks all locks
are time delay devices. Eventually the thief will get in. If you do not oil it and keep it un
updated, it will break much faster because it gets rusted. Exaelasgic goesfor firewall,

fire wall needs lot of monitoring, lot of maintenance apdkeep and otherwiseat will not
protect the assets which itssipposed t@rotect. The firewall is typically a thing which has
rules of who can walk through tld®ors, WHO CANNOT WALK AND WHO CAN WALK

AT watch time, who can leave but cannot come. All those they are written down. How it is
written down. It will write this IP address can only govtavw.ibm.com This IP address
allowed through IBMCom, it literally writes the rules. It is rule based inside a firewall. In the
configuration of firewall rules are defined. SO yallow, disallow block, all the features you

have to define that.

Mr. Sachin: You can actually mention the range of IP which can gstgle.com or certain
set of IPwhich is not allowed to visit google.com. In organization if you see some hierarchy
have access to Google or some sites, and people who are below certain leviél tioeyrave

access to internet.

Participant: China had some problem with Google, it used that to stop access of its citizens to

Google.

Mr. Murli : Google is not accessible@hina. Theyhave a great firewall of China. Big firewall,
every packet is inteepted.Thatis where dark net is coming for freedom. They have plugged

in firewalls at every submarine cable.

Participant: We had a similar problem in our High Court, where our bandwidth was being
consumed substantially. We found out that the staff wassaing youube, downloading
movies. So we set up a firewall so that nobody can aé@Esbooksocial media, things like

that at least on that level.

Participant: We use lot of text file and if they start using you tube they suck up the bandwidth.

Mr. M urli : | think 1 wanted to explain DNS but | will make it simple. DNS is what gives you

the names which you can remember. Human beings are not very good may be lawyers are good
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with section numbers but that is probably three digits predominately, if you want to remember,

192.168Somethinglarge number, it is very tough for us and the internet works on IP addresses

which are always in this form. So if you want to type GoogleSD¥N8.8.4.4Something but

we cannot remember very well. That is they came up with a cross matching system which
converts every number into a matching name. That hierarchical data base is called DNS, it is
hierarchically organized.et us say highcourts is owned by association of High Courifs.

thatis aroute. If you want to give delhi.highcourt.in, it is actually 173.3. Numbers always

works for internet. But human beings

Participant: There is a question which was troubling me earlier also MrliMBoogle is not
accessible inChina. Theyhave a great firewall of China. Big firewall, every packet is
interceptedThatis where dark net is coming for freedom. They have plugged in firewalls at

every submarine cable.

Participant: We had a similar prdém in our High Court, where our bandwidth was being
consumed substantially. We found out that the staff was accessinmb@wownloading
movies. So we set up a firewall so that nobody can aé@sbooksocial media, things like

that at least on th&svel.
Participant: We use lot of text file and if they start using you tube they suck up the bandwidth.

Mr. Murli : | think I wanted to explain DNS but | will make it simple. DNS is what gives you
the names which you can remember. Human beings are ygoa may be lawyers are good
with section numbers but that is probably three digits predominately, if you want to remember,
192.168Somethinglarge number, it is very tough for us and the internet works on IP addresses
which are always in this form. Sbyou want to type Google, DNS is 8.8.43omethingbut

we cannot remember very well. Thatvky theycame up with a cross matching system which
converts every number into a matching name. That hierarchical data base is calledi®NS, it
hierarchicaly organized. Lets say highcourts.in is owned by association of High Colfirts.
thatis aroute. If you want to give delhi.highcourt.in, it is actually 173.3.3.3 Numbers always

works for internet. But human beings

Participant: There is a question whialas troubling me earlier also. See this dot in came

much laterThegovernment approached and they gof=rom whom they got this

46



Mr. Murli : ICAN

Mr. Murli : As | said it is hierarchical, .in ends with, usends withus All the country names
are given to country wise NIXI as you are saying sir. So every tree is given atlvagaantry.
You cannot go beyond the trdégskeneechebranchesare hamare hain. | can access through
all data under .in. DATA is probably notgd Metadata.

Participant: In India everything works under in. does ICAN know what data is under in
suppose in RBI, in defence of India, if ICAN want can it know all the d&taMurli: No, they

are only giving the translation part. They are like teleyghdirectory, number vs namé&sere

is no another dathere. Therés other data likehigh courtsin ka mail host kaun daai, which

is Indian server related to .high courts, that data is there. Only that kind of data is there, no

other data is there. It is very simple thing.

Justice Yatindra Singht No computer is safe. Every computer can be hacked into.

Participant: the otler thing is no data electronic otherwises safe.

Justice Yatindra Singh: Ya right, hard copies can always be eaten by the white ant.

Mr. Murli : As | was telling you, whethein physicallife or virtual internet, everything
protection mechanisis timedelay demand. So data is just one entity inside that home or inside

that server.

Participant: And remember every phone is a computer. All those who accessrthids
through phones have virtually opened everything. Your Gmail can be hacked, your computer

can be like wise hacked. Even when your phone is switched off you can be tracked traced.

Mr. Sachin: Once | attended one marathon and after that i updated my facerodite. After

that | startedjettingmessages of usirgpa.How do they know, all of a sudden?

Participant: and the thing is their research mechanism every day that is improving. Lot of

intelligence.

Mr. Murli:  So browser is a tool lot of us use as iin&t explorer or chrome or your favourite
Firefox, we all use. It is just a small application which understands html. HTMhasegical

web language
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Participant: What is the fulform?

Mr. Murli : Hypertextmarkup protocol. It is actuallyhypertextwhich Tim BernersLee
designedHe is a British guy working in Switzerland, he designed it. So that information
is hierarchicalin nature. Thepresent version is html 5 which has very rigaturesfor
mediaand graphics, you do noneedflash any more. If yolhave flash installed in your
computer remove it, flash isrmuchunsecuredhitty product, remove it. HTML 5 is good

enough to generate video and everything. Don't use flash.
Participant: Some of the programmes say you do not have flash installed
Participant: how do | know that my system is using html 5.

Mr. Murli : All the browsers have HTMB. Even from past one, one and half year everybody
is having HTML 5. | strongly recommend to remove flash if there is one. Industry opinion is

not to go with flash.

Participant: One question, in our judiciary we are using what is called Ubuntu, they say that

that is muclbetterprotected and whatever we are talking about, is that true or it is myth.

Mr. Murli:  Ubuntu is just a Linux OS. A flour of Linux, out of thexbi is little better but

unless you secure it. If you believe operating system is like an office, you always needs doors
for people to come in and get service. If you close everything that is the most secure computer
in the world, it is disconnected contpu So you have to be connected and you have to be
secure, that means you need, ad on protections like antivirus, firewalls, everything. Out of the
box it is probably little better but not too far away, because windows have evolved quite a bit
over the yars, windows is very good nor per $8ut what is it that they are doing in Ubuntu,

what are the extra protection measures and maintenance measures, those do not go away

irrespective or any OS you use. Deepak am | correct?
Mr. Deepak: yes, the fact is angoftware is susceptibte threats
Participant: What about the 10S

Mr. Deepak: Even IOS sir. There is a reason for it. Apple operatea imghly closed

environment. So all the apps they check, it is onlyhair hardware, it is only there OS. So

48



that s why they have much better control, but still it is not that it does not get hacked and the
fact is that in 2016, because of its increasing popularity, apple devices and because of higher
costs. Apple devices are being increasingly targeted in 2016 striél years back we had this

big celebrity leak of photographs.

Mr. Patil : There is one more perspective regarding Apple devicesth@bis happening is

apple is there is one more opportunity for hackers to penetrate a data, because most of the apple
devices are also associated with tidoud accounts and thdata is getting blacked up on
iCloud Now what is happening is that hackers are not targeting your phones, they are targeting
theiCloudsaccounts. Now people avery carefulwhen they have passwords of their email

ids, bu it comes to password of th€loud accounts, these are the names of their spouses,
children,and verynormal predictable passwords. The hackers what they are doing know is
rather than spending time on peating theGmail id, becaus€&mail has come out with too

much of preventive techniques, like two factor authenticatBut. for this there is no
protection.Now not many people have actually stopped orllesd simultaneous opening of
iCloudon a computesystem, but for most of the iClowtcounts what we observe is while
iCloud can be accessed from mobile phones, it can be very well accessed parallel from any
computer system across the globe. And peapeargetinghose without our knowledge and

thereis no kind of alertnechanism existingn that.Thatis one issue that we are observing.

Participant: Macintosh has an application, what ibasic differenceit is basicallytarget is

less susceptible

Mr. Murli : Sir if you see 10S, in its present incarnation, not MAC OS. MAC OS is dead now.
The present incarnation is VSG based, in our worddfN$X. UNIX was traditionally layered
security and out of the box it does not give right to anybody. Everything yeudaxpressly

give right to somebody. Taccess filor access a network you need to define aright then only

it lets you go there. So all the apps it has to be approved by Apple otherwise it cannot run on
the apple system. And it weeks three weeks fonalsapple app to be approved, if you are in

priority list.

Justice Yatindra Singh UNIX is supposed to be staldéthe all operating systeninux is
also based obINIX that is a reason they shyux is also safer | am not a window fan | am a

Linux fanand that is just one of the reason why thmmittee chose it as operating system.
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Bombay High Court and Allahabad High Coprit their foot down, they said they will not

accept the window system at all.

Mr. Murli:  URL, it is just an extension of a domaitame we discussed. If a server name, in a
technical word we call it FQGNully qualified domain nameMeans it uniquely identifies its
server. Let us say serverl.ibm.com. It is a fully qualified name of the s&éhadiserver can

have many websites, can havehousand®f websiteslf you want to identify a website or

web service, then yadentify uniquely let us say example, putting www is not mandatory, we
just got used to it so lot of websites have it. You can just have cleartriplsanThereis no

www. And DNS will automatically look back amkar tripis actually a web servand connect

it. So lot of new websites don't havewvw.Initially it was accustomed not because of
technology requirement but to tell people that this is website they used to do it and a mail server
would typically have mail.facebook.com. Mail server have a prefix called mail. So this is all

various kinds of servers which are publishing websites omtemet for various purposes.

Mr. Sachin: This video will actually explain how information actually flows on the internet.

How packets are prepared, how it gaist oninternet.

(Video Playing)

Mr. Murli : router is like a police man in a cross road. It knows how many routs are there in
the crossing and where the traffic is more and where the traffic isdedsaccordingly he
manages it because not all routes are equally busy and not all routes ayelegus you

have to prioritise and send them and given the name packetize, some packets, preceding packets
can go ahead and succeeding packets can go back , there is no problem, because there is
sequence number in TCP, they can come back together apermrder when they reach the
destination. And based on the traffic they can send same information through different routes
but they will still reach the same destination, when they reach the destination all of them they
became a single large chunk ofalagain, that is function of a router, to manage the traffic and
send it to destination through best route possible based on traffic congestion and pricing. They
use a protocol called VGP and you can actually configure saying that thisgautetype
expensive, this route is two time expensive. SOnmexis busy the packet goes through two x

until it goes there.

(Video playingagain)
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Mr. Murli: Ok, Don't want to get into net neutrality at this point.
Participant: That was my next question. What is tthie free basic issue?

Mr. Murli: 1 will give you free internet but you can only usacebook Facebook is the

internet you cannot go to other websites Participant: So it is a quid pro quo.

Mr. Murli:  For you to get on that platform | am giving you my fdan but all other internet
websites will be rationed or disconnected. So the very principle of internet is free propagation
of information, is compromisedpon byFacebook. SO TRAI and everybodgid they If
Facebook chooses then you are allowed to dlgpt&art

Participant: Is it that, for example, Dubai airport, they will give you a MéieFi but you have
to go and it opens their websit#heydo not allow youypo access google they are limited,

you can open an email or other things .So they are also same.

Mr. Murli : Ya but they are at least giving something. They allow other website, they may
block Google.Theallow email to go from your account from your laptolaead it and all

those things. It is not limited to specific website. It is limited by the time you are allowed to
browse but not specific place or location. It is a very tough discussion, very complex discussion
that is why | did not want to get intotreeutrality debate in this session. We have lot of sessions
where we can. Letds jump to other slide.
everybody is thinking what this I0Tand internetof things is. This is where the device
connecting to internetirectly, may be your phones do to some extent, but they are pretty large
to be called IOT. And they have multiple functions. But most of the IOT devices like Deepak
was talking about thermostat. Your thermostat is connected to internet and if youlse in
home, on the road, no problem it can fix everything and it talks to the internet directly via
Google. It does not need any body's intervention. It just needs battery and wireless connection
but more often than not IOT devices should be miniature amam should have low power
consumption and should only need power once in few months not y#aadi. three are
conforming then it can be called an 10T device. One of the thing is low powered networks
penetration is not there, if you use a GSMAGrFi your bdtery finished too fast. IOT devices
don't need high battery. They consthlgbs Like | have this gadget which is on my hand. It
monitors my heat meet, my work hour, walking, talking whatever. But the information it

collects is very minimal if yowompare to textual size, probably one kb or few kb afolay
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that you do not neetVi-Fi speed.Eventhe good old modem where we started our like
1024kbps modem is when we started our life will be already too mudbesnot need it all

day long. So we are developing low power networks whiclpareasive Whole city can be
covered using low poweretwork for example it is called LORA. LORA is one kind of low
power network. With 5 differeriVi-Fi or 10 access point yozan cover whole city. So any

IOT device in that city can talk via LORA network and send its data. Typically IOT device
would have,as a medical device you have various models, blood sugar, heart beat you have a
stethoscope to monitor your motion, this wimat way. You have optical cell to test the
intensity of light, to switch on street lights, so on so forth. It is generally small decision making

capacity andiot of sensors, put together with light weight internet technology is an 10T device.

Participant: many times thelemandof the bar is that the campus of the court shouldvbe
Fi covered, many times we have told that we cannot because of the security risk. Now why
should we take security risk and if we take the risk what is the preventive measurgebeca

many times this demand is rejected only on the ground of that it is security risk.
Mr. Murli: No it is just incapable people covering their tracks.

Participant: | will answer this. Delhi yesterday when we were here launch&f@ i for its
lawyers. Hav we have done it is we have segregated the High Court network completely, it is
a network now from airtel and there is partnership of airtel and Vodafone, where they are
providing free access. So that is not connected to the High court network, se titegaiestion

of security breach.

Justice Yatindra Singh: Allahabad bar association, it has a fi#eFi for the lawyers. Since
4 years ago it is absolutely free. But the NIC people they keep on saying that security problems
are there and we will not be able to dartheyjust do not know how to do it.

Mr. Murli : All our offices, across the world. We havé0Lloffices. | just have to open my
laptop to get connected to them. | don't plugin cdlde,not do anything. I login with my user

id and password. The only security measure is if you are uniquely able to identify the person
and that person is allowadaccesshe resource there is no problem. But if you are not able to
uniquely identify the user who is allowed to then there is a problem. Unique identification of

user is all you need, then you can go on.
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(Participantspeaking all at once)

Mr. Murli : You need to pay to get good person.

Participant: they don't. When | was still in bal,accessed the High Court's site and my
computer showed that there is a spam ihwent to NIC and said that look my system says
that there is someone attacking your system. The reply that | got back was, your system might

be outdated that is why it is so and our system is updated and we have not been able to detect.

Participant: NIC therefore gets hacked left, right and centre

Participant: The problem with NIC is, it repeatedly gets hacked and it slows down our network

and we suffer.

Participant: That calls for a concern because all High courts are hosted on NgGyathment

institutions

Justice Yatindra Singh All High Courts are not under the NIC. Allahabad High Court has its

own server | think for last about 16 years, about 12 years we have our own server.

Participant: No, now we are all going for that Indian Judiciapv.in. They are all hosted by
NIC. Ultimately it all leads into NIC sever. NIC controls.

Justice Yatindra Singh: As far as for Allahabad it is the Allahabad High Court's server. It
does not go into the NIC. Allahabad High Court address i8ltadtabadhigh court.@v.nic.in.
It is Allahabad higlcourt.in. We have our own server. NIC is one source which is creating all

sort of problems while we are pointing it out. Security problem bla bla.

Mr. Murli : 1 am done with my formal presentation. Anythiogg of the blue, ay technology

as | said) repeat.

Participant: Please explain the concept of cloud. What exactly it is.

Mr. Murli : Sir we just spoke about server right. So | assume server is in the High court
premises now | take that serve away from you and put it in a data centre. You do not know
where the data centre is. But | am giving you full control of that server, stiligsittiyour High

Court room. And | will run the hardware the hardware is my problem. You can run as much
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software as you want and let us say if your server is short in breath, it is not powered enough,
and you can just click one button. | will add one sefge you in one minute. It is, resources

are backed at somebody else data centre, accessible for you through a file. Traditionally cloud,
if you have seen in all architectural depiction internet is depicted by cloud, or clouds. So if
anything hosted in ternet and it is available to you at your whim and fancies it is cloud based
services. It is an internet bases, it is the fancy term that we have coined, it is internet and we
are able to access, that's it. But typical Microswftamazon cloud senas wil give you
extremely powerful. So If | hav® hack server | can use 100 servers for 10 minutes and hack

it out.

Participant: The simplest example is your email account. Google is on cfomddo not have

your emails in your phones it is actually stonee server somewhere.

Mr. Murli : Corporate perspective your capex will go very low but you will have to pay.

Participant: Butjudicial perspectvewe annot have judicial databs

Mr. Murli : But Microsoft has already opened a datateein India for cloud services and |

am sure Amazon is reaching to do it.

Session 4

Justice Yatindra Singh Namaste and a very good afternoon to all you. Session after lunch is
very trickyespeciallyafter delicious and sumptuous lunch. On really feels like afternoon siesta.

If you want that just go ahead, but beware, don't snore because you will wake up the person
next to you. This session is two hour long, really very long session, it has fos, tiguic
convenience | have divided into two parts. The first part contains the first three topics and the
second part contains the fourth topic. The first three parts broadly rettest@rimesand the

fourth part broadly relates to field of Informatitethnology. So we proceed with the first part
which broadly relates toybercrimesOn the internet no one knows you are a dog. Has it got
any relevance with the sessioybercrime8 Is it a correct statemenBelieveme that is the

most fundamental thinig a session for cybercrimes, for some time bear with me | will connect

it. This session is being divided into four sub parts. What is cyber claws, what are the violations
of cyber laws, what is cybercrimes, its remedies and punishments? | used to dor®tepmn

why cyber law is necessary. | have not added it because | thought there will be shortage of time
but some of the questions here prompt me to speak something about it. Epimenidies was a 6th
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century philosopher, he came up with a very fundameataddox, he used to liva Creek and

he said all Christianare liars. It is like this, | am an Indian and | am saying, all Indians are
liars. If you take it to be true it true it turns out to be false, if you take it to be false it turns out
tobetruee Bt t on Russell 6s he tried to sortHeit out
said there is a village and there is only one barber. He says | will save those who do not save
themselves. The question is who saves the barber? Russel spend hig lifedorting it out.

Russell and white head, they came out with principia Mathematica. There he thought he sorted
out this problem. But in fact he had not. What he had doe was that barber was a female, he did
not require a save. Something of this kind. idisconception continued till 1931, when came

the greatest logician of all time. Kurt Godel, was biggest Godel ever born and he came out with
a paper which in English, he translated titie. There exists a proposition which can neither

be proved nor beisproved. This is known as theorem of incompleteness. Just given any
system, you begin wittvhateveraxiom to begin, there would be something, which you cannot
prove right or wrong. The physical implication of thieoremis that any logical system is
incomplete, there is not a fort which cannot be breached and there is no computer which cannot
be hacked. Irrespective of whatever technological, Mr. Dinesh Maheshwari, is here, he is
making antivirus, and whateveantivirus he maynake theravould besystem which can be
beaten. If you remember Independence Day, have you seen movie, if you see that, those are
such advanced people ultimately the hero the film sends a small virus to their computer and
removes the shield andahis how they destroy it. Do whatever you feel like and that is why
cyber laws are necessary because technical people caveqiltimately they have to come

back to us. Lawyers, judges and the legislatures, that is why having law is necessaryolLet us g
into the question of what sybercrime Invention, discoveries, new technologies, they widen

the horizon of service. Bsbfar as law is concerned, they create probléggaileohe proved
Copernicus right when he said that it is the earth which gagsirthe sun and not the other

way round. In 1616, he was condemned and in 1623 he was put in house arrest till his death.
Charles Darwin, he had evidence to show that life did not happen as stated in book of genesis,
in Old Testament. It evolved throughlhain and millions of years and he did not have courage

to publish it, because he wanted to keep him safe and his wife was a devout Christian. It is only
that when he received a letter from another scientist in Australia that published a joint letter in
1856. Muslims hated it, Jews hated it, and Christian hated it because they believed in Old
Testament. The Americans hated it so much that it became an offence and the most famous
trial i n the history of science .tScotskas@ | ac e
biology teacher, he taught origin of species. He was prosecuted and fined 100 dollars. The
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Supreme Court of Tennessee set aside the conviction, not on the ground that it is ultra vires but
on the ground that judge instead of jury can fix fine. Information Technology which is
brought about by three things, which is brought about by three things, computemt kave

to tell you what computers are, internet, just bear with me | will do it very quickly because |
go in that sequence, in yo court every court has got a computer, your court master or bench
secretary they upload the information on server, in your chambers there are computers, your
private secretaries they upload judgements on the servers and the computers are so connected,
it is known as local area network or LAN. In the evening, all this information all this
information is uploaded on the NIC server. If somebody has got telephone lines or satellite
connections, he can see that. Internet is a network of network or a gltwallgevhich
consists of the computers that are capable of communicating among themselves. Cyber space,
if you have internet you can send a text file, video file or you can receive it. This happens in a
virtual space which many people call, | mean | lizgecéll cyber space. So these three things
together have given birth to a technology called the Information Technology. This has created
holes in all spheres of law, everyone was trying to find solutions. The legislatures are enacting
laws. Government are aking rules and regulations. Courts are fine tuning the guidelines or
framing the laws where there is no such law. All this solutions put together, are known as
information technology laws or computer laws or cyber laws. In the field of intellectual
propety rights, certain amendments have been made which we will deal in the second part of
the session. For this part the most important Act is the IT Act. Secti®d @1 the IT Act,

have also amended all other Acts, one in Indian Penal Code, Indian EvidgnB&I| Act and

Banker Book's Evidence Act. Second important amendment is 2008, now here is something
very interesting, 2008 amended, has also amended Indian Evidence Act and Indian Penal Code,
but it has omitted section 9 that had earlier amended foer Acts. Often the question is,

what happens to those amendment, with this omission, they will go away or will they stand? |
talk to some people, they gave a very divergent opinions about it, but if you look into section
6A of the General Clauses Acttaording to that all these amendments which have already
been made by IT act they will continue despite omission. Let us come to third part, what are
the violations of the cyber laws. Violations of cyber laws can be divided into two parts, one in
the fieldof IPR and second in fields other than IPR. This particular one we will do in the second
part. For the other ones, they can also be divided into three parts. When | use word computer,
| mean communication device as well. One when the computer is tagyedtiter when the
computer is used as an object and three the IT Act prescribes lots of responsibilities duties and
directions can be issued. Violations of these directions entrails responsibilities and duties is
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also punishable. But we will leave that. Wal only consider the first two. As these first two

are broadly known as cybercrimes. Let us see whaharbroadsections under the ITAct
thatdeabk with computer as object or target. Basically there are four sections, section 65, and
tampering compter source document. Now what is particular source document is also
explained in this section. | find it to be very very complicated one. | don't understand it. Let me
explain to you what is a source document in a very lay man's language. Like in previous
sessions, computers do not understand our language, they have their own language. They
understand the language of yes and no. The switched, electric switches are either on or off, or
language in one and zero, that is a binary. A computer chip, in faasigot a billion of
switched which are either on or off, that is how a computer chip is. Initially in 1970, | went to
study at IIT Kanpur. They were computers at only two places in the entire country, one was
[IT Kanpur. And this is how a computer is pragime is being made. This is a punch card,
now there used to be a type writer and when you type it punches wholes into it, if there is a
whole, light can go in, if light can go in it is yes or one. IF light cannot go in it is zero it is no,
and a computegrogramme consisted of 100 of these punch cards like rupee counting machine.
Suppose there is problem with problem with some punching card there is problem with to
understand where the mistake is. Slowly and slowly as technology developed you had advanced
languages. Some of them you might have learned, or some of them you might have learned
from your children like Basic etc. In all this high language there is something caiiguller.

It compiles into something which the computer can understand whiched object. Pigeon

is one programme which assimilates or chat programmes, it is written in a language called C++.
This is how a programme is written. | cannot make out anything probably Dinesh would be
able to make out what is written there. But | carriga can read what is written there. When

a programme is written it is called source code. Now source document is a document which
contain this source. Now if you tamper with it then it is punishable under section 65. If you
look into the material thahas been supplied to you, Reliance they have come out with a
particular scheme and they were serving new phone and Tata, some of the employees they said,
you bring the phone to us and we will give you cheaper service. And what they did was they
changed theource code so that, that particular phone can work with the Tata service as well.
Reliance service filled an FIR under section 65 and also violation of copyright. The Andhra
Pradesh quashed set aside all the section under IPC but they said that pera&dése under
section 65 of IT Act is made up. Let us see about other. | am sorry | forgot, youfbeyet

to tell you, cybercrimes have two remedies, civil remedies and criminal remedies. Civil

remedies are provided under chapter 9 and chapter &dndbt section in chapter 9 is chapter
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43 and 43 A. 43 broadly talks about any illegal activity with the computer., sending of virus,
they talked about dos attack, spyware, adware, | will tell you something more in detail. All this
is covered under sectiof3, if any damage is caused then under section 43, penalty and
compensation can be awarded. Up to 5 crore the matter is cognizable by adjudicating officer,
all the IT secretaries have been nominated as adjudicating officer, and beyond 5 crore the matter
has to go before the competent civil court. Appeal lies to appellate tribunal, cyber appellate
tribunal and the second appeal lies to the High Court. But it is not like section 100 for appeal,
only a question of law. It is a questiohlaw and fact which thought was very widely worded,

it should be confined as same ground as section 100. There is another section 43 A that talks
about failure to protect data and a compensation can be awarded. Now let us come back to
section 66 now if you do any illegal aiivity with the computer which is mentioned under
section 43, fraudulently or dishonestly then it is punishable as an offence under section 66. So
difference between section 43 and 66 is mens rea, mens rea of dishonestly or fraudulently. That
is the only dference, butwhateveryou do there, whatever illegality you do there, it is
punishable here. It covers your computer receiving a virus, DOS attack, which hbate

explain again because it has already being explained, spyware and adware, prasably th
words were not used but something of this kind. Spyware and Adware, are programmes which
gets installed into your computer wittingly or unwittingly ahat actually send information

when yousurf, the said information on whose behalf they are installénen probablyvhen

you got to internet you see advertisement, what you want to buy, whatever you want to do, and
this is spy ware and adware are not only against your privacinfaatthey take away lot of

your resourcesespeciallyif you have a widow based operating system. If you notice this or

not, after some time, it gets slow. There are two reasons for that, one is you install more
programmes, application on it, it takes away space, but basically it becomes slow because it
has adware and spyveain your computer. If you format your hard disk or remove ad ware and
spyware, for which you require help of an exmerthe easiest way is sort érmat and do it

again, you will see that your computer will again become fast. Committing or condpiring
commit cyber terrorism, 66F. Now this is actually in two parts, part A and B. part A says if
anyonewith intention to threaten the unity, integrity, security or sovereignty of India or to
strike terror in the people or any section of the people, dogsllagal activity with the
computer, and the result of the illegal activity is that any damage is caused or likely to be caused
or any life is lost or likely to beosedthen it is called cyber terrorism under part A. Part B is

, there are certain comgus were access to the computer is restricted because of the security
reasons or friendly relationship in other state. if without authorization you access it or download
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any data, in that event and with the intention to threaten the sovereignty or yntéghe
country, friendly relation with other country, public defamation, contempt of courts Act , both

are punishable under section 66A.
Participant: Will it include something like wiki leak?

Justice Yatindra Singh Yes, provided, yes it will include wiki leaks provided, the information

in that computer must be restricted in that computer for the reasons mentionad #mefié
somebody access it does it, then yes. Section 70, securing or attempting to sessrefacce
protected system. Government can of course protect a system, we talked about it in the
morning. Computer having a critical infrastructure information can be declared as a protected
computer and this critical information is also being defined as gutam the destruction of
which will hamper the security of the nati@tonomy public health and safety, then that can

be declared as a protected system. If you access or attempt to access it, then that would be
punishable under section 70. Let us coroethie second part, crime using computer or
communication devices. #nAct is contrary to any law it is an illegal Act, if consequence of

an illegal Act, is punishable also then it is an offence. lllegal act is a big sphere and offence is
a part of that ghere. Every offence is an illegal act but every illegal act is not an offence.
Adultery is one classic example. Some offences are punishable under the IT Act and some
offences are punishable under the other ones. Let us se¢helsaictions that are pshiable

under IT Act arelPC andhe Evidence Act, to my mind, they are the best drafted enactment
ever, very well draftedAll our enactments are not so well drafted, that is why there are so little
amendments in them. If you look into the IPC, it actugloups the similar offences at one
place.lt saysoffences affecting the body, of offences affecting property and like that. In It Act
they are not at all grouped together, but | have tried to groupititerthreeparts of offences
affecting human perss, of offences affecting decency and Morals, of offences affecting
property. There are two sections which were covering affecting human body and person,
section66 A and 66E. What Spam is to email, spin is to chatting deviibés was punishable

under setion 66A, phising, it is a, like already explained in previous sessions. You receive an
official looking kind of email requesting your confidentiaformation thatis phising. Cyber
Bullying, it is something which we have gone through in our time, ewtleehave bullied or

have been bulliedomeoneor at least we have seen some one being bullied. But you do it in

cyber space is called cyber bullying. Cyber stalking.
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Participant: Can | askaquestion? Leavthe world cyber. Take stalking, cyber use is anse

to show that the crime that is committed is by means of electronic medium, medium which
allows connectivity. There is an affecteersonphysically or otherwise and there is someone
doing it. If you delete the word cyber for a moment then bullying.

Justice yatindra Singh Bullying is an offence
Participant: Yes it is an offence, cyber otherwise What makes it sepecial?

Justice Yatindra Singht No because you are doing. Let me explain it. | will just explain about
cyber stalking therprobably this point will be clear. Stalking is watching or following
someone, or the girlfoysbeing lucky to get out of it. The girls have been victim of such
stalking, which is very frightening and annoying. Now stalking by the way was not an offence
at all under IPCWhen you do in cyber space it is called cyber stalking. This was probably
covered under section 66A. This has been declared by the Supreme Couurlita \dieus in
Shreya Singhal casehave lot of my reservation about this case because once nobody was,
none of the petitioner was actually chargeder sectio®6A. Under PIL it was done, affected
person had not come forwaihe minister who has drafted section 66A, under whose regime

it was drafted, he said | am very happy, it is very wisely worded, | am very glad, the NDA
minister who was part of committee which recommendeghasnendment he also said | am
very happy. If you read the judgement probably all this things are not covetembmething

else is covered. Perhaps if the affected person had come forward or they have filed a 486 or
226 petition, the court would have quashed section 66A, it would have said nothingadding,
atthe most it may be defamation. If you think it isateftion you go for nuisance or as far as

Calcutta case was concerned, Mamta Didi was there.
Participant: That was not stalking, that was wh&meoneaised face book or...

Justice Yatindra Singh | am saying that, | am just trying to say that | have soservations

about this case because the question was not there but there after they say that it is too widely
worded , it could have been saved by confining it, the result is perhaps phishing might be
covered somewhere else which | will talk about, resthhree, spam anspam cyber bullying

and cyber stalking, were not covered, not punishable at all, after Nirbhaya incident, the
Parliament has amended IPC and they haglded section 354 D. 354 D talks about stalking

as well as cyber stalking. Both therttps have become punishable under 354D.

Participant: So it does not matter whether Shreya Singhal is there or not.
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Justice Yatindra Singh but spam andpamis there. Cyber bullying is there and Phishing may

be covered or may not be covered. 66E is abantspment for violation of privacy, if you

take electronic record, private parts of somebody or transmit pictures of private part of
somebody, then without his or her consent, then that is punishable under section 66E. Affecting
decency and morals. Thispsblishing or transmitting in electronic form any obscene material
punishable under section 67, sexually explicit act or conduct 67A, child pornography is very
widely worded, very widely worded and to my mind rightly very widely worded, if you try to
entice a child. A child is defined as somebody who is under 18 years off agel entice
somebody, cultivate eline friendship, in ordeto doany sexual act or a conduct which is not
approved by a reasonable adult, then that comes punishable undelf 6&B. record,
electronically record child abuse or child in sexually explicit act then that is also child
pornography. But unfortunately the punishment is too little, it is just 5 years. It should be much
more than 5 years. It also has some mandatory mmipunishment. Say 5 years 7 years, like

in rape, you have to give special reason in order to give a punishment of less than 7 years. 67B
also provides exception. It talks about, if it is in the interest of science, art, and culture then it
is an exceptiorcarved out there. Affecting property, if a person dishonestly receives a stolen
computer, which he has reasons to believe or knowing it to be stolen, then it is punishable under
66B. ldentity theft, if you use passport of someone else, or unique iddigificaumber of
someone else, that is called identity theft. Cheating by impersonation using a computer,
computer device, that is punishable under section 66D. Now all financial crimes, credit card
frauds, they are covered under 66C and 66D. Phishing toind/would also be covered under

66D, because yoreceive aremail, and somebody is impersonating to be RBI. There is much
more cybercriméhan it is reported, it is not only true for the individuals but for the corporations
as well. The reasons is oftdratcybercrimes generally related to obscenity or pornography,
that is somethingveryonetries to hide, so nobody reports, but basic reason is that people are
often not confident enough that they can be resolved. A quidkasatisfactory resolution of
cybercrimewill definitely boost their confidence and perhaps moybercrimewould be
reported.Beforel end this sessior,would like to use why | used the particular titie the
internet no one knows, you are a dog, infact the title is not minae taken it from a cartoon

on the internet, published by Peter Steiner in 1993,Niew& York magazineand here is the

cartoon.

(Showed the following Slide)
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Oz the Internet, nobody Eriows you're a dog. ™

| will do this thenl will come back to it. This is what is says, on the intermatodyknows

that you are a dog. Actually it is a paradox, it is a fallacyl onthe internet everyone knows

you are a dog. There is nothing private on the internet, everything is public. You will always
be caught, and theybercrimes often there because peoplenthihey canget anonymous and
then can get away with the crime. Like | talledmbut,llegal act is an offence if it is punishable,
now third topic of our topic deals with, it talldout racismxenophobiaand basicallythey

are hate crimeNow hate crimes araowhere mentioned in the IT Act, they are punishable
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only under the IPC, these are the sections where hate crimes are punishable.

OFFENCES OTHER THAN IT ACT
HATE CRIMES - IPC

o S-124 A Sedition
« S-153A Promoting enmity between ... groups ...

AW .S-153B Imputations ... prejudicial to national
interest

W9y + S-295A ... to outrage religious feelings ...
AN . C-XXI Defamation

/ g+ C-XXII Criminal Intimidation Insult & Annoyance

They are committed by public speech, by distributing a pamphlet, writing an article. But if you
do that incyberspace by publishingawebsite or if you do that and spread the information by
communication device. Themes youwould be punishable under these sections of IPC, though
they are not covered undeybercrime Thatcomes to the end of one session.. Mappinai
would you like to say something abamybercrime you may add if you wish to or if anyone

has any question.

Participant: | feel that the punishments that are described are too little or too less.

Justice Yatindra Singh Like for child pornography there is hardly any punishment, | say it
should be minimum punishment, mandatory punishment of at least 5 years and in many
countries it is death penalty for child pornography because it is something which you cannot
tolerate.lf something happens to your child it is very difficult to reverse it. It is very serious
offence.
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Ms. Nappinai: Sorry may | add one thing.
Justice Yatindra Singh Ya please say

Ms. Nappinai: On the punishment part, if you look at 2000 act, it is everilggss 2 year.

But what they did was they increased the punishment but diluted its effect by making it bailable.
It is muchworse 90percent of the offence under the IT Act has been made bailable and
compoundable, only for compounding they have madestiction saying offences against
women and children and impacting integrity and sovereignty of India are not compoundable.
The same idea should have been carried forward for bailable and non bailable offences, which
is not done. Again if you remembemkntioned that the Baji.com case was very instrumental

in bringing about a lot of chang@&hiswas one. There is one issue which | wanted to highlight,
now | mentioned in my session that child pornography, even possession pornography is an
offence underPC. One of the most horrendous development of recent time is the videos which
are beingirculated.These are circulated through social media inclutlifgatsApp You may

have asetting bywhich automaticallyhe thing gets downloadedou donot even knowvhat

the data is containing, that has been downloatlee laws says how you came into possession
that is not relevant, if you are in possession, you are an offeartethisis very dangerous.
Forsimple reason that this is all technology based.

JusticeYatindra Singh: Child pornography is something, something, at least for me it has an

irreversible effect.

Participant: What she said that sometime the things get automatically downloaded. Now the
thing is if it gets downloaded you see it and delete it, actually it does nd¢lgétd it is still

on your system and it can be retrieved. So what dagGu

Ms. Nappinai: There are two judgement from UK court which talks about Trojan horse
defence. Thigrojanis different from the Trojan | was mentioning in the morning. The morning
one wasTrojan software, this is Trojan horse defence which meanslttiat not do it,and
samebodyelse did it. What happened in case 1 is, child pornography is found on the computer
of one person, and he says that | did not put it there, but Trojan software came into my system
and it got downloaded? But the forensic report came and it showetiéh@omputer did had

that Trojan. The second case was even stranger than fiction. Child pornography found on this

computer. He say that the Trojan did it | did not do it. They verified that computer and found

64



no such Trojan installed in it. He said yemiyare right but this was a Trojan which had a self
destructive programme. So the Trojan came in, installed this pornographic material and then
destructed itself and therefore you are not able to find it. When they verified that whether such
Trojan softwae existed they found it and had to extend the benefit of doubt. So it works both
way. These are the two extremes which happen. As | was telling discretion has to be applied
case by case basis. Child pornography provisions substantially comply with thpeBuda
Convention. Though we are not signatories there we have adopted this. Even if POSCO if you
see, the person who comes to know about the offence is also supposed to register, the only
exception is only when you are a child or victim 90 percentage cases the perpetrators are
themselves children. Cyber bullying also 90 percentage of cases are committed by children. At
least 4 jurisdiction in US had introduced bullying laws because people committed suicide
because of bullying. We also have a caseadlygAirforce BalBharatischool, student was

ragged by seniors, he goes to their Facebook page takes their photographs and of teachers, not
just students, probably he finds that the teachers did not protect him. So if you see the cases
offline victims maybecome online bullies or it could be both ways. He morphed it with nude
pictures and circulated to all the students in the school and took it all over social media. In this
case when issue of bail, before the juvenile court case, it said that it isgusdtk of a child

because when child is angry as he goes and draws on the bathroom wall, he had done on social
media. That is not the fact, whereas the bathroom wall remain within the four corners of the
bathroom, this graffiti was all over the world.ist very difficult to have it removed. Once
created is always there. So these balancing acts between children as perpetrators and children

as victim is kind of missing.

Justice Yatindra Singht Mr. Dinesh you wanted to say something.

Mr. Deepak: Deepak, sow, | just wanted to say one thing...

Justice Yatindra Singh Mr. Dinesh Maheshwari was a judge of Rajasthan High Court, and
he knows that &m obsessed with that...hahdbeepak. Sé

Mr. Deepak: One other challenge that is comingspeciallyin respectto the Child
Pornography being defined or discussed, if there is any graphics which is not actually picture
of a particular person as such and how does the law deals with that sitliaios.the other

issue which is coming up.
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Participant: An also sir, the illustration which she gave short while ago that this was a sort of
reaction to the fact that this child faced certain situation which allowed him to go to that level
and morph pictures of. How des Because this is a question which ceni@r adjudication,

how one will decide. Please throw some light on that.

Justice Yatindra Singh Let me confess that | am not the correct person to answevitdybe

it Is case to case, often you look at facts of a particular case, often you do rnatt Sepytjust
reprimand him and use say sold him, let him go away and many things. Like for example these
problems keep on happening in real life as well. You look into it then explain to the person
concerned. For example if you look irttee bazi.contase Let us take a reaction towards it.

This boy from IIT Kharagpur what he did was he uploaded one mms on bazi.com. What
happened to the MD of bazi haeetharbail te myamnad heh e r
should have got the bail immediately becaussrethwas no fault of hidde immediately
removed it, he cooperated. Itis the matter has to come to Delhi High Court to get a bail, he
should have got a bail immediately from the magistrates court itself. But see the boy who did
that, who uploaded in bazieo He wagestrictedfrom IIT Kharagpur. If you were the judge

and it would have come in writ petition before you, what you would have donehat any

one of you would have done. If you take the opinion of all of us here. The opinion of all of us
is going to be different from Participant: The answer is that how you presemiativer. Even

in a service law jurisprudence, dismissal from the service is the highest punishment.

Justice Yatindra Singht No but it is very serious thing which he did. But what

Participant : But there is a doctrine of proportionality.

Justice Yatindra Singh The doctrine of proportionality differs from judge to judge. It is not
a very.Here | don'tkenowhat any one of you would have done, in this matteould have
neverrestridged the boy. This is todarsh gounishment. | think the guy is brilliant, the guy
came up with something. Something was wrong with upbringing. | would have exaster

restrictedthe boy. | would have taken the boy in. The boy probably did not have hisimen

makeup correct. Otherwise he seems to be very business minded, may be in a wrong direction.

Maybehe requires some correction.

Participant: may be counselling, it would have been an answer.
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Justice Yatindra Singh yes you are a police officer, whabuld you have done?

Mr. Patil: | have a different question, the question is about the age of the accused. During
investigationwhata police officer comes across is that either he is a college going student, one
hand there is a social pressure to takeackany times the issue grow up to such an extent,

| have dealt with one case when | was there. A threat email was sent, an FIR was registered by
an MLA, the accused turned out to be a juvenilesuch scen& do you feel that current law
should be amaled to bring the age of juventdewn?

Justice Yatindra Singh they have passed a law, we have done it already. But to my mind,
like my justices have said, probably the correct thing is counselling, it does not require anything
more. Like you know bala kab Thakre joke oRacebookor which those two case were tried.

To my mind they did not even require counselling, they did nothing wrong. The cartoon about

chief minister of Calcutta, it is ridiculous, there was nothing in it.

Participant: The question isare we looking at it with mens rea of a hardened criminal or that

of a person fooling around.

Justice Yatindra Singh The question is once you are a public figure, you have to accept
criticism. You cannot say | am beyond criticism. Some kind of jokéresaand comment is

always there.

Participant: You are subject to satire only because you are a public figure, otherwise, nobody

will bother about you.

Justice Yatindra Singh That thing you are right, and don't think it is only for the police
officer, itis there for the judges also. Irrespective of what judges say. | am no longer a judge, |

am a lawyer.

Participant: Once a judge is always a judge, you may not be talking office of a judge in the

court room.

Justice Yatindra Singh Judges are also in a way affected by mebigjudge they are not
affected, perhaps it is not true. They are affected. All of us are affected. Media is in fact today
most powerful thing. If you look into two cases, why i say that example, both cases of t
Supreme Court judges, where they had something to do with harassment. Now one judge had
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to resignbecause media became very offensive. For the second judge he was lucky enough to
get a stay order from the High Court and he got away lif there was ao gag order then
whether he is guilty or not guilty he had to buckle down under pressure. There is too much of
pressure and one judge he buckled down under pressure whatever happened. There is so much

of media attention.

Participant: The sad thing about is that the media never took it that this lady on whose

complaint all this happened simply evaporated after it.

Justice Yatindra Singh No sometime you are passing very strong orders against somebody
and youare avery clever chief minister or you are very clever person, a judge is very strong
order, it is very easy to allege something and when media catches on it plays and plays and the

same news is repeated for weeks and 24 hours.

Participant: That is because dhe TRP rating, nothing els&€he news will carry too much

advertisement.

Nappinai: In light of last discussion, there is one more thing which | want to highlight is which
was 66FIn fact | mentioned this in themorning that lwant to point out grave prédim in 66F.

If you look at the provisions 66F is divided into two pakrtam talking about 66F (1). It is
divided into two parts. The way it is divided with intent to threaten the unity, integrity, security
or sovereignty of India or to strike terror imetpeople or any section of theople. Thiss not

there in 66 1 B. So the mistake that the draft men has done is instead of putting it as part of
1, he has put it as 1 A. So when you read 66 1 b separately, what you will realize is that that
they havdransposed 19(2), directly into 66F 1 B

Participant: Itis not a drafting mistake, it is almost like clerical mistake. Someone should have

moved this to the top.

Ms. Nappinai: This is the time bomb that is waiting to buSbntempof court anddefamatio
is a terrorist act? Unless somebody is waiting to clalfifye were to read b as totality, this is

how it reads. Whoevémowingly or intentionally,

Participant: because there is a disjunctive or,
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Ms. Nappinai: therefore since there is &, the way it would read swhoeverknowingly or
intentionally, satherefore there is no qualifier there and anything and everything there would

become an offence.

Justice Yatindra Singh but probably it is qualified by other, access of computer goésutit
authorization and bla bla bla aty means of such conduct obtains access to information, data
or computer databadbat is restricted for reasons of the security of the State or foreign

relations;
Ms. Nappinai: May | read it further sir. There is afier conjunctive or there

Justice Yatindra Singh: Or any restricted information, data or computer database, with
reasons to believe that such information, data or computer database so obtained may be used
to cause or likely to cause injury to the intesesft the sovereignty and integrity of India, the
security of the State, friendly relations with foreign States, public order, decency or morality,

or in relation to contempt of court, defamation or incitement to an offence, or to the advantage
of any foregn nation, group of individuals or otherwise, commits the offence of cyber
terrorism. This is 19 (2)

Ms. Nappinai: yes it is 19(2) which has been transpostapefully through interpretation.

Participant: This again drafting is an example of computer, cpaste technology...Copying

it from there, did not know where to put Mr. Deepak: the other thing which happened was this,
the amendment bill was introduced in 2006 in December .Prior to that expert committee was
constituted in 2005. The final thing caong it was very fast development after Mumbai attacks

and all that, then we got 66F and some of the other provisions

Justice Yatindra Singht And they were quite different from the original bill.
Mr. Deepak: there was little discussion in the Parliamand birth the houses passes it.

Ms. Nappinai: In my presentation, | had put threasespne of them is this Amitesh Singh
which has been struck down by Gujrat High Court, but three are three cases which are very
very scary. In two instances, in first iaate the person was booked for 66F because he is in
possession of Pakistani Sicard thatis it. In the second instance, he is in possession of a
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Pakistani Sim card but it has been used for making calls to PakKigtathird is the most
absurd of all. lis a case registered under 498A and 66B.unless the husband terrorise the
wife so much that they thought to proceed under 66F, it is impossible to how they manage o
add 66F. Unfortunately the High court judgement is for compounding of case and funguas

So | was unable to find anything further. But the sections show clear indication of how it has

been misused.

Justice Yatindra Singh Let us come to the second part. The IR disputes in relation to
information technology. About 100 years ago, exaatly916,petitionj in London University

vs University Tutorial Press case, he said, he observed one like, What is worth copying is worth
protection. To my mind this most succulently captures the genesis of Intellectual property
Rights. These rights aredadly creation of mind and they lie into two categories one copyright,
two copyright which can be there in the literary work, it can be in artistic work, novel, story,
painting, photograph and industrial rights, it could be patent, geographical indidationld

be trade mark. There are number of different kinds of IPRS. WTO conceives it as 7. There are

much more than these 7. So far as IT is concerned five of them are relevant.

(1) Trade mark
(11) Copyright
(111) Undisclosed Information/ Trade Secret

(1v) Patents

(v) Layout Designs (Topographies) of Integrated Circuit

Trademark anctopyright, they are relevant as far as internet is conaer@opyright and
undisclosed information or trade secrets or patents they are important as far as protecting a

70



computer software is concerneblay out design, topography and integrated circuits is
concerned, many people think that Act is so successfuthibed is only onease.We will
concentrate only in first four, so far as internet is concerned there are ten kinds of disputes.

Pragya please read that slide
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(1) Domain Name Dispute

(11) Cyber Squatting & Typo squatting
(111) Protest Website

(1iv) Copyright Violations on the websites

(v) Linking
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(vi) Imaging Linking
(vil) Framing

(vii1l) Metatag & Keyword
(ix) Selling of Trademark

(x) Peerto Peer file sharing
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The most important one is the domain name dispute. That is the one which is very prevalent,
very common in our countrylhe rest of them, theybersquattingand typosquatting and
protest website are kind of off shoot of domain name dispiRtetof themare not so common

at all, so we will concentrate on as far as domain name dispute is conédestad.them we

will leave it, after the session we discuss or if time is left we will talk about it. In order to
understand domain name dispute, some kinaigibry would be necessary. Widerfwas a
mathematician, he was a software engineer. Bob kahan was a computer engineer. | will do it
very quickly. In 1970s they found owt way that information in a computer could beoken

into small packets which MMurli and Mr. Deepak were kind enough to explain what packets
are in such a way that if they are sent to another computere puild thee information again.

This happens under a protocol which is called Transfer Control protocol TCP. This can happen
not only if there are two computers but if there are number of computers or network of
computers. This happens because of a protocol called Internet protocol. Every packet is like a
post card or envelop. It hasaddress of computer sending and receivinghis is knows as
internet protocol and address of every computer onintegnet iscalled internet protocol
address or IP address. Internet, like told in earlier sessions also, is like a network of computers
capable of communicating themselves, leses what web technology isTim Berners lee

did hispostgraduationn Physics from Oxford Universitywhere hevas banned from using a
computer because once he had hacked all the computers of Oxford University. After passing
out he went and joined CEREERD is a nuclear physics laboratory of European nations. It

is based in Switzerland. At that time they had different kind of scientists from all over European
countries working there. They had different computers and their information was in different
format. The basic job of Tim Berners lee was to ensure that information of one computer can
be taken to the other computer and it can be read and modified there. While he was performing
the particular job he started to think that is it a way, is it posdialeinformation of all the
computers be kept at one place may be kept in such a fashion that they appear at one particular
place. While he was thinking about this particular solution, he invented Web technology, and
in doing that he took the help of twargs, one wasypertextmarkup language or HTML,

the great advantage of writing of writing any information in this language is that you could link
information which is written on HTML in this one and this is donaabtyally embeddinthe

link in that information. This link appears on a special colour specially blue or special
formatting generally underlined and if yalick onit, it takes you t@another informatioand
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this transfer takes place under protocol called hypertext transfer protocol or HAg Rrst

web page was uploaded in CERN on 6th August 1991. This was intellectual property of CERN
and they made it free on 30th April, 1993. So internet is a way of communication between
network of computers, web is a particular way of doing it. Butdbisonvenient and it is free,

does not cost you anything. Many times we understand that web and internet is same thing but
it is one of the methods of communication whereas internet is much bigger sphere, web is the
smaller part of the sphere. They calvigb because if you look at spider web, two points are
collected by a thread. here also two also information could link it the way it is likea web

pages anywhere around the world, that is why it is called world wide web www. Mr. Murli was
very kindenaugh to explain in very detail I®ddress. A server generally all the information is

on the server, you call a computer a server becausss ttanectedo internet 24 hours. An

IP address of a server is few digits separated by tHoteu look into IP address of yabait is

called 66.94.230.31. IRddress ofAllahabadhigh court is 221.134.71.211. Now it is very
difficult to remember these digits, domain hame is nothing but a very easy way of remembering
these digits, this IeaddressDomain name for Yahoo server is yahoo.com.At@habadhigh

court it is allahabadhighcourt.in. Initially one domain name corresgbonlky one IP address

and one IPaddress corresponded only to one domain name. This unique way of allotting
domain namea IP address is called domain name system or DNS. Today a domain name may
go to many IP address because traffic is increased so yahoo server could be many parts of the
world, different parts of the world. So actually if you type yahoo.com it goes to #reshe
server. So in that sense Ip address could be different but this is unique for yahoo. Suppose there
is a particularinformation and you want to reach particular informatibine Correct thing is

first you reach particular server. Then you go to paldicspot where that information is
situate. For example like yahoo server, the website, website means the URL. Uniform resource
locator. That is where the information is situate for yahootittis//www. HTTPT is nothing

but hypertext transfer protocdWVww is World Wide Web For Allahabad high court it is
allahabadhighcourt.in. Now if you want to know information about judges of High Court, that

in a server is located in a particular place, that is @oay servicelt is donated by particular
broadly if you type this address it will take you to the where the detafiBatfabadjudges is

situate. Domain name system is managed by a corporation called ICAN. Ii@erpetation

of assigned names and aelskes. If you see these last two words .com. Domain name is unique
for that particular digits. Typo squatting, | will just briefly mention about it. Like if you see the
last three words .com, they are called top level domain names or TLTs, there arELigny

.com stand for commercial, .gov stands for government, .net standstiwork and different
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kind of these are thereCountries have also been given top level domain name. They are
indicated by two wordslndia address is .in. Now ICAN does not nage these top level
domain names. These different top level domain name is known as country code top level
domain name. This is manageddfferent registries. They are managing it, they just manage

it and in fact the domain name is issued by a registhach is attached of these registries.
Often a questionarises. Carnyou take a domain name which is associated with someone
else? Can | register a domain name in name of sharukh kha@maabh Bacchan can | do

that? Or if | have a very small business, can | have a domain name which has something to do
with Tata What will happen if this is done? When this kind of dispute arises this is called
domain name dispute. In fact the leading case in our goontthisis SatyamnfoTechvs sify

thisis a case Satyainfo waywas doing a business in the name of sify. Sifynet started doing

it in the name o§ify. The question arose whether they can do it or not. Satyamirfii@oea

suit for injunction restraing it from doing it.| don't know what the trial court did but
Karnataka High Court vacated the injunction ordére matter was taken to Supreme Court
and there the Supren@ourtsaid that a domain name have the characteristics of trade mark
and they argrotected under the law related to passing off. If they are similar they can be
ground of complaint and defences are similar as in passing off action. So basically it is a

trademark.

Mr. Deepak: | just wanted to mention two things. One thing i was workiity sify at that

time morethan that another thing, today the company's name is sify technology limited. When
the case happened, legal name of the entitysagam info way limited however when this
company got listed on 19th October 1999 and was thensecompany to get listed is
NASTAG afterinfosys

The reason it is infy is that by NSATG the code that was given wiaso®yswas infy. Same
is with sifi, when sifi got listed in October 1999. They got the code as sifi and that is how sifi

got trademark under sify.

Justice Yatindra Singh There was another problem at that time because that was under the
old trademarks act andademark could not be associated with service. Trademark could only
be associated with goodBhe Supreme Court also said, no none the less it will be associated
with service as well All these registries, managirggm, net, gov or .in, they have come out
with policy to resolve the domain name dispute. But then jurisdiction, if | take a domain name

in the name of TATA then TATTA can raise a particular dispute. The matter could be raised
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under dispute resolution policy, it will go to service provider areds@rvice provider will

decide a case. Generally it is very good decision, takes about three months to decide the entire
matter and their decision is not final it is subject to decision of competent court. They can only
cancel or give you domain name. Bseérvice provider cannot give you damages or
compensation. Sour courts have taken a view that apart from cancelling or getting back the
domainname,if you are claiming forcompensationclaiming for damages, then it is not
necessary to first raise a digp there. You can come to the court of law direc§persquatting

is like, if | takea domainname in the name @&mitabh Bacchanor sharukh khan, Eeading

caseon this point is that somebody has taken a domain name matheof present finance
minister Arun Jaithely .com andrun jaithely filed a suit for getting back the domain name,

he got the domain name back along with 5 lakhs of compensation. Typo squatting is something
like JusticeSachdevavas mentioning. That 11 is written there instead.of le leading case

about it is Air France case. A person had takdaraain namelnstead of Air, they mentioned

Ari, and thinking by mistake if you come to this particular website they can sell something
else. Generally focelebrityspotting, generallyqu take a domain name so that in future it can

be sold for a profit, this is being donetbat youcan do survey or do something for them by
misleading them. We will do the rest one after the time permits but let us go to back to second
point protection bcomputer software.Computer Software has got two parts, one is source
code once is called object code. In the last part of session | gave you this. This is also a kind of

description.
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Source Code #include ,,proxy.h*

C'D’py I'ight #include ,.s1gnals.h*
Trade Secret #include ,.sslconn.h*

#include ,.sound.h*

. "
' I ) , I n struct PidginCore

{ char *ui; void *reserved;};

By List

S g b gtatic PidginCoreUiOps *_ops = NULL;
static PidginCore * core = NULL;

;;;I.h..l.ih'.'lh - m

This proxy heading or something of this kind, | can read it but | cannot make a sense out of it.
Probably a computer programmer can make a scene out of this. It is also a kind of description.
A description of a passage to a computer software. We knowyitwal, copyright lies in a
description. So source code is protected by a copyright. There is one particular question, it is
there, Sometime | feel in copyright Act, some mistake is there in Copyright Agtarld be

under some kind of mistake. If thispublished then this is protected a®pyright allpropriety
software is not published, that event it is protected as trade secret but if you look into the
copyright act even if it is written ngublished perhaps it is protected by copyright thatis
reading of copyright act. Personally speakinghfigselfl feel there isome mistake in drafting,

you cannot claim a copyright unless you publish it. because if someone else comes up with
same kind of description he cannot be punished unless he has thtal particular copyright

, you cannot challenge him for violation of copyright unless it is published that is a fundamental
thing. But this requires some shaking or some fault would be there.
Nappinai: Once it is expressed in any medium it is publishe
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Justice Yatindra Singh: Unless it is published.

Nappinai: No publishing is difficult from expressing. What copyright talks about is expressing

the work

Justice Yatindra Singht | am not saying that. | may be wrong. There is a difference of opinion
whichmay be there. I thought | thought that unless it is published, you cannot claim a copyright,
the reason is someone else comes up with the same idea, same description, he cannot be

prosecuted or punished.

Participant: No there may be an attempt to prosechig defence would be...

Justice Yatindra Singh: May be you can put it that way, | will not go into it.

Nappinai: the only thing in IP that has a monopolistic right is patents.

Justice Yatindra Singh: We will come back. Just wait, we will come to it. That is why | called

it is a dicey area. May be in some matter | never got this opportunity to decide many be one of
your Lordships will get an opportunity to devise it, this quest®ut to my mind, alpropriety
software is not protected as a copyright, it is protected as a trade secret. Like windows, if you
ask me, it is not protecting its source code as copyright, it is protecting as trade secret. That is
one of the reason, if you look into the offitéer office or open office.org is exactly the same.

But windows cannot sue them for violation of copyright, they have what they have done it,
they have reversed engineered it decompiled andhiey usedheir format, doc format, doc

is trade secreBut thatis slightly a dicey area. But it is definitely protected as copyright. The
guestion is hovan object code iprotected. Therwas differencef opinion this matter went

in Apple's Computers case to the Highest Court in Australia in 1986. Thityexaey allowed

the appeal against the Apple Computers, and this is also what majority said. Pragya read it.
This is what one of the judges, Justice Gibbs who was Chief Justice Gibbs of Australia High

court this is what he says

(Ms. Pragya Aishwaryareadng the following slide)
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i havé not fou -d anyﬂ1ng fhat has persuaded me
that [the object code] a sequence of electrical
impulses in a silicon chip, not capable itself of
communicating anything directly to a human

recipient, and designed only to operate a computer,
is itself a literary work or is the translation of a

literary work within the Copyright Act.

Justice Yatindra Singh Mujhe toBari muskil angrezi lag rhi thi ye to, main to iska matlab
yehi samjha Nehru place Zindabakahaha.that is the crux of thi$.do not know what Indian
Court would havelecided omprobably they would still be struggling withis problem. Still

struggling at the framing of issustage osomething other.

Participant: Would the word literary substituted in the word propriety work

Justice Yatindra Singh: | have not found anythindnat would have persuaded me to object.

Their argument was that this is protected as copyright.

Participant: There is not something that which cannot be protected under the copyright act
cannot be protected.

Justice Yatindra Singh May be the Australian HigCourt was only concerned, the argument
was it is protected as a copyright. There is some history towards it, | will explain that why they
use this particular words. Chief Justice Gibbs sayd tratnot saying that, | have just anything
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what the judgemd says and this is one of the reason he gave, hadginbject code, there is

no copyright in the object code. What he wanted to say was is whatever the object code is in
capable of being understood by capable of normal human being so it is not asierpoés

any idea, expression of anything, it is not also translation of any literary work so it is not
protected as copyright. That is what exactly said. But thankfully in India this problem never
arose, in the meantime the world Trade organization cataeskistence now WTO charter

has about, 32 or 36 documents. These are part of WTO charter, if you want to become the
member of WTO, you have to accept all these documents. One of the document is agreement
on the trade related aspect of IPR in short TRIRScle 9 of TRIPS talks about Berne
Convention. Article 10 talks about Computer Software. That is a source code as well as object
code, should be protected as copyright. We also amended our copyright law, in 1995 and 1999
and now the computer object inrotountry be it object code or source code is projected as
copyright. So if there is any illegal distribution of software, copying of software. Then of course
there are, copyright act provides remedies. If there is a violation of a source code which is
protected as trade secret, TRIPS also talks about that trade secret should also be protected under
the law. But in our country unfortunately there is no law and we have not been taken to any
court, that we should enact such law so we really does not havéasubht if trade secret is
violated, the only remedy is to file for breach of confidence. That is the only remedy available,
there is no other remedy available. Patents is king of all IPRS, it is most powerful IPR. | must
confess | am very open source gaged and | don't have left leaning at all. People will think

that open source is left leaning. Open Source got developed in America, capitalistic Country
as a way of doing business andybe lam slightly biased, you consider my talk in that angle.
Patent , TRIPS also talk about patent, article 27 (1) says, patbotdd be patents, whether

for process or for product, should be available in all field of technology, inventions, provided
inventons are new, involve inventive steps and have industrial application. Sub Article 2 and
3 provides when it can be excludékhe reasonwhy patents are grantéthatnew inventions

should come in public lifdJnderTRIPS it can be grantddr 20years so you have to disclose
everything how you are getting the patent. But for 20 years you cannot use it without getting
licence from the person. People should spend more in research, experimentation and also for
progress of science and technology. Nonetiselé you look into the basic laws of the nation,
mathematical formulas, algorithms, a discovery of new elements, discovery of new planet, new
species. Now all these are tools to do scieticéhey are also patented then there would be
counter productsral that is the reason, patents are not granted for these kinds of things. They
may be inventions, they may involve inventive steps, and they may, but nonetheless for these
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patents are never granted. Now these exceptions are provided for in the adt itsmffare

not provided in the Act, courts have provided these information. Now patenting a software is
a very debatable, very controversial issue and it will be a very good idea to have a global picture
of it. Let us go and look into what is they of United State of America. What the US does,
whether we like it or not like it, the rest of the world followatlab super dada to hai hijo

change whai karemng&lobody can say anything to them The Patent law of US, has no
limitations at all, there are rstatutory limitations, none the less, the American Supreme Court
has created some exceptions. The fssParkervs crook thatis a case which involved a
mathematical formula and the Supreme Court said that a mathematical formula cannot be
patentedthere was a case where computer software was involved for converting decimal
number into binary system, binary numbers. The Supreme Court said, computer system is a
pure algorithm, it cannot be patented. Then cMago Vs Prometheus, this was case about,
giving a medication to patient for a particular busindisgs a process how much it is to be
given, wheniitis to be given, it is a kind of process. Wtayo Vs Prometheus wascasevhere

they have summed up all this exceptions in one line. But they haveaadsanerelybecause
aninvention has a mathematical formula inntadgorithm, it does ndbecome upatentable. If

there is a practical application of law of nature or mathematical formula or for that matter
algorithm, then that can be patented and ohéhe exceptions they made wasamond

Vs Diehr case. Thissia case rubber wulcanizedby heating it. You heat it to a particular
temperature to a particular time. Thislationshipdepends oran equation. InDiamond

Vs Diehr case, what they have done was, there was a mould and they were heating. They were
heating it and every second, the temperature was being monitored fed to a camgattre

right moment according to Arrhenius equation, the temperature was wquld epen a mould

and rubber would come out and they filled an application to patdritatAmerican Supreme

Court said that there, there is a computer prograrhi@ethere is a fundamental law of nature.
There is a equation Arrhenius equation but ndmeess there ia practicalapplication,a
computer software is along with an industrial process and is capable of patenting, then came
avery debatable case. This3tate Street Bank Vs Signature Financial Group There was a case
where computer softwareas involved for converting decimal number into binary system,
binary numbers. The Supreme Court said, computer system is a pure algorithm, it cannot be
patented. Then canMayo Vs Prometheus, this was case about, giving a medication to patient
for a partiular business. It is a process how much it is to be given, when it is to be given, it is
a kind of process. NoMayo Vs Prometheus wascasevhere they have summed up all this

exceptions in one line. But they have also said, merely beaausention ha a mathematical
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formula in it oralgorithm, it does nobecomeunpatentable. If there is a practical application

of law of nature or mathematical formula or for that matter algorithm, then that can be patented
and one of the exceptions they made Weéamand Vs Diehr case. This is a case rubber is
vulcanized by heating it. You heat it to a particular temperature to a particular time.
This relationshipdepends onraequation. InDiamond Vs Diehr case, what they have done
was, there was a mould and they wkeating. They were heating it and every second, the
temperature was being monitored fed to a computer and at the right moment according to
Arrhenius equation, the temperature was up, it would open a mould and rubber would come
out and they filled an appktion to patent it. The American Supreme Court said that there,
there is a computer programme. Here there is a funataiaw of nature. There is aégquation
Arrhenius equation but nonetheless thera igracticalapplication,a computer software is
alongwith an industrial process and is capable of patenting, then casrg debatable case.

This isState Street Bank Vs Signature Financial Group, this is a case of federal court of appeal.
Now here there was a computer implemented business method.\irst&k had said that it
should be licensed, it was refused they filled a petition for decelethtibpatents void. Trial

court voided the patent, the appeal was filled, the appellate court said here computer software
is producing concrete result iroidg a particular businesand it can be patented. Within
observations it was remanded back to the trial court. After it was remanded the party
compromised. So the matter was never tested before the US Supreme and for trial court also it
got finished becae the matter was compromised. Now this created a lot of problem. Amazon
got patent for single click to get online transactidke if you go to amazon.com, purchase lot

of things, and it asks, if you want to purch&8eYousay yes, yes purchased. Thaent was
cancelledsomewherego, by a\etherland8logger.Hefilled an objection, they had a patent

and there was a case. They came out with, not a single click but doublé&glick.is Avery
debatable questiomukanme GayeDuganwale nepoochKya saman kahridna hajanBhai
kharidlo, isme how can a patent be granted for this, | fail to understand this. Well the patent

was granted. You don't know what is true and what is not true.

Participant: In seconds lot of bankaccount carbe hacked, money can be parked in some

obscure bank.

Deepak Maheshwari: There was a case in Delhi where one gentlemen who looking at IT
system in DESU, he actually, started rounding off the decimal and that money was going to his
personal account. In theslaysquitea few lakhs.
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Justice yatindra Singh:Slicing a very small amount of money.

Participant: | can share personal experience. | met testaurantwhere the bill came to
something. 63 pais&Vhereaghe card was swiped, they rounded it off tleamest amount. |

said lookl am not paying you by cash, .63 paisa can easily be entered into the system and there
will be an immediate electronic debit of 63 paisa from my account and it wifleeted why

you havemade it to the next integer. i amfggving you an example. It is understandable that

63 paisa is not in your pocket so you collect the money.

Justice yatindra Singh In fact all the restaurant owners are overcharging. If you look at it,
bill in restaurant has a service element intdl'itey are charging service tax separately. 60
percent. Sale tax can only be charged on the 40 percentage of théptioa.100 percent.
They are actually keeping the money in their pocRetvicecharge they take 60 percentage.
In restaurantvhenyou eat they charge service tax as walhathappens is 60 percentage of
the price or 40 percentageam not very sure, it is taken to be servi@e. If you eat for 100
rupees, 60 rupees for the service and 40 for the goods. 60 rupees pe to selwiEhtaxhai,

40 rupeeperthey should chargeale taxbut they are charging sale tax on 100 rupees. This is

wrong.

Participant: There was this argument made, that the fact that you are entering the restaurant
is implicit that you want a servic@therwseyou can have the food in your houkeupees

you are paying foaloo dum is actually the service you are paying f&o there is a double
jeopardy.

DeepakMaheshwari: In telecommunication, in certain type of services lsattvicetax and
sale tax can be charged, independent of each other. Actually service tax is charged on a service
component, and the sale tax is charged on the goods component and the Act itself sort of

bifurcate between the two because the product itself hasiaesand goods component.
Participant: When GST comes, we will be in different regime.

Participant: Thank you sanuch Sir

Justice Yatindra Singh Thank you

Ms. Pragya Aishwarya: Thank you Sir, now we have this demonstration session by PwC.
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Mr. Sachin: Youwant to have bio break and come back?

Participant: rest room break. Bio Break

Session 5

Justice Murlidhar : Very Good Morning to all of you. It is going to be an exciting day for all

of us. Hopefully we will have some useful interactions because we have got some very senior
experienced persons who now their topics inside out and it is a privilege to havhetem
share their experiences with us and as | have always said in the Academy, we should be free to
have discussions and forget all out individuals positions what we have. Be free to ask questions,
also be critical, if you find if you have another pointvadw of a judgement, even if it be of
Supreme Courtand inan Academy you should be able to freely discuss it. When you have
resource persons who have vast experience, it will be useful for us to bounce our thoughts and
ideas on them and see what we gt result of that. My basic role will be just to chair the
sessions, control the time limits and also the discussions that will follow the presentations. So
the first session today is going to be on electronic evidence and this is a topic that is of
immediate concernfor entire judiciary because in last 10 years we have had huge volumes of
electronic evidencdlowing in our courts, not just the HigBourts but also subordinate courts

and barring the changes to thevidence act and some of the prounsidbrought by the
Information Technology Act, we have not really device rules for electronic evidence for our
courts and which is a serious gap and in the Delhi High Court we are trying to address it by
actually sitting down to draft but this is actualhettask of the legislature. For some reasons

the legislature has not got into the act so each court has certain practice directions, like typically
for video conferencing Trial have judicial orders determining how video conferencing to take
place but is not a uniform practice across the country and it can to a lot of problems because
you to coeordinate with many more Agencies just not just the court and also the level of
equipment. Each Court may not have the same equipment to handle this so thesearke s

the issues how do you preserve electronic evidekast of all how do you gather electronic
evidence, how do you present electronic evidence, how do you prove electronic evidence.
These are some of the real burning topics that we are all grgpylim at various levels. So

it's a pleasure to have two experts with us Mr Praveen Anand of c&urdeny Idea was that

it's about 9:10 now you're supposed to end this action at 10, | think we can stretch it by about
10 more minutes so that we don'tddlat hour that we have. Mknand can gdfirst for about

20 minutes followed by Mr Vakul Sharma for 20 minutes and then we could have interaction
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for the remaining 20 minutes so withauuchado Mr Anand and | would request him to

briefly introducethe knd of work thathe has done.

Mr. Anand: | was under the impression that | have to speak for 1 hour in this session then
yesterday | was told 30 minutes and today 20 minse$will be rushing through the slides,

so if you have any questions we can lgmtigh them at the end or as you feel comfortable but

| will rush because | ammqueezinglot in less time. | have two presentations, | thought it was
important to get into some fundamental principles about electronic evidence. | am not quite
sure what bekground most of you have in terms of technology so | will dwell into few
technical aspects and hope that those are well received, so first | would like to talk about
evolution inn technology. | think it is very important to understand when electricainbeca
electronic. We always had electricity passing through wires supplying currents to bulbs and
other devices but those were analogue signals. It became electronic when concept of
digitalization came. That is very important. First time technology was gbgigl and what

digital meant was that you could for every switch, you could have an ON position or off
position. So if you could have microscopic switches, you could put them as on or off and
represent the on as 1 and of as 0. So if you could put ABG@&rms of Os and 1s, you could

have at the microscopic level on and offs at the chip level and so the A could
becapturedn memory. If you see the binary system, it takes a byte and a bit and essentially 8
zeros and ones constitute one bit and nwodredand fifty six combinations. So if you have

A for example it is represented by 01010101 that may bermAaybe 010100. So the number

of keys on key board are less than 256. You could have one combinations of 0 and 1 on each
letter of key board, which eftéively means if you are typing ABCD you are getting the
answers in terms of Os and 1s. Those 0 and 1 could at the microscopic chip level could be on
and off switches and so the letters could, or anything caafteredat microscopic level. So

the digitalization led to computers that is very important and with computers you needed
instructions to tell them how foreform their task so you needsdftware. In computers, we

went from printed circuit boards which w#sose greercircuits which often come oubf
televisions and radios when they are beregaired. They wensmaller and smaller to
integrated circuits. You will not believe it but today on one printed circuit board you can have
a billion integrated circuits. We are almost getting to such micpistevel. Itis almost like

getting molecular. That is why computers and devices are getting smaller and smaller. Software
are the instructions given to computdfdgt was man writtercomputer thatvas called source

code and then you had convertit for a computer to understand. When you did it through a
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programme called compiler you called object code. That was a machine readable language.
Early litigation, there was lot of misunderstanding regarding, only source code was protected
or object codevas also protected and there were various vies like the highest court in Australia
took the view that since object code is not a humanely understood language, and therefore it
cannot be literary work and therefore not capable for protection, and th&y ¢etdegislative

reform in order to get tied over that difficulty. Then second major after digitalization came,
networking. How you put various computers together and link them and if you link them in
1000 and 1000 you get an internet. So the internet av&reation of digitalization and
networking and also compression technology because the digitalization meant you could put
large amount of, for example the entire library of congress could be put into a box this big, that
meant a lot of compression antlat was only possible because of digitalization. So
compression technology is developed. Then came a big change which was convergence, where
your telephone, television at home and the computer would all become overlap iansuch
interesting way which | wiljust show you in a moment. So giyeur idea of this cyber
landscape, first there are many pears involved and each one has got different interest. Cyber
was the term used only when the internet came, so cyber essentially meant internet related.
Cyber Crme meant today because of overlapping technology and how they merge into each
other all devices multiple activities involving entering contracts, transferring mdneyng

selling, listening to music, seeing films, reading books, all this was covered eyixercrime.

It was a civil wrong also a criminal offence and here | would like to show you second
presentation, just to pause for a minute, just to give you a feel of. So you have at the regulatory
level by the two ministries, department of telecommaitions and information technology and

then you have internet service providers like MTNL, airtel, idea. Do notice that there are
roughly 249. Now internet service provider is different from telecom provider, we have only
11 of these. The first now requirgbey put a cable in your office and home and then you can
have a WAFi. But that is easy that does not involve huge investment that is why there are so
many of them. But there are few telecom service provider, here you need towers. You need
broadband lienses and because of amount of investment involved and you have mobile phone
producers like Motorola, Sony, and Samsung also. There are companies like Cisco that
produce, routers and switches to enable the internet to happen. To pass information from one
computer to another you need a device called router. Then there are chips producers, mostly
now located in countries like Taiwan and China. Then you couple that with software, you have
operating systems like Microsoft, Linux, apple, which are the basieva@tto run the
computer. So when you switch on the button of the computer the software that enable the button
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of the computer to load the screen that is operating software, then you have applications. There
are thousands and thousands of application peduAnyone who can write any programme

to enable any programme to be performednsapplication software. There are many like
Symantec, adobe and mobile phone apps. Now mobile phone became famous, everybody
wanted equivalent on mobile phones, you happ stores from where you can buy these
programmes. Then content generators like people who produce film&Viite Disney,
universal stories, Books and publishers like penguin. Games, broadcasters like HBO, Star,
CNN and colour. User generated is when god me produce our own content and put it on
internet or social media and here if you saw there are n numbers, which means no number and
then you have websites like search engines, google and you-bawengerce websites, there

you can have P to P, P toadd C to C and some of them will allow auction, some will only

act as market place and will bring buyer and seller to meet each other. Then there are streaming
sites, most of the piracy comes from direct download site and P to P sites which are pretty much
dark. The torrent site are what you might call the dark net. So this is nutshell of what the

landscape looks likeonow let us lookat the Information Technology Ac
Participant: Could be please talk aboutdP,Pto C

Mr. Anand: We would be all consuers so we are C and B would be business. suppose
somebody is supplying ramaterialto a five star hotel, so it is one business selling to another
business, end user is not involve that would be a B to B transaction, a business to Business
transaction. lon the other hand | am selling my car, my second hand car on one of the side
and you are a buyer then that is C to C. Customer to customer, sirydathave Bto C. So

The IT Act 2000, defines all these and | do not have time to go through this bpoijusbut

three places where | put content, so there is data, information and there is electronic record.
These are content the other are all devices or machines so you have a communicatipn device
visualizethat as modem delephoneYou havecomputerThen you have a computer network
where many computers are linked together. Then you have a computer resource which is the
whole system put together. the electronic record, the data plus this plus that everything put
together is computer resource and thegoter system is the inpdéeviceswhich you do not

do antarithmeticor logical functions themselves but only enable the inputting and outputting,
the printers, th&eyboard the peripherals, those are the computer systems. The offences under
the IT Act,| made an acronym that might help to remember all of thisMATT I SAT WITH

THE CHIEF TECHNOLOGY OFFICER READING THE CPC. So A signifies access, anyone

who has unauthorised access to a computer, then T for tampering, when you do anything like
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changing tke figure, changing something, transferring something. Misrepresentation's,
impersonation, and Identity Theft are the MIT where you are John but you call yourself peter,
in the communication. Then information regarding contracts and cyber terrorism, privacy
breach of confidence, obscenity, theft. So this is kind of quick summary of various offences,
there could be a lot. Every wrong is capable of now being done on internet so every wrong that
you see, you always have an internet equivalent now. But thiky npds it together into

something which one can try and remember.
Apart from these offences there are privacy and other cybercrimes.

Participant: Just now you said obscenity, there is something same in the IPC. So we look in

the general context or Classical definition context.

Mr. Anand: Classical definition but the act of communicating. The IT Act does not tell you
what is obscene, it says if yare communicating, if you are doing any kind of sexual
harassment, any obscenity or of that. It concentrates on the activity. Interestingly Internet is
like water, it gets into every recipe. Literally it has a figure in every pie. Other issues are piracy
and | don't have luxury of time to get into too much on that but to tell you little more on
principles. On piracy internet has been called a giant copying machine and the interesting thing
is the 100th photocopy is exactly the same as the first in digitdtl as compared to physical
photocopy where you diminish in quality as you go along making copies. Now very interesting
is the distinction. In classic IP law, you would have a distinction between the person who makes
and the person who distributes. Soking would be primary infringement and act of selling,
distributing would be an act of secondary infringement and that distinction would also be
practical because you would have lesser punishnemperson who distributes and a greater
punishment for th@erson who makes. But that distinction get burled on internet, you click a
button, and automatically a copy is produced and it is disseminated. The second thing that
happens is the transmission, used to be the source of wrong, the act of setting olé from t
creator. Whereas on the internet you found that if you have a server, people reach out to you,
and it is the opposite. So they had to come up with a new right which they called making
available right. When you are making your content available, ratbigibdting your content

or transmitting it. The third principle was ephemeral reproduction. It Meant that unlike books,
when you read them you do not photocopy a part of the book in your mind. But in the computer,
you necessarily copy when you are runrtimg programme, just by running it you are copying

it in the RAM Chips of the computer, so you are making a copy into the computer and that is
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reproduction. But that is reproduction only till the time you are runtiiagrogramme that

why it is calledephemeral reproduction. Finally cache memory, every time you go to a website
there is a cache created which is a memory of whatdbwf your activity and unless you

clear the cache, somebothymorrow will be able to tell the entire historgt you wentto car

sites, you are very fond of Ferraris. So these are important, it is a buffer, the cache memory.
Now the internet technologies, goods are now passing through wires and we will just see that
in a moment. There are walls of anonymity. So the Delhi iighrt in the yahoo, which was

the first domain case, recognized that the potentiality of harm on the internet is far greater
because A there is anonymity, you hide behind the walls of anonymity, people do not
even know you are man or women or what amgand you can cause so much more harm.
Rather than distributing a letter to thousand people you press a button and it goes to millions.
So the decentralized servers and architectural changes that have taken place. Then servers
getting decentralized and aige of architectural, this is very important. Because what that
means is that when you are receiving an email from me that he is entitled to insert an
advertisement in that email whilat is being transmitted and then if he can insert an
advertisement hean also tamper and change the contents. These are goods which pass through,
films, music, software, books, they all pass through the wires. Now this was the yahoo case, a
domain name case where they said, that for the internet, because earlier thaozesedaws

have beensaying that there is no distinction between standards between the internet vs that of
the physical world. But the Delhi High Court took a view that because of the differences on the
internet, the anonymity and the potentiality af tharm, we should have a stricter standards for

the internet because half the time you cannot even discover who the person who has done the
wrong is. Now Sony employed in order to encrypt the content on their CDs, they employed
encryption technology whicbost them millions of dollars. But it took a college students two
dollars of open to discover to discover that the encryption was written on the edgdissdioe

and if he put a black mark on the edge he broke the technology. That is why the corseept aro
of if you break a technology, it is like breaking a law, should there not be a punishment
equivalent to stealing the content. WIPO came up with a treaty in 1996 where they called it
circumvention of technical protection measures and anyone who thesak a password or

break an encryption or breakdangle,any locking device is equally punishable. How much

time | have Sir? Around five minutes.

Participant: How do we implement the WIPO treaty?
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Mr. Anand: | will just show that, it has been incorporaiedhe Indian domestic law by an
amendment. So what is this, this is what | call a technology sandwich. So the first layer is a
law which is let us say copyright law, which is do not copy somebody's book, the second layer
is technology which is used byt les say, famous publishing house to protect that content from
being copied from the internet, let us say an encryption or password scheme. If someone breaks
that, then there is a second law which says that if you break that you are equally liable as you
have violated copyright. So that is the second layer of law. And these are the kind of
technologies which are being used. For text music, video, there are all different technologies
which are being used in order to manage the software on the internegtosplifeak these
technologies you arequally liable under the new lawvhat are the sources of electronic
evidence? Phone calls, record obtained from tower logs, emails which are obtainable from
S e r v e rdisks primtarridtory, when a document was printed, so it may have been erased
from the computer. Websites and web history and also do not ever forget web archives, there
are archives where even when the whole website have been deleted you can still go to the
archive and see that this website existed on such and such date. Then the HTML, the underlying
code when a website is made can be looked it and you can find Meta tags which will give you
the intention of the party. We had a case of Delhi High Court winenelsody had copied on

a websiteC o | g avebsité, sve could find html, in the html code the meta tags had the word
Colgateso we could immediately know that the person, because the persons defence was | have
done it independently but the smoking gun enm®ewas there in the HTML code. It is very

easy for an IT person to open up html code for any website, you can be taught how to do it, it
takes 10 minutes and then you will be able to check every website for html code. Two
safeguard, one is confidentiahdafor thatthe Delhi High Court in theNest guard=ranscon

case set up a confidentiality club so that the defendant cannot say that | will not disclose this
information because it is confidential. The court said we will keep a confidentiality regime and
you will then disclose. And then privilege, | have taken only a few privilege, sectioh226

of the Evidence Act. Deletion, when somebody deletes something it leads to an adverse
inference that he is trying to hide something and hence companies thebavaysgry strict
procedure for when a deletion can take place. Intermediary under the IT Act and the Rules, are
obliged to preserve all the information gy to90 days, then there are two rules, | am rushing

Sir, 1 will take two more minutesGlow backrule and the quick peak rule. Essentially if you

have taken too much in discovery then you are obliged to return that which was not relevant.
These are the rules which US uses. We are trying to incorporate these through case laws. The
evidence act therare relevantprovisions, particularly section 65B that is how electronic
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evidence is proved, by having section 65 B affidavit. | will have more time in the second session
of | will be able to cover son® it there. So let me conclude by saying that eleatrevidence

is a modern litigators tool and it can solve any crime where a person touch the internet and why
because a lot which is not visible in a print or to élye isvisible electronically such as the

meta data or time stamps of the creation wlaghvisiblewhen you print, or the deletion
history, that is always there. Up&layers you can go down. If a person deletes something and
put something like that 8 times you can go down. Then finally once sometigegdasated on
internet it is very difftult to remove it andatagreenp e acése was a case where, we will

talk about that in second session. But essentigliy was called Tata demons by green peas
and that there is a law suit which might be successful but that information will never go awa

from the internet. Once it gets there it remains somewhere there. Thank you very much.
Justice Murlidhar : Without much gap | request Mr. Vakul Sharma to continue.

Mr. Vakul Sharma: | think Mr. Anand has made my job much easier, just to put across certain
facts. Till 1984 there was no word cyber space in the English Dictionary. It was a science
frictional work by Neuro Menson. He in his work for the first time used the word cyhee sp

If you look at the root word, then this root word cybas aGreek root work and it came from

a word called cybemet tickswhich agan has an origin in quber net kewhich in Greek has

to do with metaphysical and philosophical outlook. So the wgher has origin from let is

say the old school. Now looking from the point of view of appreciation of electronic evidence.
Since | have one more detailed lecture so | will just try to introduce certain concepts here. The
first and foremost thing is whatectronic evidence is as such and when we are looking into an
electronic evidence what kind of evidence we are looking into. If | just look into very simplistic
definition of what is electronievidence?The IT Act has a different word it says electronic
form, so a digital form or electronic forms they are synonyms here. That a party to court may
use it at trialWhen llook at the electronic evidence which is presented beforeotim oflaw,

first thing is collection, followed by analysis then its preagéon before court of lawlf | am

going through all this processes from where | can get all this information. So in the centre i
have user created digital evidence. It is in the form of my subscription to web email, my web
chatting, the text messagesiah | have sent, th@/hatsApp or any kind of chat platform in

form of text, kind of messages, video, images and the kind of data base, which means kind of
information which | am generating over a period of titid.look my entire mail history is
nothing but data base. | can classify them into different file, give them different names and yet

it becomes a kind of data base. So data base is here a collection of information af dorm
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folder. So what kind of evidence am | looking into, when | say wiad lof evidence i am
looking into, | mean the kind of evidence the courtslao&ing inta Back up registry files,

there are print outs dfundredsand thousands of pages presented before the courts, creating
all sort of information, all sort of activitipgs. If | am looking at point of view afall data

record CDRs, it is nothing but could be offered as a backup by the registry files. So the point
is this kind of voluminous information, which is being registered every second, every minute,
this is registred where. It is being registered where calls are being registered. If | am making
a call data, time, duration any such number are being routinely being recorded in a server. So
the question arises what is a server, server is nothing but a advanced fowonaputer, it

means a computehat servesnultiple computers in a simple manner, so a server is a huge
computer which has huge capacity and that records each and every detail, every key if | am
going to press and if | have net activity, then every Wiich | am going to press will be
recordedsomewhereSo what kind of collection | am looking into, emails, digital photographs,
ATM transaction. What is in ATM transaction, the ATM cards which you havehgsta
magnetic film at the back and this film ¢ams all necessary data. There are cards which come
with very small chip, instead of magnetic tail it can have a smart chip also. That means every
time | am going to use that card, my pin is being registered, my name, the activity is being
registered somewhere, some server located. They instance messages, blatkizesApp

V chats, VOPI, skype, the issue is this is huge amount of details which atabkevai

in particular case which may be presented before a court by the prosecution or by defence
council. The point is in order to appreciate their authenticity, relevancy and admissibility it is
huge task. Will demonstratén thesecond sessigmall data records which is being presented
before the courts may be a fallacious thing. Court may not record the call data record which is
being presented. The IP addresses which are being presented before the court, the court may
have to look into the entire oiguration of the IP addresses. In very simple term what is an IP
addressp Address represents internet protocol addreléds set of numberEvery timel log on,

my computer will terminate a particular set of number which will provide physical
communi@tion from where such reading was mableeseset of numbers are being refereed

as octaves. So the number could be. There is four set of numbergotild be any number

from Oto 255 So every time | am logging there will begecificnumber generated/bne and

that specific number will provide. | will just give an example. Suppasgbarcrimeis being

committed from NJA, Bhopal

Participant: Who allocated these Ip address
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Mr. Sharma: It is allocated by an international body, APNIC. AB&cificNIC. This provided

a set of IP addresses to internet service provider. First number denotes whether it is from airtel,
bsnl or any such provider. Second number provides the location. Third provides the state or the
town and the last digit will provide pjpoint national Judicial Academy.

Participant: | use my laptop here with my data dongle. Will /ydhange?

Mr. Sharma: The moment you use tliatadongle the carrier, kind of arrangement, suppose
you are having an idea dongle and ideadsworkinghereso idea has to latch on the airtel
network here and the moment they do so, number will be placed and this is how it is done and
this is considered to be a very good tool from the point of view of forensic evidence. Now the
problem is we do not know whenaukind of affidavits being presented tefjecomor ISPs,

saying that this is the numbekirst point is there has to be date and time. IP addresses keep
on change they are not static. First question that is to be asked is luavgaLstatic Ip address

policy or do you have a dynamic Ip address policy. Number two what is the date and time.

Without date and time, this IP address has no meaning.

Participant: Electronically is it possible is it possible for the creator of the IP address to
manipulate the da

Mr. Sharma: The point is masking is possible that is why it is always possible that when such
kind of evidence is being given by ISPS before the court they should file it on an affidavit.
Spoofing techniques, when you are spoofing, you are alteringléice, time, it is always
possible because such application are availabléhennet But the point is by forensic
examination at the server level of ISPs theyfoash outthat yes whether a masking has been
done or not. Suppose | will just take one example here, national judicial Academy, | am not the
only person using thelVi-Fi, there are 100 others using it. But MWy-Fi has given to me in

room number 6. So the moméiitave committed a crima roomnumber 6, they will find out

yes theWi-Fi at NJA given to room number B.I am using a licensed service providenere

are proxy server also which are there. If | am a license service provider | amppotsed to

use fom cyber security point of view,do not have to connect myself with the proxy servers
because this is one much undertaking which most of them are following. It is known as ISO 27
thousand 1. There is a regular and inspection process to see whethatathe Heing
compromised. The momert am going to connect myself to your route servemarh
compromisinghe data of my users. The moment | enter into hotel room, the moment | put my

card into that slot, someone is recording my coming and goind asoleaving behind my
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digital foot prints every time. Supposem clickinga picture from my mobile phone, the
moment | haveclicked apicture from my smart mobile phone it will give away the latitude,
longitude of this place. So the point is from the pointiefv of not only the collection of
evidence but its presentation before the court and its appreciation that has to be taken from the

point of view of this slide

Participant: You said the IP address is never static, the money you log in the number would

change.

Mr. Sharma: No the point is, | would just like to clarify here, once | have logged on | will get
one IP address, | logged off. | again logged on | will have a difféReatddress, but it will
depend whether that service provider is putting across to me a static, one address 24 hours or
different addresses aifferent time period. SO the first question which is to be asked is do
you have static or dynamic policy. Dynanpolicy would be he would be giving new number
every time | am logging o.heselast may change the first would be same. There would not

be variation infirst 2. 1st is ISP, 2nd is reason, 3rd is which state and the town the exact
location. If you aren same area first three would remain same. 2nd important thing is without
data and time. | am seeing 100 of cases being filled where just on the basis of IP addresses
without data and time it would have no value what so ever. There could be many reasons wh
IP address is showing not available. There could be some conflict with the device also. That is
why you can some time get a message that someone else is sharing your IP address. This is
some sort of configuration that has to be made with the devicetlitengost important point

with the point of view of court is the hard disk. Do | have 5 minutes? So in a very simple terms,
what is a hard disk, it is nothing but a recording device. It records each and every key stroke.
Even if | am deleting a device ian be recaptured from the hard disk. What could an inside of
hard disk may look like? It could be a spoon like tiismagnetic spoon. If | flatten this
magnetic spoon | will get a picture like this. The entire magnetic film is divided into sectors so
whenl save dile. | will save a file across like this. | have saved one more file. But if hard disk

is not handled properly what is going to happen. Some of these sectors will become bad sector
and | will have difficulty in reading the entire file. That medime integrity of the text or content

will be lost. That is why the preservation of the hard disk is the most important aspect when
we are looking into connection and subsequently retrieval and also from point of view of
appreciation of such evidence lhetcourt. Same thing is applicable when | am looking into
memory card, we have memory cards, sim card all these have let us say a kind of spoon which

records each and every thing and the difficulty is the kind of malkhana which we have got. The
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electronicevidence will be not saved for the entire trial period. At the first staghen the
application is moved by prosecution or any such party replica of a hard disk or clone is made.
What is replica or clone? It is sector by sector copy in form of DVD.v8a # the trial runs

for many years. You are not going to touch the mother disk. You have the replica or clones
which can be looked upon or presented before the court in form of authenticated thing. So |
think in electronic evidence preservation this dole the first most important thing,
considering the kind of situation which exist in our couswyt is in form of replica or clone

ina CD.

Participant: Will replica beanadmissible evidence
Mr. Sharma: If it is being done with the permission o€aurt

Participant: Older High Courts like Calcutta from where | am, we had taken a policy decision

to slowly digitalize all our archives and records. Now we started the process few years back.
Unfortunately we had to give it Bmoutsourced agency and Wwanted to make them into CDs.

What happened is 2 of the Cds were corrupted and we had to, because we can always de
materialize it, now some fortunatelye knew some of those writ petitions or bail application
which we had taken , luckily we were saved. SWgped that programme. There is a problem

here at very practical level. We are thinking, not only our High Courts but other High Courts
as well of slowly going into electronic storage now how to make it full proof, because even a

replica or clone it caget corrupted.

Mr. Sharma: Sir theanswer toyour query is, once this replica or clone is made it is signed

with the help of a digital signature.
Participant: What if the technology goes obsolete. We do not get DVDs any more.

Mr. Sharma: Yes, so point ishe digital repositories, can be created and it should be created.
Becausethe point is as your Lordship has rightly said, yes | mean even the .doc is moving
to.dox so all this kind of lets us say format change are going to happen. the point is a digital
repository is maintained and the point is replica and clokéisatis the guarantee that they

may not be tampered with? So as and when they are made, they should be signed with the help
of digital signature, if there is angtercalationand any differentlate bysomeonehen yes it

will show that someone has changed the message. So this is how the text from that point of
view can be preserved. One thing is we can always say, that how about digital signatures they

can always be corrupted. If you ask me thieedigital signatures are full proof, | will say that
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with the present computational strength available to me | can hack into digital signatures also
but it will take me 10 to the power 9 years. This will happen when Sun and Mars will come

and collide, s | can hack into digital signature but it will take tmigch timeperiod to hack.

Justice Murlidhar : | have amore practical question like, let us say that | have got a mobile
phone which is used to make video clips &mehntto tender that as evidenc®roduce the
mobile in the court and | say | cannot leélve phonevith the court because it is an expensive

phone. How will the phone then extract or make a clone of that.
Participants: very easy sir

Mr. Sharma: the point is whether a judicial officer can be asked to look into a mobile phone
because a judicial officenas judicialwisdom but he is not having that technical wisdom
available to him at that point of time, he may look into that particular thing.tNewossibility
before him is forensic examination by E&o that person has to give application before the
court for forensic examination, whether it is in one single flow or it is cut and paste, or for any
other modification, so that can be doBe. orensicexamination that has to be domfecourt

has to look into some truth in the evidence.

Justice Murlidhar : Court cannot receive it till it is first presented to the FSL lab then a copy

made and it is then presented to the court

Mr. Sharma: yes thecourt cannot receive it, the court cannot collect, and first an application

has to be placed for getting the phone examined.

Mr. Anand: It is something we do all the time so | think | will give practical answer. Although
your answer is the right answerwlll add to that. What we do it we take video on mobile
phone, it is very easy to put that in the DVD then that DVD along with an affidavit of the
person who own the phone with full details and the fact that this was the DVD done in his
presence it is ndampered, all the information of 65 B is put in an affidavit and filled in the

court. It is extremely rare, for a defendant to come and deny that.

Participant: the question was if you a phone, the phone would show it as a single video, the
only way to chek is whether there are gapg.is from the original. If you copy it on DVD
the entire time stamp will change. From a DVD it is not possible to verify whether it is a

continuous recording or there are breaks etc. That can only be done from original.
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Mr. Anand: If all of that becomes relevant. It might be relevant in which case it is very
important the exact thing but in civil action broadly, our experience is the defendants come and

admit

Mr. Sharma: As a defence counsel | will ask that please give me details of the device from
which this mobile phone has copied in the DVD so the point is and one thing more, by recording
from mobile to a DVD there is a format change also, so all kinds of questiothe carsed,

from point of view what was there in the mobile and what is now being exhibited in DVD.

Participant: Even copying of the DVDIf, it is used for a device which is using pirated

software.

Mr. Sharma: there are so many things when we are lookihdrom the point of view of

capturing analysis and presenting before the court electronic evidence. This is a case of 2002.

JusticeMurlidhar : Can | just suggest one thing, we widke aea break then we will continue

and we will then merge into nextppawe will keep it from here.

Mr. Sharma: | will take 5 minutes on it and thérhave one full session.

JusticeMurlidhar : Let us now take a tea break and come back. 10:30
Session 6 and 7

Mr. Sharma: let me re assume. If | say electronic evidence inigtg¢ of 2002 judgement,

then it is duty of the court to appreciate minutely carefully and analyse it, when it comes to
electronic evidence per se things become extremely difficult. Why, because certain steps were
not followed when the collection of eleshic evidence was donegrtain steps were not
followed whenthey were analysed. So if there are gaps before the court need d not follow, it
need not muster what the courts would say. So again in very simple terms, what is an electronic
evidence in todag' context? Thevidencethat existed in electronic form is being produced
before the court in a tangible form, g courts are presently examining, the print outs and
yes we have section 65 certificate also. So the exl@oeronicevidence that is prested before

the court is in tangible fornm thefirst half wehad talked about the hard digért, and there is

a judgement by the Lordship, Dharamveer vs CBI, where the Lordship has said that the hard
disk isa documenbut one part of that judgement has been missed by us all. Lordship has also
mentioned that the marked hardship should be kept in aseptic device, it is a case precedent so

why not that hard disk of the important case be kept in a septic environmentediede kthat
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judgment it is towards the end of it. So the point is that | am looking into it as electronic record
so basically tangible form evidence that is electronic record data record or some document sent,
received or stored in electronic for, micrafilor computer generated micro film. So we are
basically looking into all sort of electronic evidences which is being generated by us. Whether
itis in form or WhatsApp oATM machine, in fact this presentation is nothing but presentation

in electronic fornso this is an electronic record. | think this is what the court is grappling with,
can it be tampered with if such evidence is presented before the court. If this is true then these
also are truth. They could get tampered. There could be tampering wdiekirsdl of Cdsare

there. So just maintain a DVD will not suffice unless and until it is signed with the help of a
digital signature. So just merely a cd presented before the court because the point is section 3
of the IT act says, electronic records taabghenticated by means of digital signature so if dvd

or cd is an electronic record or a document then yes under section 3 of the It Act, it has to be
authenticated by means of a digital signature. So the example that we took before the court, are
we expeting judicial officers that they are technocrats, the answer is no. Judicial officers
cannot be seen in the light of technocrat but yes the court may lose an evidence not because of
the technology but because of lack of appreciation of evidence. Sk Ithi@hbecomes the

most important and | say buzz word, that of appreciation of technology as such, which is the
most important thing with the point of view of appreciatingthe evidence that is being
presented before the judiciaryhe questions before ghcourt when they are appropriating
electronicevidencedid the investigating agency get the evidence or did they fake the evidence.
Most of the time print outs. No one is challenging section 65 b. Millions of print outs being
presented before the courtsthout section 65B. So the point is these print outs whiaim
receiving which is being deposited, which is part of court file it could be a fake print out also.
So onus from that point of view is | should say very significant, this case that is Mohammed
Azmal Kasab case, which has looked into the entire thing, the entire scenario of electronic
evidence, whether it was in form of cctv footage, mobile devices, data cards, VOIP, everything
has been dealt in detail. In fact Justice Taheleiani, this is tideokiwork that he initially did.

This is the kind of work which he did when he looked into the entire thing and infant the
original judgement and the entire court judgement. Understanding the nuances of presentation

and appreciation of electronic evidermfore the court. | will stop here.

So we move on, there is a slight alteration in the schedule today, session 8 which was
procedural law and investigation measures, we will have it right now because Mr. Pravin

Anand has to leave early. So that is thesiseswe will have now. We have two resource
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persons, Ms Nappinai and Mr. Pravin Anand, we will follow the same format, 20 minutes each.

This is 2 hours so many be 40 minutes each.

Mr. Anand: You can take more time, | will cut short. | want to apologizalt@f you, | am

sorry to disturb the flow, it is only because | have to travel overseas tomorrow and that is why
it is important to get back early. | am really sorry to disturb that. This topic was a very unusual
topic, both of us were talking that thease 45 sub topicshere and we have tonake them

flow and she has taken onenterpretation of that and | have taken slightly different
interpretation. | think between it | will be able to cover most of it in between. | would first like

to mention a biabout procedure because procedure was important word in the topic and on
procedure on the civil front we have had even before the commercial courts act was introduced,
the Delhi high court particularly had fast track trials, local commission was appamted
introduce evidence we have a wonderful facility in the High Court where evidence is recorded.
Sometimes on a day to day buatostly spelt out and it is done very quickly and those trials
have concluded in a few months so you have witnesses cominy\ledmesday coming in on
Wednesday or Thursday and back on Saturday. Sometime courts have even permitted recording
of evidence in hotel. So it is business executive like environment facility, it is very quick and
fast recoding of evidence. There were timeewhevidences were not able to come back
because their evidence were not completed or in one case the witness got cancelled later
detected. And so video conferencing was done to complete that evidence. Facilities ion the
Delhi High Court are very efficierdnd they come with international formats. The evolution

that has taken place on video conferencing has been first presence of High Commission from
London was considered necessary and thereafter in subsequent cases and in the 3rd case, Justice
end lawpased an ordethat wideangle camera should be used to see that no assistance is
being provided at the foreign end, it was considered good enough and it facilitated very quick
recording of even a video confa®, now with those fast tratkals, there cama case in
Supreme Court. Because of direction of Supreme Court, entire evidence was finished in 1 and
1/2 months and matter was concluded in 5 months from the time when Supreme Court passed
that order. Now we have commercial courts act which introduady feew concepts which

will speed uptrials. In all this there is lot of use of, in civil litigation, computer downloads,
website downloads, cell phone extrast®s,etc.and so65B an affidavitunder section 65 B

have been used and as Mr. Sharma very rightly pointed out these affidavits in most cases are
not even challenged even when the person giving the affidavit was cross examined, they were

not able to shake the temsony in any of the cases and as your Lordship rightly said in criminal
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case, the standard would be, you will have to go into far greater detail of how the technology
works and to make sure there are no as your Lordship said, gaps. So yaaveitbbe far

more careful and far stricter standard would have to be adopted and for that the test is to
understand how the technology works, that is most importantly and | think the Court has to
understand that how technology works. Now section 78 under the |Tirketstigation of
offences and search and arrest without warrant, those provisions are also part of procedure. |
want to mention on preservative measumegestigation angroduction, | want to mention
software piracy cases and these are very interedinginally when piracy cases started
almost 25 years ago, they were channel cases and channel meant that in certain markets you
find people selling, at that time on floppy disks, and thereafter on CDs, software worth millions
and millions on one disk antlwas all pirated and it was and you attack the retailer. Then it
shifted to hard disk loading. Hard disk loading meant that the person selling his computer
thought that if he will supply you with free software then it will be an incentive which will
make you prefer his shop to another shop and so he asked you what you will use it for. You
said you will use it for word processing, data based functions and he said | will give you such
and such, Microsoft office | will give you, windows | will give you ainee of cost that is an

offence again and a civil wrong and is called hard disk loading. The third, very soon companies
realized that they ought to attack the legitimate business, let us say a factory manufacturing
shoes, but using illegal software or hayione license or no license so under licensed under
licensed by legitimate end users who are running their legitimate business but their activity of
computing is illegal and those who are very useful for software companies because they will
be able to ver quickly get the companies to sign an agreement get an order 233rule
application, settle the case, get the party to purchase legal software, and perhaps even get some
damages and move on, those cases finish gengkly, you won't believe but lagear there

were 8 cases, a survey was done, the average time to dispose of a case was less than a month.
Now from end user piracy we rare moving to internet piracy because we are getting to the cloud

, the cloud is nothing but a very large computer manedsomewherghousedomewherégn

the United States or some other place and the company that holds that computer and gives out
that service manages the cloutke Microsoftand youkeep your documents on that computer
rather than keeping them on your d¢haisk. So your memory is saved. So in all these piracy
cases one of the usual order passed was the Anton pillar order, an order to search and seize
hard disks, originally it was hard disks and in socases the party said, they complained that

the proces of removing the hard disk, although it was removed with an expert, my data got

corrupted. But because those complaint were made in some cases, full computer was sealed.
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But the precautionary measure was the court quickly unsealed itbafteupcopies vere

taken, so as not to destroy, disturb in any way the business. The third phase came when there
was some sort of resistance, and in two cases of the Delhi High Court, premises had to be
seized. So it went from hard disks to computers to sealing of mrens course that is very
strong order, very rare and would be passed only if there was real counter measures. The
surprise element was extremely important because it is the nature of digital woygduhat
destroyery quickly so, to give you orexamplethe first John Dow order passed by Dedhi
Courtwas when the world cup was goiog anden sports got aorder appointinghe Registrar

of Delhi High Court to go all over the country and to determine which were the parties using
the stealing signalal broadcasting illegally and one of it happenedaktamajor cable operator

is Mumbai. When they heard that somebody is coming, knocking on their door, they switched
off the signal then got the registrar in thafiiice. When the signal was switched afierybody

called up the office to complain because they tlostsignallot of people were complaining,

and the local commissioner sat their receiving those calls saying yes , when did you give your
subscription, and noted down all the details all thissuptions, details, everything, when was

the signal switched off and filled that evidence in court. When that was done 3500 licenses
were fined up in 20 days because the world cup was only a 1 month Intellectual property. After
1 month,there was no usand that was the effect of that ord&€he point here is surprise
element is extremely important in these cases because of the ability to destroy. Now on
production, section 76 of the IT Act talks of confiscation of and five things go together, the
computes, the peripherals and the printers, the network, the computer resources, all the hard
wares and the communication devices. All of them can be seized, can be confiscated, in
violating any of the provisions of the IT Act. Jurisdiction is very tricky, yauehsection(2),

of the IT Act which says it extends to offences, committed outside India by any person,
irrespective ofthe nationality and then you have a support in section 75, which says offences
outside India would be covered by the Act if the comipaitel all those things go together with

the computenf computer resources, those devices are located in Indigoi$&82 of the CrPc

talks ofa court where the receiver or sender resides would have jurisdiction and then in the
civil context you have 2lecisions of the Delhi High Court in the banyan Tree and the WWE
case and | could talk about that if time permits, but let me just give you a few practical example
of what problems arise. For example we were talking in Mr. Sharma's talk earlier about
tampeing of evidence and destruction of signal$e first software case in India waes
Microsoft case, a software piracy case and at that time software was put on a floppy disk. It
was a criminal case and the police took the floppy disk and they took a dulegnput it
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through and they tied the floppy disk to the file. So of course complete evidence was destroyed.
Now here is the Himalayas Drug Companies case where this was the website where they copied
roughly 210 of the drugs of the Himalaya were copietitais site and other information except

at and thissite hadno otherinformation except at the bottom it said sumit@ something and
sumit sounded like an Indian name but when it turned out, sumit was an ltalian called
Lusabianki and with an Italian address, now how do you get him. So most of the problem with
these websitess that you stop at an injunction, you cannot go beyond that. Although in this
case, the court exercised jurisdiction and that is the reason why | am using this case, to talk to
jurisdiction. Although damages were granted of 15 lakhs of rupees, the suiteseed, but
nobody was there to pay the damages, so one of the biggest challenges in Interieehoases

you dq if a personhas persorat the time of registry of domain name has given a fake
name.First registration is the domain name, no supposgister the domain name alpha name

and | register in fake name not my original name and fake register, they will register alpha.com
they do not have a verification proceds.fact the whole international debate teen,at the

time of registering theamain name they should insist on the identity of the person because it

is the biggest challenge. Now the opposite side of the debate was it hampers the freedom of
speech, freedom of internet and there is lot of NGO support to it. So this is one case which
ended in a degree but it is a paper decree. Then just to kind of talk little about, the isp was
subsequently added as a party so that the order could be enforced. This challenge of not being
able to stopping the wrong is the biggest challenge which wiacirey.

Justice Murlidhar : The question is even iwe are talking down from that I&ddersit is

possible to be loaded on another Ip address.
Justice Nappinai The innocent of Muslim case is a classic example.

Participant: To travel from here to UK, we hauto go through various processes, it does not
mean that there is a restriction on the movement. But there is reasonable blocks in the ways.
When you have to apply for a visa, have a valid passport and pay for tfcltett can be

accepted why not this.

Justice Murlidhar : There aramillions of domain name which are fake which are already in

use. So while talking of the future you have to deal with the present.

Mr. Anand: So just to give an exampté what my lord is saying, supposestop somebody
from using Tatal.comthe he registers tata2.com, then he registers tata3.com and he can go
on like this . So it is like fighting bees with a hammer. It is like that. So this napster example is
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a perfectexample where the peer to peer piracy it became toudiieila made the user a
server so each person who used or uplodukednusicin order to pass it on to another user
became the server, so they changed the architecture and that made it toughemaléiazz
andMorpheus This was a technology which enabled Nutella, most of the countries would ban
it and in fact if you take the next ondprpheuswas sued in Holland and it took a view that

we made the technology and released it on the net and nowe@daontrol over it. So that

was one of the biggest challenges. Then came bit torrent and there is lot of bit torrent still on
the internet which is used for piracy. One of the biggest names in the piracy is bit torrent and
then we have the Delhi High Gd case, sorry | have covered some of those parts, it was an
adult side which used data and the site was in the use and the Delhi High Court followed the
phoolanDevi division bench case where the film bandit queen had been restraineddgjtthe

high cairt but channel 4 television filled a suit saying that you can stop the commission of tort
in India but not oversea and th®elhi high court said no we can, because they went into
principles of private international law and said when there is such amnacs between actors

and directors with India, then even if the tort is committed overseas we can extend our
jurisdiction and the same logic was used in Trasavs Hassan Yakub case of the Delhi high
court by Justice, i forgot the name and an injumcti@s granted, recognizing that court had

the power to stop the commission of a tort overseas.

Justice Murlidhar : Mr. Anand, have you had an experience of take down order not been
complied with and what recourse can a party have, because the personswpposed to

comply is outside the jurisdiction

Mr. Anand: | think if for the same reason you cannot recover money if you have damages
award. | think the maximum you can do is to approach the service provider and enforce through

service provider but then ycstop at just getting the website to come down and nothing more.

Justice Murlidhar : But is there way of blocking the URICangovernment do anything to
block

Mr. Anand : The government has certainly been doing that in China. They have the technology

to block and it gives rise to all sorts of protest.

Participant: In India also the service providers are blocking and now bit torrent you cannot

access, you cannot access some of the sites on u tube, X video you cannot access.

Mr. Anand : There was aiscussion that they would do that but are they doing it?
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Participant: yes
Mr. Murali:  Sir, Bit Torrent cannot be blocked per se because
Participant: No in India the access to bit torrent is blocked now.

Mr. Murali : Bit torrent is a small programme. Thelygges which hosts the streams can be
blocked. As we explained it is peer to peer network so if we are the pedipieroom we can
share witheach other. It is impossible for the ISP to block this communication. But they can

stop the seed which tellsydhat | am hosting a movie called Phoolzevi thatthey can stop.

Mr. Anand : Phising which is another very interesting concept, there is a cas®éibihigh

court the Nasscom casdneredecree was granted damages were graatadi essentially it is

like this. You get a letter from city bank which says your details are out dated and you are
requested to reconfirm thergou fill up the form, write to them and that is a fake way of some
party in Nigeria getting all your bank account detail and next tingknow, all your money

is transferred out of your bank account. This tort is known as Phishing and the Nasscom case
was case whesomeoneising the namBlassconto run seminar in India and they were stopped

and that was another interesting tort. Theanfing, this was national geographic which
broughta law suit against a party which was using their website, taking the entire content of
their website. They formed a kind of frame, like putting some body's else's picture in your
frame. Then hyper linkingral deep hyper linking. There have been cases where people have
been using their website but have been using links of other people's websites and have taken
website of my diverting traffic and getting advantadehe iballs and increasing their own

traffic in processMeta tagging if you went into the html code underlying the software, you
would find catch word likérataand this | have said in earlier presentation is a useful way to
discover what the true intention of party who formed the infringing website. Then spamming,
and today you have seen spam coming even in the telephone and we have had only one case in
the Delh High Court where an injunction have been granted but it is still in evidence, not
concluded. We have travelled a long way, we have e courts. The UDRP is uniform dispute
resolution system administered by WIPO. Here you file a complaietrayjl, the respase is

filled by email and the decision is given by email in about 45 days. All this is electronic and
then of course the electronic evidence which we were speaking about and then the video
conferencing and what was left was the money part and recerithbjost 10 days ago, there

has been a decision where a website has been asked to pay 1 crore by the Delhi High Court

because they were felling fake watches online and hopefully this money if not wholly but partly
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be recovered because this person is holdpmearance and so is physically found. We have a
physical address as well. So hopefully this one might yield in result otherwise it is very clear
that you have to have forensic evidence probably tying up with international bodies is using
information exclnges to follow because most of the websites that are selling the ecommerce
accounts, they all have bank accounts. They all receive money and ifntbragy could be
followed it is good solution and if internationally in the US particularly FBI have beieig @

lot of that and tying up with credit card companies, courier companies, shipping agencies,
companies in order to get important information and that think that probably is the way to go.

JusticeMurlidhar : Any questions from Mr. Anand, or we caneajuestions at the end of the

session.

Ms. Nappinai: | am sorry | will just take one second to connect this. | was not sure whether
we would be covering the topics separately or jointly so | have, as usual a lot of slides to cover.

| have tried to combinboth. On the question which you have raised that whether we have
experience in take down orders not being complied with. | have had situations where take down
orders have not been complied with. Now what happens when we reach enforcement stage?
Thisiswha | was going to focus in todayds sess
proceeds. First is just where we have a problem we approach a court. The procedural aspect
which court has to follow is want to see wited reason jsvhat is the basis s fooming before

the courtSecond isn order is issued to protect the rightsheflitigantbut the third part which

is where we have seen a lot of slips between the provexlyial is in implementing those
orders. Particularly when it comes to the Inttrand of course as Mr. Anantentioned IPR

speed is of essence so in one case where and this was the situation which we hadfacgd
instances. This was just one of those. The company is involved in a very sensitive area of the
Consulate, it igffiliated withconsulate and it is working with them. Every assignment is given

out on attender. At least just a week or maybe some times two days before tendewillhere

be postput up on social media maligning the company so this is just one iastdugce it was

the company associated with the consuldmet this happens across the board, whether it is a
manufacturing company or whatever invariably the person who is posting will use
anonymousor something equivalent to that. The post goes up.rigbtito the service provider

and they will choose service which are hosted outside India. So you right to the service provider
they couldn't get caught. Pardon my language but that's the way, they don't care so they are not
even going to respond to youstite to go to court you get your order and you send it to them.

The process for sending it, so | am literally jumping to my last slide on this. The process for
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sending it if you are a private party is through the ministry of home department and they have
to receive the order with 12 clear weeks. So even assuming we have received it with 12 weeks
to transmit it. In the process if there is delay they will send it right back and say go back to
court get your order again and come back with 12 clear wessldhie lettergotatoryand its

service by its very nature is time consuming and by the time even services\jdeted. The
reason for moving court is lost. So it is being a nightmare not just an ordinary impediment in
terms of enforcing. So | am going feally rush because that's what | was doing | was cutting
out a few slide and in trying to streamlineNow | am going to try to focus on these 3 main
aspects. The way | reathe topic was to kind of that we wemgoing to be at the end of two

days segen when we would have discussezpecific issues and we were going to come down

to a kind of summing up orconsolidation of whatever would have been discussed over two
days. So these were primary aspects which | wanted to focus on in the procesgdhowe

talked about electronics evidence | believe Mr Vakul Sharma has substantially covered the
basics but | just wanted to put forth some of the concepts that | wanted you need to put before
you all for discussion. When we talked about electronics aegl@rinciples are the same. if

you look at the whole cyber angle then we come down to ghistiplesand if we look
atelectronic evidence, if we remove the possibility that technology brings inbibidgldown

to first principleautheticity, integrty and noarepudiation. These are the three main things we

are going to be looking at. Some of the challenges that electronic medium has brought before
us we could probably categorize as these principles are the same. if you look at the whole cyber
angle hen we come down to firptrinciplesand if we look atlectronic evidence, if we remove

the possibility that technology brings in it dbils down to first principles, authenticity,
integrity and norrepudiation. These are the three main things we arg go be looking at.

Some of the challenges thakectronicmedium has brought before us we could probably
categorize as these. As i was discussegierday we have this print out before us. When we
look at this paper we know that this has been printetdgbly yesterday or two days back or
something like that. It is new, it is white. When | file this and 20 years back when I look at it |
know it is 20 years old because it has gone yellow. If it goes through file ntagresvill be

some left over whatra we lookingat whenwe are looking at an electronic evidend&/hat
happened yesterday when | was trying to show a video, it just hung so it was there in one
second and next it is gone so this is the split second we are looking at when we are looking at
electronic evidence so to that extent yes therediference?The secondaspect is the author

and recipient aspect. We were discussing yesterday about electronic signatures amol\gbout
whatever may be the authenticity that the electronic signaturgshio a document it is still
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going to rely on human usage or human intervention to the extent aéwbhmgto use it and
practically we have noticed that the hands with science are no longer attached to the arm which
is executing the signature. We leagrown up with this and we have slept thinking about this

but today when you look at the same sentence it no longer applies because earlier when we
wrote thissentence becauséen we were in Delhi signingdlbcument ouarm isno goingto

go there withoti us, we are present physically and we say in witness whereof we the
undersigned have put our hands to this document. Today when you put an electronic signature
your hand does not have to be connected to the electronic signature, however the law says it is
presumed to be connected to it. It is for the person who is calming the contrary the proved that
the hand was not attached to the electronic signature. This is again one more issue which comes
in terms of electronic vs paper document. What is the lathis There were three aspects
which | wanted to cover in terms of electronic signature. The first part is of course all pervasive
section 65B and what it holds for us. the second aspect was with respect of the Dharambir case
in fact in terms of giving ,dirnishing documents to the accused and where the pitfalls happened

in practical scenario and the third aspettich according to me is the third time bomb waiting

to burst which is with respect to electronic evidence. | would like to cover this venhglick
assume that Mr. Anand would bmvering the civil aspect of the jurisdiction , so | wanted to
touch upon only one aspect of criminal jurisdiction pertaining to the cybercrimes and with that

| would be closing on today's session. Now we talked yesgetdere were some basics which

| wanted to leave you all with. Because you have already covered some aspects about
technology yesterday. We spoatabout the difficulty that the electronic trail leaves but as |
mentioned yesterday, the bread crumbglaeee everywhere. There is not one situation in the
electronic domain where you cannot find the bread crumbs. All you have to do is to look for
them and where you would look for it is what | have tried to give a very quick birds eyes view
of it when a corprate entity or individual is looking for a trail they would preliminarily rely

on the IT audits friends like Murali who come into picture. We are looking at an international
intrusion again we have the bread crumb trails. | wanted to give you all auiekyesxample

on this, so | have prepared one document. This is very simple document. Example | want to
give of how an email virus email would look and where do you find the bread crumb trait in
this kind of an email. | have given four scenario here. Tisé dne is what you have on there

| hope this one works today. So you have, ok this doesn't work. You have the original text
which is how the email will look. So when you look at this this is about how you would read a
header. When you look at this, | yjwmember | had mentioned you one of the times of email

to get is like your Apple ID telling you that it has been access by somebody else somewhere.

106



So go to this link and verify that this is you who has access it but you can already tell from the
emalil IDitself that it is a fake maillYou would be looking for the path. So when you look at

the path, you have the mail id which is not an apple mail ID. It is a beneker.com kind of thing.
The second place where you will get an indication of whether thisli@reet will be the

return mail ID and the headers. Now let's see where this mail has really come from. | go to the
next stage of long headers and all of this when you open your computer and you open your
mailbox and the actual email you will have whataled as the drop down menu which is right

on top. When you go to that you will get all this and | have given you where you need to go
also. Go to view then to messages and then the long headers. So when you put it as a long
header, y you also get whehe return comes. Now sometime they can mark just make it seem
like this is a genuine mail but the written part will always show you whether this is a fake emalil
or not and where it is coming from. The next thing you could not look for, this is thefaillsd

of the long header. It gives you the entire header of the mail, it will tell you, just to give an
example because they made a test case for instance this long header will give you all the details
that you need to know. Who has send the mail to whdmre which is the recipient

host. Recipient host is the server which is receiving the mail and what happened to the mail.
Are there any attachments. So these are substantially anything lying with paper, anything can
be forged or fabricated .You will hat@ exercise discretion at the end of the day to see whether
this is fabricated or not and if so to what exteldow there was one more respect | wanted to
show. If you look at this time, what does hand indicates here, is that there is actually a hidden
link in just a place which is otherwise claiming to be a copyright notice. So when you go there
so the whole reason why the mail is formulated the way it is, in case you are the smart person
who says oh this is a fake mailain notgoing to do anything wit this, but accidentally you

end up clicking this you've already given the door way in. You have opened it out because
there is a link attach to it. Anywhere you have hand signals, you know that the link is there and
link is showingover there, what therlk is on topand the lasbne Ihave shown you is the
rustics which will give you the entire details about the message. What | just mention to you
return path delivered to the host, everything is mentioned there. So this example | wanted to

rely on to showyou where the breadcrumb trail ilistead of saying it | thought an image.

A

Justice Murlidhar : | have a practical questions | etds
are talking of two individuals. Let us say one spouse says that he has been getting all the emails

from the other spouseahdet 6 s say two t hings ser®@themaillan t hat
your inbox the other is you have deleted it because you're fed up with getting these kinds of
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mails, so initially you delete these mailSo in these two scenarios how do you take the whole
thing to acourt anchow do you demonstrate tioe court because | don't think it is good enough

to simply print out this header. It will have to be shown on the screen to the court and how do
you explain to the court all of this through that .That is scenario once you have it in your
inbox Scenario tw, if it getsdeletedfrom your inbox, how do you do that. Then in scenario

one can the other party still say no this is not authentic till the server gives the certificate.

Ms. Nappinai: So the last part | wanted to cover the 65 B thing optbeisowhich is given

to 65B which says that the certificate has to be given by person of authority in charge of the
device or the activity , so if yoso if you look at Anwar vs basher the court stops with the
device. The second party of that, it has missedauth says,or the activity and given the
practical implications of going to a Google server to prove every Gmail to my interpretation
and | think that would be the only practical solution available. The Reason why they said
theactivity has to be intgreter aghe activityof printing out the document. Otherwise every
time you necessarily have to carry the computer to coam goingback to you first two
queries. The first scenario is where the email is still there now the difficulty we are facing i
that 65A and B where intended to beesmabler itwas not meant to be a stumbling block it was

not meant to say how dayeu usectlectronic mediumwewill make sure that you will regret

it for the rest of your life. It said please use the electrondiune and we will make it easier

for you that was the way it was intended but either due to some, you know, gap between
implementation andraftsmarshipor because of its interpretation and the way iténasved

65b has become a stumbling block now andywh that because there am@o setsof
compliances which we are required to make if | pest quicklyjump to the because | can
show you where how | could probably explain this. So this is a literal reproduction of the
provision but what would help us to go straight to Anwar vs Basheer and its interpretation.
Now really speaking out of the five sub clasisehich are there in 65B, 2 and 4 are the real
relevant ones. Now the Supreme Court has integrated 65B 4. To me compliance of the three
precondition set out there in and it says all three conditions have to be complied with. Where
what 65B is actually says | were to go to the provision, if | can have a look at it. It says any

of the three, the word any unfortunately seems to have been missed out. The wadxdwny.
when you | ook at 65, |l can just put soithat up,
we can have it for reference. So if you look at it, it says any, a certificate doing any of the
following, not all of the following. And what is the any that is set out in 65B 4. The first is you

are just supposed to identify the record. The sepou have to give particular of the device

108



which was involved in the production of the electronic record. And only the 3rd is to comply
with 65b 4(2). But today what we have is, yc
scenario. The first scano which is a simple one is an email. The primary reason why the
device was used is because it says, because if you looR @8bB it says that it should be

the document prepare on a computer or it is a computer output to put it the very
simply. Therefore for used to identify that it is in fact a computer output you are supposed to
give that identification and the second part. Now when you are talking about her simplicity
email or just the Word or Excel document you can prove e#isdithis is whee it came from

but what about the third .Now when you talk about the 65 B 2 . This is the complication it
leaves you with. The wording used in 65 B 4 is any, what is done by Anwar vs Basheer is that
you have to do all three and all three means all ofallsis. Which says that you must say it is

not just computer output but that it was added in the ordinary course of business or activity,
that it has not suffered any disruption, if it has suffered that it has not affected the content. The
reason | am merdning this is the second question you raised sir of having deleted it because
a deletion is a disruption which affects the contents but where does it affect the content. It's not
that because it is deleted it cannot be relied on. | will just explain htv.diVes the certificate

that is the real issue? Let us complete this part and then move to the secofw plaese are

the preconditions which 2 imposes. Actualbne good thing that Anwar vs Basheer has done.,

is it has simplified these two provisian by kind of like listing it so this is literally a verbatim
reproduction Anwar vs Basheer. It says, this is what it s@gyg for65 B4 youhave to give,

the whatever is the relevant part is what | have highlighted there, which is that youweust gi
certificate, describe the manner in which the electronic record was produced, must furnish the
particulars of the device evolved in the production and it must comply with 65B 2 an must be
signed by person occupying a responsible official position toellesant device. But if you

look at the provision, it goes on to say or relevant activity, that part is misSiog. if | can

address your query. When you're talking about,
Participant: What is the citation of Anwar vs Basheer? It is 20147

Ms Nappinai: Yes 2014, | can give it to you sir. | will just give it offline afterwards. In all
fairness to Anwar v8asheerthey have not discussed this aspect but it could be interpreted
that this is the reason why they did it what is that reason, if you look aAGbil 65B 1, it
says, if you have any documenif,you want to produce the computer output a printout or CD

and all thatit says you have to comply with those conditions set out in B3rB65 B , if you
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look at, to, the beginning, the first line 085B, that could probably that is why the
inconsistency is there between B 2 and B 4. If you look it 65 B 2, the firsitlsays

Justice Murlidhar : It shall be the following, not any of the following.

Ms. Nappinai: It says the conditions stipulated IBpA, are set out here under. So that
necessarily implies that 65 b 2 are the conditions looked out at 65 A. 65 B a. If you look at the
first line in 65 B 2, the conditions referred in sub section 1, so subsection 1 is what | told you,
for an electronic reord to be to be accepted, it shall deem to be also a document, if the
conditions mentioned in this sections are justified in relation to the information. That this
condition in this section is qualified in 2, by saying the conditions refer to in subrsctin

respect of computeutput,shallbe thefollowing. So therefore Anwar vs Basheer is not wrong
technically, it has just mentioned why 2 is necessary. So there is an inconsistency between 2
and 4 which Anwar vs Basheer has not taken into account to qualify or explain but today this
is the law and we have tomply.

Justice Murlidhar : No, in cases of private emails. Person occupying important official

position,

Ms. Nappinai: To the devise, yes that is the thing. So | had to take a long route to explain your
guery Sir. | will explain why | took the long routiewill tell you, much larger problem is there.

The reason why | pointed out specificalbpecifically why each and every condition that is
needed is this. The emails are the easiest to prove because | am in charge of my computer, |
have either inputand | am the author of the document also probably so | would be able to

prove this.
Participant: no no no. | would disagree with you. How do you prove in Gmail?

Ms. Nappinai: No No that is what | am coming to. I'm just coming to that. | am taking it to
larger issue and then bringing it back to emails. Let's take the situation of documents form
online. | am | cannot for sure certified that this was produced by which device. | cannot say, |
can only say is a computer output. | cannot say anything more than taanot see who has
created it and in what manner. | cannot say, for instance, he mention Google, so let's take
Google or Gmail sir. How | am | going to give certificate saying Google has work without
disruption forever. Or that the disruption has ingpacted the contents. So if you look it 65B

2 and 4, even if you take it as or 4, the mistake of the draftsmen is they have taken a very

myopic view of what is a computer documeiityou look at it, there haveactually thought
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about only this documénvhich is like a word document which you prepare on your computer

S0 you can actually talked to every aspect of it. That is why | said sir, | will come to it, at the
aspect of email, afterwards because, better to start with the most difficult and treebamkm

to the less difficult one. So let's come to the email part of it. If we are to interpret, 65 B 2, or 4
to say that the certificate is supposed to be from Gmail, nothing will get proven, because look
at the quantum of information out there. How dreytgoing to give certificate to each and
every litigator across the world? One of the changes that even our neighbours have brought
about, Sri Lanka pursuant to the Budapest cybercrime convention compliance, is to remove all
impediments with respect todsitronic evidenceThey havegone to the other extreme to say

that the person who is claiming that something is forged has to prove.US was one of the earliest
signatories, they have gone to the other extreme, UK has changed its pace to dilute the
conditions, so that is the thing, we have drawn heavily from there. But we have not drawn

completely from there and we have not taken into account, different kinds of electronic records.
JusticeMurlidhar : We have borrowed 65b from the UK law. UK has repealed it

Ms. Nappinai: They have changed and they have diluted it. If you kill you period they have
revealed that and they have changed it and diluted substantially but we still live with this. So
today no electronic record therefore can be accepted. You @ageltthat. Now that's another

thing 65B 4 does not say that you have proven the contents. Everything can be tampered with.
| am looking for a slide, yes. So | just wanted to show where the presumptions are.
Presumptions are for digital signatures or setetectronic signature. 65 B 4 does not say that
you have proven the document. It only says that if you give the certificate you can admit the
document as with any other document, even this document if 1Z give evidence saying that, that
is why| said we hge to go back to the first principle. If we were to say that we have prepared
this tabular column and you have to accept the content, it only means that we have admitted it
for further evidence to be given on the authenticity of the evidence. It is motkeon
authenticity of the document that we are talking about here. So here if we go back to Justice
Muralidhar's queries , as far as the email is concerned, yes you have to give with the certificate,
but two it does not necessarily mean tltas authentt, the contents. The documents will be

taken on record. The parties will still have to prove the contents of the document
Participant: There is a difference between the documents than the contents.

Ms. Nappinai: No No | am talking about, yes, you are rightbut my reading of it is also the

authenticity of the document, I will tell you why, what | am taking aluityou go to 63 and
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65 which is what Navjot Sandhu relied on of secondary evidence, what is said is, because it is
by a mechanical exercistherefore there is a presumption of authenticity dbaumentSo

here also if you look at it, if we talk about contents, | would absolutely disagree with you to
say that the contents are proven because if | say that so and seddtetiso in my embhand

| am able to comply either every aspect of 65B 2 and 4 does it mean that it is proven that so
and so killed so and so? It cannot be. It only proves that | sent the document. What they mean

therefore.

Participant: It will be you making a statemernhat so and so, it will be a question

of assessmemf evidence.

Nappinai: | will tell you, the focus there is on the word you. So it only provestiteorship.

There the issue which JustiSachdeva pointed out that it can be tampered with so how are
you going to establish that. That is the onus that has been moved on to the respondent,
therebuttal. Therefore the contents, what they are tal&bayt is that this is the fact that this

is a genuine document. The same as if a letter were to be accegaedeé is an original,

they say yes this is the things that it contents but not that the conteqoaea. So that
distinction which applies to a standard document, appliearn@lectronicdocumentalso.
Because anything beyond thabuld lead to ahgdity. The second aspect if | can just move

on. | can see that you are not convinced but | would like to take that offline afterwards so that

| completeat leastoday.

Participant: What my brother is asking is the contents of documents ardbthenentghat

means two things are to prove.

Nappinai: No, because | said it only leads to the authenticity of the document, and the contents
have to be proven. His question was, the wordings used in A is contents, | am saying that what
they mean by that ithe document per se in terms of who sent it, where do you take it from
and all that anchot what is mentioned in the text of thecument.For instance lets us go even

beyond the text, |l etds assume it conteents an

Justice Murlidhar : When we do admission denial, even in regular trial, you always say

document admitted not the contents.

Nappinai: Those first principles apply equally, that is why i am saying so when the wording
used there is contents, it is abou¢ thuthenticity of the document not the text images or

whatever may be contained in the document, that still has to be proven. If we look at it that
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way it says the general principle says thdbeumentaryproofwill over rule the oral evidence.

So to moveon sir. One is yes, the email once it complies with it yes it can be accepted. Two it
cannot be the only prof of it, you have to prove the contents. Second is a much more interesting
twist to the tail of where the email has been deleted. Now there aged$pects which could
happen. One is thadeletedirom my inbox. In this case | can still access egtdeveit from

my server.There are two different kinds of servévlac will retain it on the server also. So if

you have settings to that effect, yaull be able to retrieve it from the server. And like he
rightly pointed out, the real source where the document is residing is in the server. Technically
what is there in your inbox is only a copy. But since it is a copy which has dropped into your
machne without human intervention you could claim that t@beriginal also but otherwise

the real document is on the server. So if you have to interpret it as a device then you might as
well forget about allowing any electronic record on this medium talivéteed. Because Gmail

also, Google server is not going to give you certificate. So we will have to necessarily rely on
the second part and interpret the last part of the proviso which says all that you have to say is
to the best of my knowledge it is tlkeeiSo therefore the interpretation i draw even for online
documents for instance is thladlready know it is a computer output second is | know that
from the time | have looked at it, from the time | have taken the print out the computer is
working fine, so | only have to give a certificate to the best of my knowledge so i say that to
the besiof my knowledge this is the device which has produced it. | can identify it through
website if not through personal knowledge so | say this is the device which has prepared it,
from the time | have seen this document online to the time | have takenirtheurit is
working fine.To that extent and because of this small qualifier which gives you the leeway to
say to the best of my knowledge you can take that liberty because without that you are gone.
Becausene of the most famous cases is of a wife sed her husband for divorce and very

big alimonybecause sh&ound his car parked outside hisi s t rheusesttraigh Google
earth.Herewe have to follow the technical way then you have lost all electronic document. So
if it is onthe server you can rebn it. The third level is there are two ways in which it can be
deleted from the server, one is when | go there and delete it myself there is another option
where you have stopped using your email id for a particular period of time, then the service
provider will terminate your email id and all the data will be destroyed so if both have happened
then you have lost out then the only other alternative is that you use the receipt of the mail and
hope that they have produced it. The third aspect is you ledeted it but the server may have

it in which case you will have to right to the service provider. The norm is that will retain it, it
used to be 6 monthearlier,| don't think that has changed much but very rarely they respond.
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When it has been cases gifave violation then the service provider respond altlest to stop

certain violations.

JusticeMurlidhar : The other thing is timeliness. So suppose you don't realize in that point of
time how important the email is and you realize it one year down th&lippose they chance

upon the crime much later, by then all this has already happened and the server policy is not to
retain more than 6 months so that evidence will be lost. That was the other thing.

Ms Nappinai: That was the reason why | put the first slide to show how ephemeral electronic
evidence is. There is no alternative but for our legal systems to change itoweagsirahat
evidence is collected at the earliest possible time. | had the privilegengfrbember of team
which drafted the commercial courts Acts, | can still call it a privilege going down the line. But
when we were looking at it, one of the things we took into account and one of the reason why
we added this aspect of proving your docunagtie earliest point of time when you are filling
your plaint or complaint. So that if something were to happen going forward at least at the time
when you initiated your action you knew this was the document you had inland and any
objections that the oén side wanted to raise would happen at first point of time and this was
the reason sir why did we put that. There is one more slide because it was looking too small
when | clubbed everything together.

Justice Murlidhar : 88A may be relevant.

Ms. Nappinai: 88A is very relevant because of the presumption as to electwidgience. If
we can quickly look at 88A. In fact there are couple of Delhi High Court Judgement which
have relied on 88A along with 65 B for certificate. The court may presume. | am going to

behave | am in court right nowyill just read it out Sir.
88A. Presumption as to electronic messages:

The Court may presume that an electronic message, forwarded by the originator through an
electronic mail server to the addressee to whom the messapgerts to be addressed
corresponds with the message as fed into his computer for transmission; but the Court shall not

make any presumption as to the person by whom such message was sent.
Explanation:

For the purposes of t hriess sseeecot i aomnd 1t ohrei gei xnparteo

same meanings respectively assigned to them in clauses (6) and (zayettsu
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(1) Of Section 2 of the Information Technology Act, 2000

If you look at it they have tried to look at certain aspects of electrmuerce. What was
covered under 65 B if it could be termed as this document, 88A takes care of emails, electronic

communications. | can give a fantastic example it in a situation

Wherethere is a presumption already which is much wider than 88A also. mb®&pwe

had very interesting case where certain people found a very certain way of taking over a
company, what they did was, 3 people apply for digital signature in names of one of the
directors of the company. They comply with the KYC norms. Using teatrenic signature

they filled fabricated minutes of meting as such the current board has been removed and
replaced by new boardAs simple as that, for electronic evidence where there is only a
presumption of authenticity and | think in the technolo@gston yesterday they were
mentioning why it is authentic because it captures the day stamped and nothing can be changed
there after once electronic signature is applied. There are, by the way, multiple kinds of
electronic signatures, if | can just digredsit here. How many of you use electronic signatures.

| want you personally. All of us use electronic signatures. All of you have credit cards, right.
There are multiple levels of electronic signatures. My just putting in that email earlier which |
was & showing you. | add there regards MS Nappinai that is also an electronic signature. But
it is of the lowest category. That is most insecure one. If digital signature of on encrypted
signature is supposed to be the highest of those category. This casel shat at the end of

the day vulnerabilities are going to be the same, irrespective of the domain. We have to finding
the ways how we can address those vulnerabilities. | have skipped a lot of cases but | would
like to go back tdharambirto explain what the other issue that is happening is. | am in real
honour to be in the presence of the person who gawghasambir Now Mr. Sharma has
already explained you about whatharambirsaid. That documenti electronic forms is also

an electraic document and therefore user are entitled to copies of it but let me tell you the
practical issues what happens in the court. In every criminal case all these hard disks and
various computer resources are seized, panchnamas are Qopdes are sent fdorensic
examinationForensicreport may be given but do you know what happens to thedisks,

how they come in the case? Despite all of this out here. The actual hard disk is submitted to the
court, so what problem we have been facing practicaltigas the court says that that is an
article not a document. Because it is the material. The print outs would be a document or if
they have relied on it, if there is attachment of CD with report that they provide to you but the

contents of the hard disk. Bause the actual hard disk is given to the court not the contents of
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it. There is, for instance we talked about mirror imaging yesterday. So what happens is the
mirror image hard drive is submitted as an article before the court. They do not realizatthat t
article contains documents which have to be given to the accused. So this was very minute
variation which we have been facing where we have to explain to the court that today it may
be an article but tomorrow what happens three years or ten ydans the line when
prosecution relies on a document which forms part of #rtitle and you say that | have not

been furnished. The court says what you were doing for so long.

Justice Murlidhar: Actually we may come to stage, you just give accuseditke The
counsel for the accused will be given a |ink
over the disk. Because of the volume of the information. You can give in the read only format.

Which you cannot download. It is all possible.

Mr. Murlidhar : It is already the case in US and Europe. They use it there All the hard disk
you have collected sign out the relevant document and then theswtbevill read whatever

they want. Eventually when the other side wants it, you have to give access. Alhtisit

youwant toproduce it, it is called production in US terms. You take print outs in AO size charts
and take to court or you access it user and password protected to the court and to the other side
also. We have been doing it for 7 years. Otherisee is no other way.

Ms. Nappinai: But may | raise one question on that.

Justice Murlidhar : And also there is a practical probleine ts@y she electronic evidence is
in form of a video clipYou cannotgive aprint out. The only possibility is that you give link

where they can go and watch it, or hear a conversation.

Ms. Nappinai: May | ask one thing, if it is posted on a FTP site or on line or cloud and
something and you give link or something whais going to stop theespondent from saying
that it has been tampered. Because that will only add to the complication of the issue then. That

is one level of complication which may arise.

Justice Murlidhar : | am also looking at courts of tomorrow asking parties to develop drop
boxes, where everybody can use the drop box for the documents including the court and it will
bea secure encrypted drop box so that both parties known that this is tamper proof and this is

far better way think of instead of the courts getting into fing servers, store and all that.

Ms. Nappinai: Ujjwal just tookDharambirforward in terms of what is it that has to be given.

In fact the situation which Murali was mentioning yesterday. Delhi has definitely being a fore
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